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Preface

The Internet is spawning many new markets and electronic commerce is changing
many market conventions. Not only are old commercial practices being adapted to
the new conditions of immediacy brought forth by the global networks, but new
products and services, as well as new practices, are beginning to appear. There is
already ample evidence that agent-based technologies will be crucial for these de-
velopments. However many theoretical, technological, sociological, and legal as-
pects will need to be addressed before such opportunities become a significant
reality.

In addition to streamlining traditional transactions, agents enable new types of
transactions. For example, the elusive one-to-one marketing becomes more of a re-
ality when consumer agents capture and share (or sell) consumer demographics.
Prices and other transaction dimensions need no longer to be fixed; selling agents
can dynamically tailor merchant offerings to each consumer. Economies of scale
become feasible in new markets when agents negotiate on special arbitration con-
tracts. Dynamic business relationships will give rise to more competitively agile
organizations. It is these new opportunities combined with substantial reduction in
transaction costs that will revolutionize electronic commerce.

The first generation of agent-mediated electronic commerce systems are already
creating new markets and beginning to reduce search and transaction costs in a vari-
ety of business practices. However, we still have a long way to go before software
agents transform how businesses conduct business. This change will occur as tech-
nology matures to better manage ambiguous content, personalized preferences,
complex goals, changing environments, and disconnected parties, but more impor-
tantly, as standards are adopted to succinctly and universally define goods and serv-
ices, consumer and merchant profiles, value added services, secure payment
mechanisms, inter-business electronic forms, etc.

During this next generation of agent-mediated electronic commerce systems,
agents will streamline business-to-business transactions, reducing transaction costs
at every stage of the supply chain. At some critical threshold, new types of transac-
tions will emerge in the form of dynamic relationships among previously unknown
parties. Agents will strategically form and reform coalitions to bid on contracts and
leverage economies of scale - in essence, creating dynamic business partnerships
that exist only as long as necessary. It is in this third generation of agent-mediated
electronic commerce where virtual and non-virtual companies will be at their most
agile and marketplaces will approach perfect efficiency. This book sets the scene for
the assessment of the challenges that agent-based electronic commerce faces as well
as the opportunities it creates. By focusing on agent mediated interactions we
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brought together specialists from different disciplines who are contributing theoreti-
cal, methodological, and application perspectives in the narrowly focused topic that
nevertheless involves wide ranging concerns such as: agent architectures, institu-
tionalization, economic-theoretic, modeling, legal frameworks, and policy guide-
lines.

The workshop on whose proceedings this book is based was held during the
Sixteenth International Joint Conference on Artificial Intelligence in Stockholm,
Sweden in July 1999. The six papers that were presented during the workshop were
augmented with six additional manuscripts that were invited to contribute to this
book in order to provide a more complete picture of the practical, theoretical, insti-
tutional, and legal issues of agents in electronic commerce.

The papers covered a wide range of topics: Greenwald and Kephart’s Shopbots
and Pricebots contribution focuses on agents that collect information about pricing
and specifications information for products and services on the Web. The authors
include findings on the tradeoffs between profitability and computational complexity
of the pricebots algorithms. Dellarocas and Klein’s paper on Civil Agent Societies
introduces a framework and the infrastructure support tools that can assist in the
design of open marketplaces that will provide quality of service guarantees to their
members. Conan et al. in Privacy Protection and Internet Agents discuss privacy
issues in a variety of agent mediation scenarios in electronic commerce, from agents
that represent the users, to agents that represent the sellers, to agents that are acting
as third party middlemen. Ygge presents an overview in his paper Energy Resellers -
An Endangered Species? describing important issues related to implementing elec-
tronic power trade. An overview paper called Modeling Supply Chain Formation in
Multi-agent Systems describing the importance of supply chain formation and its
most major promises and difficulties is authored by Walsh and Wellman. Yoon et al.
in their Jangter: A Novel Agent-Based Electronic Marketplace paper discuss the
design and implementation of a marketplace that provides brokering, negotiation,
and reputation capabilities, while addressing ontological and computational com-
plexity issues. Collins et al. introduce a bid evaluation framework that supports the
assessment of multiple criteria in a multi-agent automated contracted environment.
Boutilier et al. in Resource Allocation Using Sequential Auctions discuss a model
for agent bidding in a resource allocation environment where the agents are coming
up with policies that govern their bidding behavior. Dailianas et al. in Profit-Driven
Matching in E-Marketplaces: Trading Composable Commodities provide insight in
highly computationally efficient matching heuristics in a marketplace for soft com-
posable commodities (bandwidth products.) In Two-Sided Learning in an Economy
for Information Bundles, Kephart, Das, and MacKie-Mason investigate the price
dynamics in an information bundling economy with learning producers and consum-
ers. Parkes' paper Optimal Auction Design for Agents with Hard Valuation Problems
describes the interplay between the complexity of the agents' valuation problems and
the outcome of specific auctions; the interesting issue of making the right agents
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deliberate at the right time is carefully examined. Finally, Esteva’s and Padget’s
contribution Auctions without Auctioneers: Distributed Auction Protocols analyze
the concept of “interagent”, and use p-calculus to specify the protocols of first-price,
second-price English and Dutch auctions.

In addition to the papers presented at the workshop and included above, a set of
additional events occurred: A demonstration of the Diplomat system and a report
from a strongly related workshop at AAAI, was given by Grosof. Furthermore, a
very stimulating competition proposal called A Trading Agent Competition for the
Research Community by Wellman and Wurman presented a trading competition.
The competition will take place as a workshop at ICMAS 2000, and researchers in
the field were encouraged to design their agents for the competition. More informa-
tion about the competition can be otained from Michael P. Wellman, University of
Michigan (wellman@umich.edu) or by visiting: http://tac.eecs.umich.edu.

Finally, two panels, one on practical issues and one on theoretical issues were
also held at the workshop. The panels were indeed lively and interesting, reflecting
many of the challenges facing the researchers in the field. Some of the practical is-
sues are legal, security aspects, integrity aspects, as well as issues related to what
auctions to use in what situations etc. In the theory session, one issue that was dis-
cussed was related to the agent-mediated electronic commerce as a field of study.
Some argued that there are no original theoretic contributions in this field - they
belong to economics, game theory, or other fields, whereas others insisted that there
are new issues in the interplay between computation/communication and economics
which belong to this field.

We would like to thank all the members of the program committee and the re-
viewers of submitted papers for their guidance and their valuable suggestions to
authors and organizers.  Finally, we would like to mention the encouragement and
support we received from the IJCAI-99 conference organizers and staff, and from
Alfred Hofmann of Springer-Verlag for the publication of this volume.

March 2000 Alexandros Moukas, Carles Sierra, Fredrik Ygge
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Shopbots and Pricebots

Amy R. Greenwald and Jeffrey O. Kephart

IBM Institute for Advanced Commerce
IBM Thomas J. Watson Research Center

Yorktown Heights, NY 10598
amygreen@cs.nyu.edu, kephart@watson.ibm.com

Abstract. Shopbots are software agents that automatically gather and
collate information from multiple on-line vendors about the price and
quality of consumer goods and services. Rapidly increasing in number
and sophistication, shopbots are helping more and more buyers minimize
expenditure and maximize satisfaction. In response to this trend, it is
anticipated that sellers will come to rely on pricebots , automated agents
that employ price-setting algorithms in an attempt to maximize profits.
In this paper, a simple economic model is proposed and analyzed, which
is intended to characterize some of the likely impacts of a proliferation
of shopbots and pricebots.
In addition to describing theoretical investigations, this paper also aims
toward a practical understanding of the tradeoffs between profitability
and computational and informational complexity of pricebot algorithms.
A comparative study of a series of price-setting strategies is presented,
including: game-theoretic (GT), myoptimal (MY), derivative following
(DF), and no regret learning (NR). The dynamic behavior that arises
among collections of pricebots and shopbot-assisted buyers is simulated,
and it is found that game-theoretic equilibria can dynamically arise in
our model of shopbots and pricebots.

1 Introduction

Shopbots — automated Web agents that query multiple on-line vendors to gather
information about prices and other attributes of consumer goods and services
— herald a future in which automated agents are an essential component of
electronic commerce [6,10,24,31]. Shopbots outperform and out-inform humans,
providing extensive product coverage in a few seconds, far more than a patient
and determined human shopper could ever achieve, even after hours of manual
search. Rapidly increasing in number and sophistication, shopbots are helping
more and more buyers to minimize expenditure and maximize satisfaction.

Since the launch of BargainFinder [26] — a CD shopbot — on June 30, 1995,
the range of products represented by shopbots has expanded dramatically. A
shopbot available at shopper.com claims to compare 1,000,000 prices on 100,000
computer-oriented products. DealPilot.com (formerly acses.com) is a shopbot
that gathers, collates and sorts prices and expected delivery times of books,
CDs, and movies offered for sale on-line. One of the most popular shopbots,
mysimon.com, compares office supplies, groceries, toys, apparel, and consumer

A. Moukas, C. Sierra, and F. Ygge (Eds.): AMEC’99, LNAI 1788, pp. 1–23, 2000.
c© Springer-Verlag Berlin Heidelberg 2000



2 Amy R. Greenwald and Jeffrey O. Kephart

electronics, just to name a few of the items on its product line. As the range of
products covered by shopbots expands to include more complex products such
as consumer electronics, the level of shopbot sophistication is rising accordingly.
On August 16th, 1999, mysimon.com incorporated technology that, for products
with multiple features such as digital cameras, uses a series of questions to elicit
multi-attribute utilities from buyers, and then sorts products according to the
buyer’s specified utility. Also on that day, lycos.com licensed similar technology
from frictionless.com.

Shopbots are undoubtedly a boon to buyers who use them. Moreover, when
shopbots become adopted by a sufficient portion of the buyer population, it
seems likely that sellers will be compelled to decrease prices and improve quality,
benefiting even those buyers who do not shop with bots. How the widespread
utilization of shopbots might affect sellers, on the other hand, is not quite so
apparent. Less established sellers may welcome shopbots as an opportunity to
attract buyers who might not otherwise have access to information about them,
but more established sellers may feel threatened. Some larger players have even
been known to deliberately block automated agents from their web sites [8].
This practice seems to be waning, however; today, sellers like Amazon.com and
BarnesandNoble.com tolerate queries from agents such as DealPilot.com on the
grounds that buyers take brand name and image as well as price into account.

As more and more buyers rely on shopbots to supplement their awareness
about products and prices, it is becoming advantageous for sellers to increase
flexibility in their pricing strategies, perhaps via pricebots — software agents
that utilize automatic price-setting algorithms in an attempt to maximize profits.
Indeed, an early pricebot is already available at books.com, an on-line bookseller.
When a prospective buyer expresses interest in a book at books.com, a pricebot
automatically queries Amazon.com, Borders.com, and BarnesandNoble.com to
determine the price that is being offered at those sites. books.com then slightly
undercuts the lowest of the three quoted prices, typically by 1% of the retail price.
Real-time dynamic pricing on millions of titles is impossible to achieve manually,
yet can easily be implemented with a modest amount of programming.

As more and more sellers automate their price-setting, pricebots are destined
to interact with one another, yielding unexpected price and profit dynamics.
This paper reaches toward an understanding of pricebot dynamics via analysis
and simulation of a series of candidate price-setting strategies, which differ in
their informational and computational demands: game-theoretic pricing (GT),
myoptimal pricing (MY), derivative following (DF), and no regret learning (NR).
Previously, we studied the dynamics that ensue when shopbot-assisted buyers
interact with pricebots utilizing only a subset of these strategies [19,25,29]. In
this work, we simulate additional, more sophisticated, pricebot strategies, and
find that the game-theoretic equilibrium can arise dynamically as the outcome
of adaptive learning in our model of shopbots and pricebots.

This paper is organized as follows. The next section presents our model of an
economy that consists of shopbots and pricebots. This model is analyzed from
a game-theoretic point of view in Sec. 3. In Sec. 4, we discuss the price-setting
strategies of interest: game-theoretic, myoptimal pricing, derivative following,
and no regret learning. Sec. 5 describes simulations of pricebots that implement
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these strategies, while Sec. 6 discusses one possible evolution of shopbots and
pricebots, and Sec. 7 presents our conclusions.

2 Model

We consider an economy in which there is a single homogeneous good that is
offered for sale by S sellers and of interest to B buyers, with B � S. Each buyer
b generates purchase orders at random times, with rate ρb, while each seller s
reconsiders (and potentially resets) its price ps at random times, with rate ρs.
The value of the good to buyer b is vb; the cost of production for seller s is cs.

A buyer b’s utility for the good is a function of price:

ub(p) =
{

vb − p if p ≤ vb

0 otherwise (1)

which states that a buyer obtains positive utility if and only if the seller’s price is
less than the buyer’s valuation of the good; otherwise, the buyer’s utility is zero.
We do not assume that buyers are utility maximizers; instead we assume that
they consider the prices offered by sellers using one of the following strategies:1

1. Any Seller: Buyer selects seller at random, and purchases the good if the
price charged by that seller is less than the buyer’s valuation.

2. Bargain Hunter: Buyer checks the offer price of all sellers, determines the
seller with the lowest price, and purchases the good if that lowest price is
less than the buyer’s valuation. (This type of buyer corresponds to those
who take advantage of shopbots.)

The buyer population consists of a mixture of buyers employing one of these
strategies, with a fraction wA using the Any Seller strategy and a fraction wB

using the Bargain Hunter strategy, where wA +wB = 1. Buyers employing these
respective strategies are referred to as type A and type B buyers.

A seller s’s expected profit per unit time πs is a function of the price vector
p, as follows: πs(p) = (ps − cs)Ds(p), where Ds(p) is the rate of demand for
the good produced by seller s. This rate of demand is determined by the overall
buyer rate of demand, the likelihood of the buyers selecting seller s as their
potential seller, and the likelihood that seller s’s price ps does not exceed the
buyer’s valuation vb.2 If ρ =

∑
b ρb, and if hs(p) denotes the probability that

1 In this framework, it is also possible to consider all buyers as utility maximizers,
with the additional cost of searching for the lowest price made explicit in the buyer
utility functions. In doing so, the search cost for bargain hunters is taken to be
zero, while for those buyers that use the any seller strategy, its value is greater than
vb. The relationship between models of exogenously determined buyer behavior and
the endogenous approach which incorporates the cost of information acquisition
and explicitly allows for buyer decision-making is further explored in computational
settings in Kephart and Greenwald [25]; in the economics literature, see, for example,
Burdett and Judd [5] and Wilde and Schwartz [33].

2 We assume that buyers’ valuations are uncorrelated with their buying strategies.
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seller s is selected, while g(ps) denotes the fraction of buyers whose valuations
satisfy vb ≥ ps, then Ds(p) = ρBhs(p)g(ps). Without loss of generality, define
the time scale s.t. ρB = 1. Now πs(p) is interpreted as the expected profit
for seller s per unit sold systemwide. Moreover, seller s’s profit is such that
πs(p) = (ps − cs)hs(p)g(ps). We discuss the functions hs(p) and g(p) presently.

The probability hs(p) that buyers select seller s as their potential seller
depends on the buyer distribution (wA, wB) as follows:

hs(p) = wAfs,A(p) + wBfs,B(p) (2)

where fs,A(p) and fs,B(p) are the probabilities that seller s is selected by buyers
of type A and B, respectively. The probability that a buyer of type A selects a
seller s is independent of the ordering of sellers’ prices: fs,A(p) = 1/S. Buyers
of type B, however, select a seller s if and only if s is one of the lowest price
sellers. Given that the buyers’ strategies depend on the relative ordering of the
sellers’ prices, it is convenient to define the following functions:

– λs(p) is the number of sellers charging a lower price than s,
– τs(p) is the number of sellers charging the same price as s, excluding s itself,

and
– μs(p) is the number of sellers charging a higher price than s.

Now a buyer of type b selects a seller s iff s is s.t. λs(p) = 0, in which case a
buyer selects a particular such seller s with probability 1/(τs(p)+ 1). Therefore,

fs,B(p) =
1

τs(p) + 1
δλs(p),0 (3)

where δi,j is the Kronecker delta function, equal to 1 whenever i = j, and 0
otherwise.

The function g(p) can be expressed as g(p) =
∫ ∞
p

γ(x)dx, where γ(x) is the
probability density function describing the likelihood that a given buyer has
valuation x. For example, suppose that the buyers’ valuations are uniformly
distributed between 0 and v, with v > 0; then the integral yields g(p) = 1− p/v.
This case was studied in Greenwald, et al. [20]. In this paper, we assume vb = v
for all buyers b, in which case γ(x) is the Dirac delta function δ(v − x), and the
integral yields a step function g(p) = Θ(v − p) as follows:

Θ(v − p) =
{

1 if p ≤ v
0 otherwise (4)

The preceding results can be assembled to express the profit function πs for
seller s in terms of the distribution of strategies and valuations within the buyer
population. Recalling that vb = v for all buyers b, and assuming cs = c for all
sellers s, yields the following:

πs(p) =
{

(ps − c)hs(p) if ps ≤ v
0 otherwise (5)

where
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hs(p) = wA
1
S

+ wB
1

τs(p) + 1
δλs(p),0 (6)

3 Analysis

In this section, we present a game-theoretic analysis of the prescribed model
viewed as a one-shot game.3 Assuming sellers are profit maximizers, we first
show that there is no pure strategy Nash equilibrium, and we then compute
the symmetric mixed strategy Nash equilibrium. A Nash equilibrium is a vector
of prices p ∗ ∈ RS at which sellers maximize their individual profits and from
which they have no incentive to deviate [28]. Recall that B � S; in particular,
the number of buyers is assumed to be very large, while the number of sellers is a
good deal smaller. In accordance with this assumption, it is reasonable to study
the strategic decision-making of the sellers alone, since their relatively small
number suggests that the behavior of individual sellers indeed influences market
dynamics, while the large number of buyers renders the effects of individual
buyers’ actions negligible.

Traditional economic models consider the case in which all buyers are bargain
hunters: i.e., wB = 1. In this case, prices are driven down to marginal cost; in
particular, p∗s = c, for all sellers s (see, for example, Tirole [30]). In contrast,
consider the case in which all buyers are of type A, meaning that they randomly
select a potential seller: i.e., wA = 1. In this situation, tacit collusion arises,
in which all sellers charge the monopolistic price, in the absence of explicit
coordination; in particular, p∗s = v, for all sellers s. Of particular interest in this
study, however, is the dynamics of interaction among buyers of various types:
i.e., 0 < wA, wB < 1. Knowing that buyers of type A alone results in all sellers
charging the valuation price v, we investigate the impact of buyers of type B, or
shopbots, on the marketplace.

Throughout this exposition, we adopt the standard notation p = (ps, p−s),
which distinguishes the price offered by seller s from the prices offered by the
other sellers. Our analysis begins with the following observation: at equilibrium,
at most one seller s charges p∗s < v. Suppose that two distinct sellers s′ �= s
set their equilibrium prices to be p∗s′ = p∗s < v, while all other sellers set their
equilibrium prices at the buyers’ valuation v. In this case, πs(p∗s − ε, p∗−s) =
[(1/S)wA + wB](p∗s − ε − c) > [(1/S)wA + (1/2)wB ](p∗s − c) = πs(p∗s , p∗−s), for
small, positive values of ε,4 which implies that p∗s is not an equilibrium price for
3 The analysis presented in this section applies to the one-shot version of our model,

although the simulation results reported in Sec. 5 focus on repeated settings. We
consider the Nash equilibrium of the one-shot game, rather than its iterated coun-
terpart, for at least two reasons, including (i) the Nash equilibrium of the stage game
played repeatedly is in fact a Nash equilibrium of the repeated game, and (ii) the
Folk Theorem of repeated game theory (see, for example, Fudenberg and Tirole [15])
states that virtually all payoffs in a repeated game correspond to a Nash equilib-
rium, for sufficiently large values of the discount parameter. Thus, we isolate the
stage game Nash equilibrium as an equilibrium of particular interest.

4 Precisely, 0 < 2ε < wBS
wA+wBS

(p∗
s − c).
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seller s. Now suppose that two distinct sellers s′ �= s set their equilibrium prices
to be p∗s′ < p∗s < v, while all other sellers set their equilibrium prices at v. In
this case, seller s prefers price v to p∗s , since πs(v, p∗−s) = [(1/S)wA](v − c) >
[(1/S)wA](p∗s−c) = πs(p∗s , p∗−s), which again implies that p∗s is not an equilibrium
price for seller s. In sum, no 2 (or more) sellers charge equal equilibrium prices
strictly below v, and no 2 (or more) sellers charge unequal equilibrium prices
strictly below v. Therefore, at most one seller charges p∗s < v.

On the other hand, at equilibrium, at least one seller s charges p∗s < v. Given
that all sellers other than s set their equilibrium prices at v, seller s maximizes
its profits by charging v − ε, since πs(v − ε, p∗−s) = [(1/S)wA + wB](v − ε− c) >
[(1/S)(wA + wB)](v − c) = πs(v, p∗−s), for small, positive values of ε.5 Thus, v
is not an equilibrium price for seller s. It follows from these two observations
that at equilibrium, exactly one seller s sets its price below the buyers’ valuation
v, while all other sellers s′ �= s set their equilibrium prices p∗s′ ≥ v. Note that
πs′(v, p∗−s′) = [(1/S)wA](v − c) > 0 = πs′(v′, p∗−s′), for all v′ > v, since wA > 0,
implying that all other sellers s′ maximize their profits by charging price v.
The unique form of pure strategy equilibrium which arises in this setting thus
requires that a single seller s set its price p∗s < v while all other sellers s′ �= s set
their prices p∗s′ = v. The price vector (p∗s , p

∗
−s), with p∗−s = (v, . . . , v), however,

is not a Nash equilibrium. While v is in fact an optimal response to p∗s , since
the profits of seller s′ �= s are maximized at v given that there exists low-priced
seller s, p∗s is not an optimal response to v. On the contrary, πs(p∗s , v, . . . , v) <
πs(v− ε, v, . . . , v), whenever ε < v− p∗s . In particular, the low-priced seller s has
incentive to deviate. It follows that there is no pure strategy Nash equilibrium
in the proposed shopbot model.6

There does, however, exist a symmetric mixed strategy Nash equilibrium. Let
f(p) denote the probability density function according to which sellers set their
equilibrium prices, and let F (p) be the corresponding cumulative distribution
function. Following Varian [32], we note that in the range for which it is defined,
F (p) has no mass points, since otherwise a seller could decrease its price by
an arbitrarily small amount and experience a discontinuous increase in profits.
Moreover, there are no gaps in the said distribution, since otherwise prices would
not be optimal — a seller charging a price at the low end of the gap could increase
its price to fill the gap while retaining its market share, thereby increasing its
profits. In this probabilistic setting, the event that seller s is the low-priced seller
occurs with probability [1 − F (p)]S−1. Rewriting Eq. 2, we obtain the demand
expected by seller s:7

hs(p) = wA
1
S

+ wB[1− F (p)]S−1 (7)

5 Precisely, 0 < ε < wB(S−1)
wA+wBS

(v − c).
6 This argument rests on the fact that price selection is made within a continuous

strategy space; the existence of pure strategy Nash equilibria as an outcome of price
discretization is discussed in Appendix A.

7 In Eq. 7, hs(p) is expressed as a function of seller s’s scalar price p, given that
probability distribution F (p) describes the other sellers’ expected prices.
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A Nash equilibrium in mixed strategies requires that (i) sellers maximize
individual profits, given the other sellers’ strategic profiles, so as there is no
incentive to deviate, and (ii) all prices assigned positive probability yield equal
profits, otherwise it would not be optimal to randomize. Following condition
(ii), we define equilibrium profits π ≡ πs(p) = (p − c)hs(p), for all prices p.
The precise value of π can be derived by considering the maximum price that
sellers are willing to charge, say pm. At this boundary, F (pm) = 1, which by
Eq. 7 implies that hs(pm) = (1/S)wA. Moreover, the function πs(p) attains its
maximal value at price pm = v, yielding equilibrium profits π = (1/S)wA(v− c).
Now, by setting (p− c)hs(p) equal to this value and solving for F (p), we obtain:

F (p) = 1 −
[(

wA

wBS

) (
v − p

p − c

)] 1
S−1

(8)

which implicitly defines p and F (p) in terms of one another. Since F (p) is a
cumulative probability distribution, it is only valid in the domain for which its
valuation is between 0 and 1. As noted previously, the upper boundary is p = v;
the lower boundary is computed by setting F (p) = 0 in Eq. 8, which yields:

p∗ ≡ p = c +
wA(v − c)
wA + wBS

(9)

Thus, Eq. 8 is valid in the range p∗ ≤ p ≤ v. A similar derivation of this
mixed strategy equilibrium appears in Varian [32]. Greenwald, et al. [20] presents
various generalizations of this model.

Figs 1 (a) and (b), respectively, exhibit plots of the functions F (p) and f(p)
under varying distributions of buyer strategies — in particular, the fraction of
shopbot users wB ∈ {.1, .25, .5, .75, .9} — with S = 5, v = 1, and c = 0.5. When
wB exceeds a critical threshold wcrit

B = S−2
S2+S−2 (equal to 0.1071 for S = 5),

f(p) is bimodal. In this regime, as either wB or S increases, the probability
density concentrates either just below v, where sellers expect high margins but
low volume, or just above p∗, where they expect low margins but high volume,
with the latter solution becoming increasingly probable. Since p∗ itself decreases
under these conditions (see Eq. 9), it follows that both the average price paid by
buyers and the average profit earned by sellers decrease. These relationships have
a simple interpretation: buyers’ use of shopbots catalyzes competition among
sellers, and moreover, small fractions of shopbot users induce competition among
large numbers of sellers.

Recall that the profit earned by each seller is (1/S)wA, which is strictly
positive so long as wA > 0. It is as though only buyers of type A are contributing
to sellers’ profits, although the actual distribution of contributions from buyers
of type A vs. buyers of type B is not as one-sided as it appears. In reality, buyers
of type A are charged less than v on average, and buyers of type B are charged
more than c on average, although total profits are equivalent to what they would
be if the sellers practiced perfect price discrimination. Buyers of type A exert
negative externalities on buyers of type B, by creating surplus profits for sellers.
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Fig. 1. Nash Equilibria for S = 5, v = 1, c = .5, and wB ∈ {.1, .25, .5, .75, .9}

4 Strategies

When sufficiently widespread adoption of shopbots by buyers forces sellers to
become more competitive, it is likely that sellers will respond with the creation
of pricebots that automatically set prices in attempt to maximize profitability. It
seems unrealistic, however, to expect that pricebots will simply compute a Nash
equilibrium and fix prices accordingly. The real business world is fraught with
uncertainties, undermining the validity of traditional game-theoretic analyses:
sellers lack perfect knowledge of buyer demands, and they have an incomplete
understanding of their competitors’ strategies. In order to be deemed profitable,
pricebots will need to learn from and adapt to changing market conditions.

In this section, we introduce a series of pricebot strategies, and which we
later simulate in order to compare the resulting price and profit dynamics with
the game-theoretic equilibrium. In 1838, Cournot showed that the outcome of
learning via a simple best-reply dynamic is a pure strategy Nash equilibrium
in a quantity-setting model of duopoly [7]. Recently, empirical studies of more
sophisticated learning algorithms have revealed that learning tends to converge
to pure strategy Nash equilibria in games for which such equilibria exist [17]. As
there does not exist a pure strategy Nash equilibrium in the shopbot model, it
is of particular interest to study the outcome of adaptive pricing schemes.

We consider several pricing strategies, each of which makes different demands
on the required level of informational and computational power of agents:

GT The game-theoretic strategy is designed to reproduce the mixed strategy
Nash equilibrium. It therefore generates a price chosen at random according
to the probability density function derived in the previous section, assuming
its competitors utilize game-theoretic pricing as well, and making full use
of information about the buyer population. GT is a constant function that
ignores historical observations.
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MY The myopically optimal, or myoptimal , 8 pricing strategy (see, for example,
[24]) uses information about all the buyer characteristics that factor into
the buyer demand function, as well as competitors’ prices, but makes no
attempt to account for competitors’ pricing strategies. Instead, it is based
on the assumption of static expectations: even if one seller is contemplating
a price change under myoptimal pricing, this seller does not consider that
this will elicit a response from its competitors.

The myoptimal seller s uses all available information and the assumption
of static expectations to perform an exhaustive search for the price p∗s that
maximizes its expected profit πs. The computational demands of MY can
be reduced greatly if the price quantum ε — the smallest amount by which
one seller may undercut another — is sufficiently small (see Appendix A).
Under such circumstances, the optimal price p∗s is guaranteed to be either
the monopolistic price pm or ε below some competitor’s price, limiting the
search for p∗s to S possible values. In our simulations, we choose ε = 0.002.

DF The derivative-following strategy is less informationally intensive than ei-
ther the myoptimal or the game-theoretic pricing strategies. In particular,
this strategy can be used in the absence of any knowledge or assumptions
about one’s competitors or the buyer demand function. A derivative follower
simply experiments with incremental increases (or decreases) in price, con-
tinuing to move its price in the same direction until the observed profitability
level falls, at which point the direction of movement is reversed. The price
increment δ is chosen randomly from a specified probability distribution; in
the simulations described here the distribution was uniform between 0.01
and 0.02.

NR The no regret pricing strategies are probabilistic learning algorithms which
specify that players explore the space of actions by playing all actions with
some non-zero probability, and exploit successful actions by increasing the
probability of employing those actions that generate high profits. In this
study, we confine our attention to the no external regret algorithm due to
Freund and Schapire [14] and the no internal regret algorithm of Foster and
Vohra [12].9 As the no regret algorithms are inherently non-deterministic,
they are candidates for learning mixed strategy equilibria.

5 Simulations

We simulated an economy with 1000 buyers and (unless otherwise specified) 5
pricebots. employing the aforementioned pricing strategies. In the simulations
depicted below, each buyer’s valuation of the good v = 1, and each seller’s
production cost c = 0.5. The mixture of buyer types is set at wB = 0.75,i.e.,
75% are bargain hunters, or shopbot users. The simulations were asynchronous:
8 In the game-theoretic literature, this strategy is often referred to as Cournot best-

reply dynamics [7]; however, price is being set, rather than quantity.
9 For completeness, the details of these algorithms are presented in App. B.
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at each time step, a buyer or seller was randomly selected to carry out an action
(e.g., buying an item or resetting a price). The chance that a given agent was
selected for action was determined by its rate; the rate ρb at which a given buyer
b attempts to purchase the good was set to 0.001, while the rate ρs at which a
given seller reconsiders its price was 0.00002 (except where otherwise specified).
Each simulation was iterated for 100 million time steps.

5.1 GT Pricebots

Simulations verify that, if agents are GT strategists, the cumulative distribution
of prices closely resembles the derived F (p) (to within statistical error), and
moreover, the time-averaged profit for each seller is π̄ = 0.0255± 0.0003, which
is nearly the theoretical value of 0.0250. (Not shown.)

5.2 MY Pricebots

Fig. 2(a) illustrates cyclical price wars that typically occur when 5 pricebots use
the myoptimal pricing strategy. Regardless of the initial value of the price vector,
a pattern quickly emerges in which prices are positioned near the monopolistic
price v = 1, followed by a long episode during which pricebots successively
undercut one another by ε. During this latter phase, no two prices differ by
more than (S − 1)ε, and the prices fall linearly with time. Eventually, when the
lowest-priced seller is within ε above the value p∗ = 0.53125, the next seller finds
it unprofitable to undercut, and instead resets its price to v = 1. The other
pricebots follow suit, until all but the lowest-priced seller are charging v = 1. At
this point, the lowest-priced seller finds that it can maintain its market share
but increase its profit dramatically — from p∗ − .5 = 0.03125 to 0.5 − ε — by
raising its price to 1 − ε. No sooner than the lowest-priced seller raises its price
does the next seller to reset its price undercut, thereby igniting the next cycle
of the price war.

Fig. 2(b) shows the sellers’ profits averaged during the intervals between
successive resetting of prices. The upper curve represents a linear decrease in the
average profit attained by the lowest-priced seller as price decreases, whichever
seller that happens to be. The lower curve represents the average profit attained
by sellers that are not currently the lowest-priced; near the end of the cycle
they suffer from both low market share and low margin. The expected average
profit can be computed by averaging the profit given by Eqs. 5 and 6 over one
price-war cycle:

πmy
s =

1
S

[
1
2
(v + p∗) − c

]
(10)

which yields πmy
s = 0.053125 in this instance. The simulation results match this

closely: the average profit per time step is 0.0515, which is just over twice the
average profit obtained via the game-theoretic pricing strategy.

Since prices fluctuate over time, it is of interest to compute the probability
distribution of prices. Fig. 2(a) depicts the cumulative distribution function for
myoptimal pricing. This measured cumulative density function has exactly the
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same endpoints p∗ = 0.53125 and v = 1 as those of the theoretical mixed strategy
equilibrium, but the linear shape between those endpoints (which reflects the
linear price war) is quite different from what is displayed in Fig. 1(a).
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Fig. 2. (a) and (b) Price and profit dynamics, respectively, for 5 MY pricebots.
(c) Cumulative distribution of prices observed between times 10 and 100 million.

5.3 DF Pricebots

Fig. 3(a) shows the price dynamics that result when 5 derivative followers are
pitted against one another. Recall that derivative following pricebots do not
base their pricing decisions on any information that pertains to other agents in
the system — neither pricebots’ price-setting tendencies nor buyers’ preferences.
Nonetheless, their behavior tends towards what is in effect a collusive state in
which all pricebots charge nearly the monopolistic price.10 This is tacit collusion
as defined, for example, in Tirole [30], and so-called because the agents do not
communicate at all so there is consequently nothing illegal about their collusive
behavior. By exhibiting such behavior, derivative followers accumulate greater
wealth than myoptimal or game-theoretic pricebots. According to Fig. 3(b),
pricebots that are currently lowest-priced can expect an average profit of 0.30
to 0.35, while the others can expect roughly the game-theoretic profit of 0.025.
Averaging over the last 90 million time steps (to eliminate transient effects), we
find that the average profit per seller is 0.0841. This value is not far off from the
absolute collusive limit of (1/S)(v − c) = 0.10.

How do derivative followers manage to collude? Like myoptimal pricebots,
DFs are capable of engaging in price wars; such dynamics are visible in Fig. 3(a).
These price wars, however, are easily quelled, making upward trends more likely
than downward trends. Suppose X and Y are the two lowest-priced pricebots
engaged in a mini-price war. Assume X’s price is initially above Y ’s, but that
X soon undercuts Y . This yields profits for seller X obtained from the entire
population of type B buyers while it is lower-priced, and from its share of type
A buyers all throughout. Now suppose Y undercuts X, but soon after X again
10 It has similarly been observed by Huck, et al. [23] that derivative followers tend

towards collusive behavior in models of Cournot duopoly.
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Fig. 3. (a) and (b) Price and profit dynamics, respectively, for 5 DF pricebots.
(c) Cumulative distribution of prices observed between times 10 and 100 million.

undercuts Y . This yields profits for seller X once again obtained from the entire
population of type B buyers during the period in which it is lower-priced, and
from its share of type A buyers all throughout. In other words, given equivalent
rates of price adjustment for both pricebots, market share remains fixed during
mini-price wars of this kind. Thus, the only variable in computing profits is
price, leaving pricebots with the incentive to increases prices more often than
not. The tendency of a society of DF pricebots to reach and maintain high prices
is reflected in the cumulative distribution function, shown in Fig. 3(c).

5.4 NR Pricebots

Finally, we present simulation results for two no regret pricing strategies, namely
no external regret (NER) and no internal regret (NIR). As described in [16],
there are a number of learning algorithms that satisfy the no external regret
optimality criterion (e.g., Foster and Vohra [11] and Freund and Schapire [14]);
similarly, the no internal regret optimality criterion is satisfied by algorithms
due to both Foster and Vohra [12] and Hart and Mas-Colell [22]. In this section,
we discuss simulations of NER pricebots á la Freund and Schapire and NIR
pricebots á la Foster and Vohra. Rather than consider 5 pricebots as above,
we limit our attention to merely 2 NR pricebots, since the dynamics of 2 such
pricebots converges more readily than does that of 5. As no regret algorithms are
inherently non-deterministic as well as myopic, they are candidates for learning
mixed strategy equilibria of stage games.

Although the no external regret algorithm of Freund and Schapire has been
observed to converge to Nash equilibrium in games of 2 actions (e.g., the Santa
Fe bar problem, see Greenwald, et al. [18]), NER pricebots cycle exponentially
from price pm to price p∗ in the prescribed model, which entertains n > 2
possible actions11 (see Fig. 4(a)). In fact, the outcome of play of NER pricebots
in the shopbot game is reminiscent of the outcome of both NER learning and
11 Technically, there is a continuum of prices in our model. For the purpose of simulating

no regret learning, this continuum was discretized into 100 equally sized intervals.



Shopbots and Pricebots 13

0.5

0.6

0.7

0.8

0.9

1.0

0 20 40 60 80 100

No External Regret Learning

Time (Thousands)

P
ric

e

pm

p*

0.5

0.6

0.7

0.8

0.9

1.0

0 20 40 60 80 100

No External Regret Responsive Learning

Time (Thousands)
P

ric
e

pm

p*

0.5 0.6 0.7 0.8 0.9 1.0
0.0

0.2

0.4

0.6

0.8

1.0

wB = 0.9

wB = 0.75

wB = 0.5

wB = 0.25

wB = 0.1

No Internal Regret Learning

Price

P
ro

ba
bi

lit
y

Fig. 4. (a) and (b) Price dynamics for 2 NER pricebots with learning rate β =
0.1, and γ = 0 and γ = 0.0001, respectively. (c) CDFs generated from simulation
tape of 2 NIR pricebots with theoretical Nash equilibrium overlayed.

fictitious play in the Shapley game, a game of 3 strategies for which there is no
pure strategy Nash equilibrium (see Greenwald, et al. [17]). Fig. 4(b) depicts
simulations of NER pricebots in which we introduce a responsiveness parameter
0 < γ ≤ 1 that exponentially weights the observed history, effectively limiting its
length to the finite value 1/γ, thereby allowing NER pricebots to more readily
respond to environmental changes. Interestingly, the empirical frequency of play
during these finite cycles mimics the symmetric mixed strategy Nash equilibrium
of the stage game; this result will be further explored in a future publication.

We now investigate the properties of no internal regret (NIR) learning in our
model of shopbots and pricebots. Learning algorithms that satisfy the no internal
regret optimality criteria are known to converge to correlated equilibria [2,12], a
superset of the set of Nash equilibria which allows for dependence among players’
strategies. Despite several negative theoretical results on the rational learning
of Nash equilibria (e.g., Foster and Young [13], Nachbar [27], and Greenwald et
al. [18]), in practice, no internal regret learning — a form of boundedly rational
learning — seems to learn Nash equilibria. In our present simulations we observe
convergence to the symmetric mixed strategy Nash equilibrium. Fig. 4(c) depicts
the cumulative distribution functions generated from simulation tapes of the no
internal regret learning algorithm designed by Foster and Vohra [12]. In these
simulations, we consider 2 NIR pricebots, and we let buyer distributions range
from (wA, wB) = (0.1, 0.9) to (wA, wB) = (0.9, 0.1). These plots closely match
the theoretical Nash equilibria given 2 sellers, which are overlayed in this figure.

6 Evolution of Shopbots and Pricebots

We now revisit the situation in which all five sellers utilize the myoptimal pricing
strategy, but we allow one of the sellers to reset its price five times as quickly as
all the others. These price dynamics are illustrated in Fig. 5(a). As in Fig. 2(a),
we experience price wars; in this case, however, they are accelerated, which
is apparent from the increase in the number of cycles that occur during the
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simulation run. From the individual profit curves, which in Fig. 5(b) depict
cumulative profits rather than instantaneous profits, we notice that the fast
myoptimal agent obtains substantially more profit than the others because it
undercuts far more often than it itself is undercut. Analysis yields that the
expected profit for a given myoptimal seller s who resets its prices at rate ρs,
assuming all other sellers are myoptimal, is as follows:

πmy
s (ps) =

[
1
S

wA +
ρs∑
s′ ρs′

wB

] [
1
2
(v + p∗) − c

]
(11)

Eq. 11 predicts average profits of 119/960 = 0.1240 for the fast seller and
34/960 = 0.0354 for the slower ones, values which compare reasonably well
with those obtained by averaging over the last 10 complete cycles of the price
war, namely 0.1111 and 0.0351, respectively.
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Fig. 5. (a) and (b) Price and profit dynamics, respectively, with 1 Fast MY
pricebot.

Evidently, myoptimal pricebots stand to gain by resetting their prices at
faster, rather than slower, rates, particularly when a large proportion of the
buyer population is shopbot-assisted (see Eq. 11). If MY pricebots were to reprice
their goods with ever-increasing frequency, a sort of arms race would develop,
leading to arbitrarily fast price-war cycles. This observation is not specific to
myoptimal agents. In additional simulations, we have observed sufficiently fast
DF pricebots who obtain the upper hand over slower derivative following and
myoptimal agents. In the absence of any throttling mechanism, it is advantageous
for pricebots to re-price their goods as quickly as possible.

Let us carry the arms race scenario a bit further. In a world in which sellers
are inclined to reset prices at ever-increasing rates, human price setters would
undoubtedly be too inefficient. Sellers, therefore, would necessarily come to rely
on pricebots, perhaps sophisticated variants of one of the strategies proposed
in Sec. 4. Quite possibly, pricebot strategies would utilize information about
the buyer population, which could be purchased from other agents. Even more
likely, pricebot strategies would require knowledge of their competitors’ prices.
How would up-to-date information be obtained? From shopbots, of course!
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With each seller seeking to re-price its products faster than its competitors,
shopbots would quickly become overloaded with requests. Imagine a scenario
in which a large player like amazon.com were to use the following simple price-
setting strategy: every 10 minutes, submit 2 million or so queries to one or more
shopbots (one for each title carried by Amazon.com), then charge 1 cent less
than the minimum price returned on each title! Since the job of shopbots is
to query individual sellers for prices, it would in turn pass this load back to
Amazon.com’s competitors. The rate of pricing requests made by sellers could
easily dwarf the rate at which similar requests would be made by human buyers,
thereby eliminating the potential of shopbots to ameliorate market frictions.

A typical solution to an excess demand for shopbot services would be for
shopbots to charge pricebots for price information. Today, shopbots tend to
make a living by selling advertising space on their Web pages. This appears
to be an adequate business model so long as requests are made by humans.
Agents, however, are unwelcome customers because they are are not influenced
by advertisements; as a result, agents are either barely tolerated or excluded
intentionally. By charging for the information services they provide, shopbots
would be economically-motivated agents, creating the proper incentives to deter
excess demand, and welcoming business from other agents.

Once shopbots begin to charge for pricing information, it would seem natural
for sellers — the actual owners of the desired information — to themselves charge
shopbots for price information. In fact, sellers could use another form of pricebot
to dynamically price this information. This scenario illustrates how the need for
agents to dynamically price their services could quickly percolate through an
entire economy of software agents. The alternative is “meltdown” due to overload
which could occur as agents become more prevalent on the Internet. Rules of
etiquette followed voluntarily today by web crawlers and related programs [9]
could be trampled in the rush for competitive advantage.

7 Conclusion

Game-theoretic analysis of a model of a simple commodity market established
a quantitative relationship between the degree of shopbot usage among buyers
and the degree of price competition among sellers. This motivated a comparative
study of various pricebot algorithms that sellers might employ in an effort to gain
an edge in a market in which the presence of shopbots has increased the degree
of competition.

MY pricebots were shown to be capable of inducing price wars, yet even so
they earn profits that are well above those of GT strategists. DF pricebots were
observed to exhibit tacit collusion, leading to cartel-level profits. Finally, game-
theoretic equilibria arose dynamically as the outcome of repeated play among
certain NR pricebots. In related work (see [20]), we explore the dynamics of prices
and profits among pricebots that use non-myopic learning algorithms, such as
Q-learning, and we directly compare the profitability of various pricing strategies
by simulating heterogeneous collections of pricebots. In future work, we intend to
study the dynamics of markets in which more sophisticated shopbots base their
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search on product attributes as well as price, and in which pricebot strategies
are extended accordingly.
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A Pure Strategy Nash Equilibria

This appendix revisits the existence of pure strategy Nash equilibria (PNE) in
the prescribed model of shopbots and pricebots whenever 0 < wA, wB < 1.
It has previously been established (see Sec. 3) that no PNE exist when prices
are selected from a continuous strategy space. Here, we assume that prices are
chosen from a strategy space that is discrete rather than continuous, and we
derive the set of pure strategy Nash equilibria. This set is symmetric in the case
of 2 sellers, but is often asymmetric in the case of S > 2 sellers.

Recall from Sec. 2 that the profits for seller s are determined as follows,
assuming vb = v for all buyers b, and cs = c for all sellers s:

πs(p) =
{

(ps − c)hs(p) if ps ≤ v
0 otherwise (12)

where

hs(p) = wA
1
S

+ wB
1

τs(p) + 1
δλs(p),0 (13)

– δ is the Kronecker δ function,
– λs(p) is the number of sellers charging a lower price than s, and
– τs(p) is the number of sellers charging the same price as s, excluding s itself.

The equilibrium derivation that follows concerns the case of discrete strategy
spaces, characterized by some parameter ε > 0, which dictates the sellers’ space
of strategies as follows: |P | = {0, ε, 2ε, . . .}. If we assume c mod ε = 0, then this
strategy space contains prices of the form pi = c± iε, where i ∈ {x ∈ Z|x ≥ c/ε}.
For convenience, we further assume v mod ε = 0.12

The derivation of the set of pure strategy Nash equilibria is based on the
following observations, which dictate the structure of its elements: at equilibrium,

1. No seller charges price pi > v.
2. No seller charges price pi ≤ c.
3. At least two sellers charge prices c < pi < v.
4. Those sellers who charge prices c < pi < v charge equal prices.

The first two observations follow from the fact that the profits obtained by
charging the monopoly price v are strictly positive, whereas the profits obtained
by charging either pi > v or pi ≤ c are zero. At least two sellers charge c < pi < v
since (i) if all sellers were to charge v, seller s would stand to gain by instead
charging v − ε (assuming ε < v − c) and (ii) if only one seller were to charge
c < pi < v, then pi must equal v− ε, in which case the other sellers would stand
to gain by charging v−2ε (assuming 2ε < v−c). Finally, if seller s′ were to charge
c < p′i < v, while seller s were charging c < pi < p′i < v, then seller s′ would
prefer price v to price p′i, implying that p′i is not an equilibrium price. Therefore,
PNE are structured such that n ≥ 2 sellers charge pi for 0 < i < (v− c)/ε, while
12 Otherwise, v is everywhere replaced by v′ = c+ε�v−c

ε
� in the discussion that follows.
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the remaining S − n sellers charge the monopoly price v (unless ε ≥ v − c, in
which case PNE exist of the form (v, v), or ε ≥ (v − c)/2, in which case PNE
exist of the form (v − ε, v − ε)).

Given the prescribed structure, the existence of pure strategy Nash equilibria
is ensured whenever the following conditions are satisfied: for all sellers s,

1. No low-priced seller charging c < pi < v prefers the monopoly price v:
i.e., πs(pi) ≥ πs(v), where πs(pi) is computed assuming pi is charged by n
low-priced sellers. Expanding this condition leads to the following:

iε ≥ wA(v − c)
wA + 1

nwBS
(14)

This condition implies that pi = c + iε > p∗, since n ≥ 2.13

2. No seller charging v prefers to undercut the low-priced sellers charging pi and
charge pi−1: i.e., πs(v) ≥ πs(pi−1), where πs(pi−1) are the profits obtained
if seller s is the unique, lowest-priced seller. Expanding this condition yields:

wA(v − c)
wA + wBS

≥ (i − 1)ε (15)

For i = 1 this condition reduces to πs(v) ≥ πs(c) = 0, which is tautological;
hence this constraint is only of interest when i > 1.

3. No low-priced seller charging pi prefers to undercut its cohorts by charging
pi−1: i.e., πs(pi) ≥ πs(pi−1), which incidentally is implied by Conds. 14
and 15, so long as some seller charges v. This yields a constraint on the
value of i (or stated otherwise, n) for which PNE exist, namely:

i

i − 1
≥ wA + wBS

wA + 1
nwBS

(16)

Like the previous condition, this constraint is only applicable when i > 1.

Together Conds. 14, 15, and 16 are mathematical statements of the conditions
for the existence of pure strategy Nash equilibria of the prescribed structure.

We now construct a series of examples, assuming production cost is c = 0.5,
buyers have constant valuations v = 1, and wA = 0.25 and wB = 0.75. Initially,
we consider only 2 sellers. By the prescribed structure of PNE, both sellers charge
equal prices c < pi < v, for some 0 < i < (v−c)/ε, assuming ε < (v−c)/2 = 0.25.
Since no seller charges v, Cond. 15 is not a relevant constraint. Cond. 16 requires
that i

i−1 ≥ wA + 2wB = 1.75, which is impossible for integer values of i > 2.
Thus, our interest is confined to values of i ≤ 2 and ε < 0.25 satisfying Cond. 14.
In particular, if i = 1, then PNE exist whenever 0.25 > ε ≥ wA(v − c) = 0.125;
13 The value of p∗ derived in Eq. 9 for the continuous case is applicable in the discrete

case, unless v mod ε �= 0, in which case v is replaced by v′ in Eq. 9 (see Foot. 12).
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if i = 2, then PNE exist whenever 0.25 > ε ≥ wA(v − c) = 0.0625. The complete
set of PNE for S = 2 is listed in Table 12. Notice that PNE cease to exist when
|P | > 9; for S = 3, PNE cease to exist when |P | > 12; in general, PNE cease
to exist whenever |P | > �1 + i∗[1 + (wB/wA)(S/n)]	 where i∗ is the maximum
integer value i satisfying Cond. 16, which can be rearranged to give an upper
bound on i.

|P | ε = v−c
|P |−1

i PNE

1 ∞ 0 (1.0, 1.0)
2 0.5 1 (1.0, 1.0)
3 0.25 1 (0.75, 0.75)
4 0.16 1,2 (0.6, 0.6), (0.83, 0.83)
5 0.125 1,2 (0.625, 0.625), (0.75, 0.75)
6 0.1 2 (0.7, 0.7)
7 0.083 2 (0.6, 0.6)
8 0.0714 2 (0.643, 0.643)
9 0.0625 2 (0.625, 0.625)
10 0.05 - DNE

Table 1. The set of PNE for S = 2. DNE stands for does not exist, implying the
non-existence of pure strategy Nash equilibria, although the existence of mixed
strategy equilibria is established in Nash [28].

Now consider a larger number of sellers; for concreteness, say S = 100. We
first let i = 1, which limits our concern to Cond. 14. It follows from this condition
that when the number of sellers is large, PNE exist even for small values of ε so
long as n is also small. In particular, if n = 2 then PNE exist for ε ≥ 0.003311;
specifically, if ε = 0.003, then an asymmetric solution arises in which sellers who
charge price p1 earn profits of roughly 0.00126, while sellers who charge price v
earn 0.00125. At the other extreme, if n = 100, then symmetric PNE exist iff
ε ≥ 0.125. A full range of asymmetric PNE exist when i = 1 for the values of ε
specified by Cond. 14 that arise for values of n ranging from 2 to 100.

Still assuming a large number of sellers, let i > 1. Restating Cond. 16 as a
bound on n and taking the limit as S → ∞, we find that n ≤ i/(i− 1) ≤ 2. But
since n ≥ 2 at equilibrium, it follows that at any PNE exactly 2 sellers charge
price pi. Again rewriting Cond. 16, this time as a bound on i and then taking
the limit as S → ∞, we also find it necessary that i ≤ n/(n − 1) ≤ 2. Thus,
for sufficiently large numbers of sellers, PNE exist in which exactly 2 low-priced
sellers charge price p2, but no PNE exist in which any sellers charge pi for i > 2.

It is nonetheless possible for equilibria to arise in which i > 2, however not
for the assignments of wA and wB assumed throughout our examples. Consider
instead wA = 0.75 and wB = 0.25. Now for S = 2, an equilibrium arises in which
n = 2, i = 5, and ε = 0.083, namely (0.916, 0.916). Using Cond. 16, we note that
as wA → 1, i is bounded above only by (v−c)/ε; in other words, high equilibrium
prices prevail. On the other hand, as wB → 1, n is bounded above only by S,
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implying that more and more sellers prefer to charge low prices. Finally, through
simulations we have observed pure strategy Nash equilibria to be the outcome
of myoptimal pricing and no internal regret learning in the discretized model of
shopbots and pricebots.

B No Regret Learning

This appendix describes the no regret learning algorithms which are simulated
in Sec. 5.4. There are two no regret criteria of interest, namely no external regret
and no internal regret. Computational learning theorists consider the difference
between the expected payoffs that are achieved by the strategies prescribed by a
given algorithm, as compared to the payoffs that could be achieved by any other
fixed sequence of decisions, in the worst-case. If the difference between these
two sums is negligible, then the algorithm exhibits no external regret . Early no
external regret algorithms appeared in Blackwell [4], Hannan [21], and Banos [3].
Game theorists Foster and Vohra [12] study an alternative measure of worst-case
performance. If the difference between the cumulative payoffs that are achieved
by a sequence of strategies generated by a given algorithm in comparison with the
cumulative payoffs that could be achieved by a remapped sequence of strategies
is insignificant, then the algorithm is said to exhibit no internal regret .14 No
internal regret implies no external regret.

The no regret algorithms are presented from the point of view of an individual
player, as if that player were playing a game against nature, where nature is
taken to be a conglomeration of all its opponents. From this perspective, let rt

i

denote the payoffs obtained by the player of interest at time t via strategy i.
Mixed strategy weights at time t are given by the probability vector (wt

i), for
1 ≤ i ≤ S, where S is the number of strategies.

B.1 No External Regret Learning

Freund and Schapire [14] derive an algorithm that achieves no external regret via
multiplicative updating. Their algorithm is dependent on the cumulative payoffs
achieved by all strategies, including the surmised payoffs of strategies which are
not played. In particular, let ρt

i denote the cumulative payoffs obtained through
time t via strategy i, which is computed as follows: ρt

i =
∑t

x=0 rx
i . Now the

weight assigned to strategy i at time t + 1, for β > 0, is given by:

wt+1
i =

(1 + β)ρt
i∑S

j=1(1 + β)ρt
j

(17)

The multiplicative updating rule given in Equation 17 can be modified to become
applicable in naive settings, where complete payoff information is not available,
14 A sequence is remapped if there is a mapping f of the strategy space into itself s.t.

for each occurrence of strategy si in the original sequence, the mapped strategy f(si)
appears in the remapped sequence.
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but rather the only payoff information known at time t is that which pertains
to the strategy which was in fact employed at time t. Such a variant of this
multiplicative updating algorithm appears in Auer, Cesa-Bianchi, Freund, and
Schapire [1]. It remains to perform simulations of this naive algorithm in our
model of shopbots and pricebots.

B.2 No Internal Regret Learning

We now describe an algorithm due to Foster and Vohra [12] which achieves no
internal regret, and a simple implementation due to Hart and Mas-Colell [22].
Learning via the following no internal regret algorithms converges to correlated
equilibrium [2,12].

The regret felt by a player at time t is formulated as the difference between
the payoffs obtained by utilizing strategy the player’s strategy of choice, say i,
and the payoffs that could have been achieved had strategy j �= i been played
instead:

rt
i→j = 1t

i(r
t
j − rt

i) (18)

where 1t
i is the indicator function, which has value 1 if strategy i is employed

at time t, and has value 0 otherwise. Now the cumulative regret rT
i→j is the

summation of regrets from i to j through time T :

rT
i→j =

T∑
t=0

rt
i→j (19)

Internal regret is defined as follows:

irT
i→j = (rT

i→j)
+ (20)

where X+ = max{X, 0}. Finally, the cumulative internal regret felt for playing
all other strategies but for not having played strategy j throughout the course
of a game is given by:

irT
S→j =

S∑
i=1

irT
i→j (21)

Given the above definitions, consider the case of a 2-strategy informed game,
with strategies X and Y . The no internal regret learning algorithm updates
the components of the weight vector, namely wt+1

X and wt+1
Y , according to the

following formulae, which reflect cumulative feelings of regret:

wt+1
X =

irt
Y →X

irt
X→Y + irt

Y →X

and wt+1
Y =

irt
X→Y

irt
X→Y + irt

Y →X

(22)

If the regret for having played strategy j rather than strategy i is significant,
then the algorithm updates weights such that the probability of playing strategy
i is increased. In general, if strategy i is played at time t,

wt+1
j =

1
μ
irt

i→j and wt+1
i = 1 −

∑
j �=i

wt+1
j (23)
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where μ is a normalizing term that is chosen s.t.:

μ > (|S| − 1)max
j∈S

irt
i→j (24)

This generalized algorithm is due to Hart and Mas-Colell [22].
Like the no external regret algorithm of Freund and Schapire [14], the above

no internal regret algorithm depends on complete payoff information at all times
t, including information that pertains to strategies that were not employed at
time t. The no internal regret learning algorithm has also been studied in naive
settings, where complete payoff information is not available (see Foster and
Vohra [11] and Greenwald [16]). It remains to simulate the naive variant of the
no internal regret learning algorithm in our model of shopbots and pricebots.
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Abstract. In the emerging model of 21st century electronic commerce, a variety
of open agent marketplaces will be competing with one another for participants.
The most successful marketplaces will be those that provide the best “quality of
service” guarantees (in terms of security, fairness, efficiency, etc.), while
meeting such challenges as agent heterogeneity, limited trust, and potential for
systemic dysfunctions. Civil human societies provide a useful model for
designing the infrastructure needed to achieve these guarantees. Successful civil
human societies build on well-designed “social contracts”, i.e. agreed-upon
constraints on agent behavior made in exchange for quality of service
assurances backed up by social institutions. Civil Agent Societies can be
defined in an analogous way. The objective of our work is to provide tools that
help developers systematically explore the space of possible Civil Agent
Societies, helping them invent the electronic marketplaces that work best for
their intended purposes. We present a framework that captures the fundamental
elements and processes of Civil Agent Societies and a methodology for
designing, prototyping and evaluating a wide range of “civil” open
marketplaces. We also discuss how these ideas are currently being applied to
the design of open marketplaces of contract net agents, a useful abstraction of
agent-mediated business-to-business e-commerce.

1 Introduction

Software agent technologies promise substantial increases in productivity by
automating several of the most time-consuming stages of electronic commerce
processes. Agents are software systems, which are capable of interacting with other
agents in a flexible and autonomous way, in order to meet the design objectives of
their creators [9]. In the context of electronic commerce, we can already point to
several examples of agents used to compare information about products, buy
products, sell products, etc. [15].

Electronic agent marketplaces are formed by collections of software agents, which
interact with one another in order to automatically trade products and services through
the Internet. For example, one vision for the future of business-to-business electronic
commerce consists of electronic marketplaces, where sets of contractor and
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subcontractor agents connect with one another and form virtual supply chains for
providing goods and services [7].

In the emerging model of 21st century electronic commerce, a variety of open
electronic marketplaces will be competing with one another for participants.
Independently developed agents will be entering and leaving marketplaces at will, in
pretty much the same way that human investors enter and leave different financial
markets today. The stakeholders of electronic marketplaces will, therefore, have an
interest in making them as attractive to prospective “customers” as possible. One
expects that the most successful marketplaces will be the ones that have the lowest
barriers to entry (in terms of required agent sophistication) and provide the best
“quality of service” guarantees (in terms of security, fairness, efficiency, etc.). The
proper design of open electronic marketplaces thus emerges as an important research
and practical question.

A lot of the early work on the design of agent marketplaces focused on agent
mechanism design, that is, on the design of “optimal” rules of behavior to be followed
by individual agents [23]. The underlying assumption behind this line of work is that
if all agents follow the “right” mechanism, the emerging society will exhibit stable
and efficient behavior.

Such research typically assumes that agents will be homogeneous and rational, that
their infrastructure will be reliable, and therefore that their relatively simple and
“optimistic” rules of behavior will be “intelligent” enough to avoid or cope with
whatever deviant behavior or systemic dysfunctions they encounter. The contract net
protocol, for example, one of the best-known mechanisms for structuring contractor
and subcontractor marketplaces [21] owes its simplicity to many assumptions about
agent behavior, some of which are listed in Figure 1. Although such assumptions are
possible to guarantee in closed environments, where all agents are developed by the
same team, they are becoming less realistic in the open world of the Internet.

Designing efficient and robust open electronic marketplaces, whose participants
will be independently developed software agents, each attempting to satisfy the goals
of its creator is a difficult problem. Some of the most important challenges include:

• Heterogeneity. Open marketplaces cannot expect that all of their members will
have an equal level of sophistication. For example, in a contract net marketplace,
some subcontractor agents may be able to respond to cancellation of their task by
their contractor, while other agents may lack this capability. If they hope to attract
a wide enough membership, open marketplaces should be able to provide a certain
level of support, even to less sophisticated agents.

• Limited trust. Independently developed agents can not always be trusted to follow
the rules properly due to bugs, bounded rationality, malice and so on. For example,
subcontractor agents may crash or fail to deliver a promised service on time,
contractor agents may refuse to pay, etc. Open marketplaces should be prepared to
deal with potential fraud or other deviant behavior.

• Possibility of systemic failures. Almost any set of social rules of behavior,
especially those simple enough to be reasonable for implementation and efficient
in execution in a large set of agents, will have “holes” in terms of the potential for
unintended emergent dysfunctional behaviors. This is especially true since agent
societies operate in a realm where relative coordination, communication and
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computational costs and capabilities can be radically different from those in human
society, leading to behaviors with which we have little previous experience. It has
been argued, for example, that 1987’s stock crash was due in part to the action of
computer-based “program traders” that were able to execute trade decisions at a
speed and volume that was unprecedented in human experience and thus led to
unprecedented stock market volatility [22].

• Need for rapid adaptation. Just as their “real world” counterparts, open agent
marketplaces should be viewed as dynamic, adaptable systems, sensitive and
responsive to demands of their members or to other important changes of the
competitive landscape.

Contractor Role

No lost/garbled/delayed
messages

Subcontractor remains capable/available
Cost doesn’t change
Bid is correct and timely

RFB is not cancelled or
changed
Contractor does not die

At least one acceptable bid
Picks a good bid fairly
No better options appear
Contract matches RFB
Contract is not cancelled or
changed

Correct and timely results
Subcontractor does not die or cancel

Fig. 1. Simplified description of the contract net protocol. Some of the protocol assumptions
are listed in italics.

The typical response of multi-agent system researchers to the previous challenges
has been to require all agents of a society to implement more complex, mutually
compatible, versions of a mechanism, with hard-coded support for dealing with some
of the above issues (see [4, 18, 19] for examples).

Agent societies that emerge in this way are similar to “survivalist societies” of
early human history because their members are expected to completely fend for
themselves. There is no control or safety net in case things go wrong. There is also no
room for agents, which are less capable, or simply slightly “different”. This increases
the barriers for participation in these societies. Often, these complex mechanisms
impose a significant performance penalty and, in any case, they cover only a subset of
the possible exception types. In fact, researchers have proven that for some classes of
interaction (e.g. voting) there can be no mechanism, which completely avoids all
possible systemic dysfunctions [1]. Finally, by “hard-coding” interaction mechanisms
entirely within individual agents, such societies are not particularly easy to adapt.
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Civil human societies have successfully coped with similar challenges by
developing social institutions that set and enforce laws (e.g. courts, police), monitor
for and respond to emergencies (e.g. ambulance system), prevent and recover from
disasters (e.g. coast guard, firefighters), etc. In that way, civil societies allow citizens
to utilize relatively simple, optimistic and efficient rules of behavior, offloading the
prevention and recovery of many problem types to social institutions that can handle
them efficiently and effectively by virtue of their economies of scale and widely-
accepted legitimacy. Successful civil societies have thus achieved a division of labor
between individuals and institutions that decreases the “barriers to survival” for each
citizen, while helping increase the welfare of the society as a whole. In an analogous
manner, we believe that the design of the right electronic social institutions will be a
crucial success factor in the new universe of open electronic marketplaces.

Isolated examples of useful “electronic social institutions” have been proposed and
analyzed by software agent researchers (for example, social monitors in [10];
reputation mechanisms in [24]). However, up to this date, there has been no
methodology or framework for systematically deciding what social institutions are
needed in a given context and providing guidance on how to design, evaluate and
adapt them.

Our work aims to fill this gap. The long-term goal of our research is to use the civil
society metaphor in order to develop methodologies and tools for systematically
designing open electronic marketplaces. Our work complements a lot of the current
research in designing agent-mediated electronic marketplaces by focusing on the
design of appropriate social (infrastructure) mechanisms that complement the
mechanisms of (possibly independently developed) individual agents in order to
improve the flexibility, robustness and efficiency of the resulting systems. Although
this paper focuses on the design of open electronic marketplaces, we would like to
emphasize that the results of our work can be applied to the design of any open multi-
agent society.

The rest of the paper is organized as follows: Section 2 gives an overview of the
Civil Agent Society architectural framework, which allows the rapid prototyping of a
wide range of open agent marketplaces. Section 3 presents our methodology for
constructing Civil Agent Societies and describes how it has been applied to develop
an open marketplace of contract net agents. Section 4 discusses related work. Finally,
Section 5 summarizes our conclusions and presents directions for future research.

2 A Civil Agent Society Framework for Constructing Open
Agent Marketplaces

Sociologists have observed that, despite their diversity, human societies can be
described through a relatively small set of core elements and processes [13, 16].
These elements and processes thus form a design space that can be used to define a
wide range of different societies (Figure 2). Our goal is to define an equivalent design
space for software agent societies, supported by a methodology and architectural
framework for designing, implementing and experimenting with societies in that
space. It is our hope that these tools will enable our research community to better
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explore the space of possible agent marketplaces and, eventually, to develop
guidelines for the design of “good” marketplaces within that space.

Elements

1. Beliefs (knowledge)
2. Sentiments
3. Goals or objectives
4. Norms
5. Status-roles (positions)
6. Rank
7. Power
8. Sanctions
9. Facilities

Comprehensive or Master Processes

1. Communication
2. Boundary maintenance
3. Systemic linkage
4. Institutionalization
5. Socialization
6. Social control

Fig. 2. Elements and master processes of social systems (adapted from [13]).

The following sections present the results of our ongoing work on developing an
extensible architectural framework for implementing “civil” open agent marketplaces.

2.1 Core Elements of Civil Agent Societies

Civil societies provide an infrastructure for facilitating the conduct of social
interactions. From a design perspective they represent a tradeoff between individual
autonomy and social support. Societies constrain the behavior of their citizens by
specifying a set of norms. Conforming to the norms is the cost that citizens have to
pay in order to belong to a civil society. In return, civil societies provide social
institutions that protect citizens from the actions of other citizens as well as from
systemic dysfunctions. In order for citizens to have full access to the protection of the
society, they typically need to formalize their interactions through contracts.

We can see, therefore, that the three core elements of a civil society are its norms,
its institutions and mechanisms for formalizing social interactions as contracts. Below
we describe how each of these elements is implemented in the Civil Agent Society
framework (Figure 3).

Social Norms

Marketplaces are a relatively simple type of society. Marketplace “citizens” usually
interact with one another through short-lived, transactional relationships with a well-
specified beginning and end. Furthermore, each marketplace supports a relatively
small number of different transaction types. Based on these observations, Civil Agent
Societies represent norms using a knowledge base, which enumerates the set of agent
roles and the set of role interaction protocols that are permissible within a given
marketplace. Agent roles and interaction protocols are organized in a specialization
hierarchy. This way, new roles and protocols can be added relatively easily as special
cases of existing ones. Figure 4 depicts a subset of the social norms knowledge base
for a Civil Society of contract net agents.
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Fig. 3. Architectural overview of the Civil Agent Society framework.
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Fig. 4. The social norms knowledge base is organized as a specialization hierarchy of
permissible roles and role interaction protocols for a given civil society.

Exception Handling Social Institutions

Given the self-interested and transactional nature of most “social” interactions within
a marketplace, an important role of social institutions in marketplaces in that of
handling exceptions. The Civil Agent Society framework implements exception
handling social institutions as the collection of processes, which anticipate, avoid,
detect and resolve all known exception types of all interaction protocols contained in
the social norms knowledge base of a civil society.

We define exceptions as any deviation from an ideal sequence of agent behavior,
which may jeopardize the achievement of some individual or social goals [6, 11]. We
further distinguish exceptions into local and systemic. Local exceptions are violations
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of normal agent behavior in the context of a single multi-agent interaction (e.g. a
single contract). Local exceptions may be caused by programming bugs, system
crashes, malicious behavior or incompatible protocols among heterogeneous agents.
In the context of the contract net protocol, an example of a local exception would be a
situation where a contractor agent crashes after it has awarded a contract to a
subcontractor, but before it has paid the subcontractor. Another example would be a
situation in which the subcontractor delivers the contracted service late and with low
quality. Systemic exceptions describe unintended emergent dysfunctional behaviors.
Resource poaching [4], a situation where all subcontractors are tied up with low-
priority tasks while high-priority contractors remain unsatisfied, is an example of a
systemic exception that has been observed in the context of contract net marketplaces.

The exception handling knowledge base of the framework (Figure 3) contains
representations of all exception types that are associated with at least one protocol
stored in the social norms knowledge base. For each exception type, the knowledge
base stores representations of processes for anticipating, avoiding, detecting and
resolving exceptions of that type. This information is generated during the exception
analysis phase of our methodology (see Section 3.2). Figure 5 shows a partial list of
the exception type taxonomy for a civil society of contract net agents. Finally, Figure
6 shows how the social norms and exception handling knowledge bases relate to each
other.

Fig. 5. A subset of the exception types taxonomy for a civil society of contract net agents.
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Fig. 6. Overview of the social norms and exception handling knowledge bases.

Contracts

Agents join societies in order to interact with other agents. Contracts make such
interactions “visible” to the social institutions. A contract defines a joint commitment
of a number of citizens to engage in a “legally acceptable” social interaction in order
to achieve a mutually desirable outcome. A social interaction is “legally acceptable” if
it conforms to the norms of the given society. The value of contracts in civil societies
is that their existence implies the commitment of the society to enforce them, i.e.
mobilize its institutions in order to protect the parties involved from contract breaches
and other exceptions.

The Civil Agent Society framework supports two classes of contracts:

• Private contracts, that is, commitments of two or more society members to engage
in a “legal” transaction. The society then commits to protect the agents from local
exceptions for the duration of the contract.

• Social contracts, that is, commitments of an agent to participate in a society and
obey its norms. In return, the society commits to enforce the agent’s private
contracts and to protect the agent from systemic exceptions for the duration of the
agent’s membership in the society.

2.2 Core Services of Civil Agent Societies

During run-time, the Civil Agent Society framework relies on a small set of core
services to provide the benefits of a civil society to all “citizen” agents. Core services
are responsible for generating new social contracts (i.e. admitting new agents to the
society), generating new private contracts and mobilizing the exception handling
institutions in order to protect citizens from local and systemic exceptions. Although
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our approach deliberately leaves the detailed architecture of citizen agents open, in
order to participate in a civil society, citizen agents must, at the minimum, be capable
of interfacing to the following three core services:

Socialization Service

The process of socialization is an enhanced version of the registration process of other
agent environments. During this process, the agent and socialization service engage in
an explicit negotiation concerning the agent’s capabilities and the society’s norms,
resulting in a social contract between the agent and the society. The social contract
indicates membership of the agent in the society.

The following is an example scenario of how agents interact with the socialization
service. Suppose that we have developed a buyer agent, who is capable of playing the
role of a contractor in a variety of marketplaces, using either the simple contract net
protocol described in [21] or the leveled commitment contract net protocol described
in [20]. The agent wishes to become a citizen of civil marketplace XYZ and trade
with other subcontractors who are citizens of the same marketplace. It contacts the
socialization service of marketplace XYZ and declares itself a contractor agent who is
capable of interacting through either of the above two variants of the contract net
protocol. The socialization agent responds that in marketplace XYZ, only the leveled
commitment contract net protocol is acceptable. In addition, the agent needs to pay a
membership fee of $5. Our agent pays the fee and commits to only use the allowed
protocol. The marketplace then creates a social contract, which identifies the agent as
a member. It also mobilizes the exception handling mechanism of the society in order
to “protect” the agent from local or systemic exceptions.

Notary Service

Once admitted into a civil society, “citizen” agents are free to contact one another and
engage in informal “friendly” interactions. The society does not get involved in those
interactions. However, whenever a set of agents intends to engage in a transaction,
which requires the protection of the society, they contact the notary service. The
notary service verifies that the intended interaction is legal (by comparing it against
the set of legal interactions enumerated in the social norms knowledge base), verifies
that all agents jointly commit to that interaction and its outcome and generates an
appropriate private contract structure. A private contract1 is a data structure, which
specifies:

1. A pointer to a legal pattern of interaction, which must be an instance of one of the
protocols contained in the social norms knowledge base

                                                          
1 Private (agent-to-agent) contracts are distinguished from social (agent-to-society) contracts.

Social contracts are created by the socialization service and indicate membership of an agent
to a society.
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2. A set of attributes that define the specifics of this particular instance of the
interaction (for example, in the case of a contract, the promised delivery date,
payment amount, cancellation penalties, etc.)

3. A set of agents who commit to play the roles defined in (1) in order to meet the
outcomes specified in (2)

Exception Handling Service

The exception handling service is triggered whenever new contracts are created, or
change status (e.g. become canceled, discharged, released, etc.). Such contracts
include both the ‘agent to agent’ private contracts recorded by the notary service, as
well as the ‘agent to society’ social contracts created by the socialization service. In
the latter case, the exception handling service initiates the mechanisms, which look
for symptoms of potential systemic dysfunctions.

Upon contract creation, the exception handling service first anticipates all
exception types that are associated with the type of interaction defined in the contract.
This is achieved by locating the corresponding interaction protocol template in the
social norms knowledge base and following the links between that protocol template
and its characteristic exception types (Figure 6). Based on the information contained
in the exception handling knowledge base, the exception handling service starts a
number of “sentinel” agents, whose role is either to try to avoid a given type of
exception, or to detect some of its symptoms.
Sentinels work by monitoring some of the communication between agents or by pro-
actively querying agents about their status. In addition, citizen agents may explicitly
call the exception handling service, for example, when they believe that a contract
they have signed has been breached. Whenever an exception symptom has been
detected, the diagnostic component of the exception handling service is triggered.
After the exception cause has been determined, the resolution component selects one
of the resolution strategies present in the knowledge base and starts “firefighter”
agents in order to enact it and bring the society back to an acceptable state. The
exception handling service is described in more detail in [12].

3 A Methodology for Developing Civil Agent Societies

The framework presented in the previous section is meant to be the basis for a
systematic, exploratory methodology for designing open marketplaces. This section
describes our ongoing experience with using the framework in order to construct and
evaluate “civil society” versions of contract net marketplaces.

3.1 Design Social Norms

The first step of our methodology defines the norms of the target electronic
marketplace. As explained in Section 2.1, this involves an enumeration of all roles
and interaction protocol variants that are permissible in an open version of the
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marketplace. Each role and interaction protocol is subsequently modeled as a finite
automaton and added to the social norms knowledge base.

In the case of a contract net marketplace, there are two basic roles (contractor,
subcontractor) and one basic protocol (contract net). To accommodate “diversity”,
variations of the basic roles and protocols can be easily added as specializations of the
basic ones (Figure 4).

3.2 Design Exception Handling Social Institutions

For each protocol variant identified in the previous step, a systematic identification of
possible exceptions that may arise in an open environment is performed. In our
previous work we have developed methodologies and tools that can be used to
facilitate the systematic discovery of exception types [6, 11]. We have applied these
methodologies in the context of the contract net protocol family and developed a list
of possible exceptions, some of which are listed in Figure 5.

For each such identified exception type, a set of processes for avoiding, detecting,
diagnosing and resolving it is designed.  This collection of processes is added to the
exception handling knowledge base of the framework. Finally, links are established
between the protocols stored in the social norms knowledge base and their
characteristic exception types, as shown in Figure 6.

Figure 7 presents a partial summary of the exception handling analysis performed
for two sample exception types. A comprehensive description of our analysis appears
in [2].

3.3 Prototype and Evaluate

The final step in our methodology consists of developing prototype implementations
of the citizen agents (i.e. the contractor and subcontractor agents in the case of
contract net) and performing deductive or simulation-based analysis of our prototype
agent society. The purpose of the analysis is to evaluate the effectiveness of the norms
and institutions designed during the previous steps. Effectiveness is usually measured
against our basic design objectives of open societies, such as the ability to cope with
heterogeneity, limited trust, unreliable infrastructure and systemic dysfunctions.
However, different societies may have different design objectives.

As a first test of our approach, we have implemented a prototype version of a
“civil” marketplace of contract net agents and are in the process of evaluating how its
various “institutions” affect the efficiency and robustness of the overall system.
Figure 8 summarizes a typical simulation experiment. The goal of this experiment is
to measure the usefulness of a “social monitor” institution in a failure-prone contract
net agent environment. This institution is designed to alleviate the negative
performance effects caused by subcontractor agents that may crash unexpectedly after
they have been awarded a task but before they have completed the work. It works by
periodically monitoring the “health” of subcontractors and assisting in the immediate
reassignment of tasks performed by failed subcontractors. In essence, this institution
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implements the processes labeled Detection-Process-2 and Resolution-Process-2 in
the analysis of exception type “Delay from Subcontractor Death” (see Figure 7).

Type Delay from Subcontractor Death
For Protocol Contract Net
Class Local

Definition A subcontractor dies after it has been awarded a contract but before it has
completed its task

Criticality This exception can have a potentially high performance impact when
subtasks take a long time.

Anticipation
Processes

Anticipation-Process-1 (Maintain a “reliability history” which tracks past
crashes of all subcontractors; raise a flag if subcontractor has been
unreliable in the past)

Detection
Processes

Detection-Process-1 (Contractor times out if results are not received on
schedule)
Detection-Process-2 (Sentinel periodically polls subcontractor)

Avoidance
Processes

Avoidance-Process-1 (Advise contractors to choose different
subcontractor or to frequently poll unreliable subcontractor)

Resolution
Processes

Resolution-Process-1 (Locate substitute subcontractor; reassign task;
update contract)
Resolution-Process-2 (Notify contractor when subcontractor dies)

Type Resource poaching
For Protocol Contract Net
Class Systemic
Definition One or more high-priority tasks are unable to access needed subcontractors

because they already have been ‘grabbed’ by lower priority tasks
Criticality This exception can have a high fairness impact when there is a significant

variation in task priority and the available subcontractors population can be
oversubscribed.

Anticipation
Processes

Anticipation-Process-1 (The potential subcontractor population is
currently busy with low priority tasks, and a set of high-priority tasks is
expected)

Detection
Processes

Detection-Process-1 (The priority of the tasks that have the resources they
need is less than the priority of those that do not)
Detection-Process-2 (A high-priority contractor does not get any bids for
an offered task within time-out period)

Avoidance
Processes

Avoidance-Process-1 (Require that subcontractors collect several request-
for-bids before bidding, and respond preferentially to higher-priority bids)

Resolution
Processes

Resolution-Process-1 (Allow subcontractors to suspend lower-priority
tasks and bid on later higher-priority tasks)

Fig. 7. Results of exception handling analysis for two sample exception types.

In the absence of “social monitoring”, the particular variant of the contract net
protocol used in this experiment only checks for subcontractor death after a task result
fails to arrive by the specified deadline. Figure 8 shows how the existence of such a
“social monitor” significantly reduces the completion delay of supply chains where at
least one of the subcontractors unexpectedly fails.
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Fig. 8. Effect of a “social monitoring” institution on the completion delay of supply chains
where at least one subcontractor agent unexpectedly fails.

4 Related Work

By focusing on the integrative goals of developing architectures and methodologies
for building multi-agent marketplaces, our work relates to several aspects of multi-
agent system research. Due to space limitations this section is, by necessity, partial
and discusses only the most important relationships.

4.1 Computational Market Mechanisms

A significant amount of recent work has focused on the analysis and development of
computational market mechanisms. This work has typically made use of normative
theories, such as game theory and general equilibrium theory, in order to design a
variety of useful mechanisms for areas such as auctions [14], contracting [20, 21],
negotiation [17] and task allocation [23]. Mechanisms have typically been analyzed
for Pareto efficiency, stability and computational or communication efficiency.

The results of the above work can be considered as the starting point of our
approach. Our work complements the above mechanisms with a social infrastructure
that aims to improve their performance and robustness in the face of heterogeneity,
limited trust, unreliable computation environment and systemic failures. Our
contribution in this area is that we are providing a methodology and implementation
framework that helps society developers (as opposed to agent developers)
systematically consider the issues that arise when a particular class of mechanisms are
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used in an open environment, as well as experiment with various design tradeoffs
between individual autonomy and social support, in order to build practical, efficient
and robust open systems.

4.2 Social Concepts in Multi-agent Systems

Several researchers have studied the concepts of norms, commitments and social
relations in the context of multi-agent systems (see [5] for a representative collection
of papers). Such work has typically produced ontologies for describing these
concepts, as well as their various states and operations. Furthermore, a number of
researchers have proposed architectures for developing agents with social awareness.
Jennings and Campos [8] propose the concept of socially responsible agents, which
retain their local autonomy but draw from, and provide resources to the larger
community. Castelfranchi, et. al. [3] discuss normative agents, that is, agents capable
of recognizing, adopting and following norms.

We believe, again, that our work is complementary to these efforts. Instead of
proposing a specific architecture for building citizen agents, we take the perspective
of the society designer. Our work focuses on how norms and contracts can be
represented and used by the society infrastructure in order to build stable, robust
systems in the face of heterogeneous agents whose internal architecture may not be
reliably known.

5 Conclusions and Future Research

In the emerging model of 21st century electronic commerce, a variety of open agent
marketplaces will be competing with one another for participants. The most
successful marketplaces will, in all likelihood, be those that provide the best “quality
of service” guarantees (in terms of security, fairness, efficiency, etc.), while meeting
such challenges as agent heterogeneity, limited trust, and potential for systemic
dysfunctions.

We believe that civil human societies provide a useful model for designing the
infrastructure needed to achieve these guarantees. Civil societies have successfully
dealt with many of the issues that confront open electronic marketplaces. Through the
development of a set of core social elements and processes (Figure 2), successful civil
societies have managed to leverage the capabilities of their members, reducing the
“barriers to survival” while increasing the total social welfare.

We presented a framework that captures some of the fundamental elements and
processes of Civil Agent Societies and helps agent marketplace developers design,
prototype and evaluate “civil society” versions of open agent marketplaces. Our aim
is to help marketplace developers systematically consider the issues that arise when a
particular class of market mechanisms are used in an open environment, as well as
experiment with various design tradeoffs between individual autonomy and social
support, in order to build practical, efficient and robust open systems.
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 This is a long-term, ambitious project. The results presented in this paper describe
only our first phase of exploration. The following paragraphs describe some of the
directions of our ongoing work:

• Extend the Civil Agent Society framework. Compared to the elements and
processes of human social systems listed in Figure 2 the framework described in
Section 2 currently only supports a subset of the elements (roles, norms, sanctions)
and processes (socialization, social control). We are working to capture the
remaining core elements of civil agent societies as design dimensions that can be
easily prototyped and varied within the framework. For example, we are interested
in exploring the meaning of power in an agent society, including the various
alternative ways that power can be exercised and related to the processes of
socialization, social control and communication; the institutionalization process,
that is, the process of dynamically setting and changing the norms and institutions
of an agent society; the systemic linkages that an agent society should maintain
with other agent societies, especially in the context of competing agent
marketplaces. Understanding these dimensions can have far-reaching implications,
not only for designing agent marketplaces, but also in the more general issues of
Internet legislation and governance.

• Develop guidelines for building “citizen agents”. One of the motivations behind
civil agent societies is the need to accommodate independently developed agents
with possibly different internal architectures. Nevertheless, all citizens of civil
societies should exhibit a minimum set of capabilities, such as the ability to
articulate and reason about norms and contracts. We are working towards
formalizing these requirements into minimal interfaces and languages that agents
should support in order to participate in civil societies.

• Develop a “design handbook” for open electronic marketplaces. The ultimate goal
of constructing frameworks is increased understanding and guidelines for action.
As we are refining our methodology and framework, we are applying them in order
to construct “civil society” versions of the best-known electronic market
mechanisms. Our ultimate goal is to organize our findings in a “handbook” for
designing open electronic marketplaces.
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Abstract. In this paper we present a study of the legal issues raised by
Agent Mediated Electronic Commerce. We propose to explore the
problems associated with personalised communication over the
Internet, using a home shopping agent scenario as our case study. This
work is the result of the collaboration between Esprit projects ECLIP
and AIMedia. AIMedia investigates agent technology for personalised
advertising over the Internet for retail applications. ECLIP provides
legal assistance and expertise. We first present the AIMedia project, its
goal and agent approach to personalised communication on the Internet.
We then review existing European directives and their national
applications, which deal with the relevant legal issues. This entails
advertising, personal data protection, and private international law. We
conclude with requirements drawn from this study, which we believe to
be of general relevance.

1 Introduction
Agent technologies are an active field of research for Internet applications and e-
commerce development. Agents are seen, among other things, as a means to
personalise each customer’s shopping experience. Personalisation is based on the use
of ‘user profiles’, where every person may conceal personal data and express their
preferences. Furthermore, agents can also be delegated tasks, and act as the user’s
representative, making orders, taking part in auctions or negotiations, and eventually
purchasing of the behalf of users.

In AMEC, new market models and complex architectures are envisaged. Agent
based market places will interconnect large numbers of consumers and product or
service providers in a flexible way [1]. Models of consumer’s needs, wishes and
preferences will form the basis of personalised answers provided by agents [2]. Based
on such personal profiles, the web stores are being customised and adapt to each
customer [3].

Agent applications when applied to e-commerce therefore raise numerous legal
issues. In this paper we do not provide a general presentation of this problem, but we
concentrate on a case study, and present a thorough analysis of the legal issues raised



Legal Issues for Personalised Advertising on Internet 41

by agent frameworks for personalised communication over the Internet, using home
shopping agent scenarios as our case study.

This work is the result of the collaboration between Esprit projects ECLIP and
AIMedia. AIMedia investigates agent technology for personalised advertising over
the Internet for retail applications. ECLIP provides legal assistance to other projects
where this expertise is missing.

The legal analysis contained in this document is a product of the ECLIP
Consortium, it represents the Consortium’s opinion and is his sole responsibility. It
does not bind the European Commission and does not preclude the final conclusions
and recommendations the ECLIP project will eventually reach.

We first present the AIMedia project, its goal and agent approach to
personalised communication on the Internet (Section 2). We then review existing
European directives and their national applications, which deal with the relevant legal
issues. This entails advertising (Section 3), personal data protection (Section 4), and
private international law (Section 5). We conclude with requirements drawn from this
study, which we believe to be of general relevance.

2 The AIMedia Project
In this section, we present the AIMedia Esprit project, Personalised Advertising over
Interactive Media. The objective is to provide home shoppers with a more interactive
agent based shopping experience which either re-creates or exceeds the experience
that they currently enjoy by visiting the shop or using a catalogue.

In a first on-line scenario the customer connects to the commercial site, with a
definite purpose in mind (e.g. a shopping list). The shopping assistant is the retailer’s
representative and works at the level of the purchase decision, by pushing products. In
a more evolved scenario, the purchase behaviour is mediated by an agent. When an
agent is programmed for a certain task, such as finding some products, the problem is
specified, the agent is looking for information. The advertising mechanism adds
promotions and offers to the answer to the query. The same range of mechanisms is
used and the customer is also being proposed personalised offers.

These new approaches to personalisation and advertising raise legal issues,
which need to be implemented in a security framework in order to build trust and
confidence in e-commerce.

2.1 Agent Architecture

The agent framework involves the user’s web client, one agent representing the user,
and one representing the retailer (see Figure 1):

• User Web client. This is the web browser that each customer is using to connect
to the retailer’s web site.

• Personal Agent. The personal agent manages the user’s profile and preferences.
Each customer can access their personal profile or preferences through a web
interface. They are thus given higher control over their personal data. The
Personal Agent can be hosted on the customer’s PC or on a trusted third party.
From their, the customer may also launch off-line brokering agents which carry
out searches based on their preferences.
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• Shopping Assistant. The retailer’s agent representative explores the metaphor of
the ‘knowledgeable shopping assistant’. This intelligent agent learns about the
customer, based on present and past visit as well as on attitudinal or life style
information. This agent then accompanies the shopper through their visit,
suggesting alternatives and additions to the shopper as they progress through
their visit.

Figure 1.  AIMedia Agent Architecture

2.2 Business Scenarios

Let’s now turn to two business scenarios, which exemplify well what personalised
communication can be used for in home shopping retail applications. These scenarios
serve as a basis for AIMedia functional requirements.

2.2.1 Scenario 1: An Enhanced Shopping Site

An initial scenario is suggested as follows :

A customer visits the retailer’s home shopping site. The customer enters their
reward number, identifying himself or herself to the system. A number of products on
offer are selected based on user profile data derived from past shopping trips, reward
card data, and any other data available.  These products are displayed in different
ways that forms part of the project experimentation. If the customer selects a
promoted product, it is added to their shopping list. As the shopper chooses products,
based on their profile and the items selected so far, they are made customised offers.
The selection or non-selection of these promotions is recorded. The customer is
offered additional items, services, recipes, or wine offers based on their selection. The
customer is asked questions based on their profile and product selection in order to
better understand their behaviour / preferences on future visits.
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 In this scenario there are a number of actions that can be performed by the
AIMedia system, for example :

• Offers : An alternative product to one which the customer usually buys because it
is on promotion; an existing linked promotion, e.g. a multi-buy deal where buying
more quantity gives a discount; a complementary product based on the customer’s
shopping list, or their selections so far, e.g. offer Parmesan cheese to someone
who has bought pasta and a pasta sauce; a discount on types of product that they
are not buying, e.g. discounted bread if they are not using the bakery.

• Additional information: e.g. A recipe which fits with some of the items on the list,
or looks as if it appeals to the tastes of the customer; prompt the user with a
reminder of something that they might have forgotten;

• Special individual rewards: If he or she is a highly valued customer, some sort of
treat or special reward might be offered, perhaps linked to answering some
questions;

• Experiment with ways of presenting this information, different visualisations etc.,
to see how the customer responds;

• In each case, if customers do not respond to offers we need to both record this and,
as we develop the approach, understand or ask them why, and if they wish to be
offered this in future.

2.2.2 Scenario 2: Personal Shoppers

A more radical vision is broadly outlined below.  We suggest this as the longer-term
goal of the project.

The customer is offered a “ shopping agent ” who they can brief and ask to shop
at Sainsbury’s, OTTO and other retailers. (The commercial reality here might be that
those retailers form a consortium of non-competing companies.) The shopping agent
acts on the customer’s behalf to do their shopping for groceries, clothes, and any other
products or services offered by the retailers. The agent can operate off-line, without
the customer’s direction, finding products, offers and information which awaits them
next time they use the agent. The customer can control how much information about
themselves they wish to share with the retailers’ agents. Information from any of the
shopping activities may be shared on a common profiling basis between the retailers
with the customer’s consent. This information is available on request by the customer.

This scenario would still offer the type of marketing opportunities as in scenario
one, but would work generically across different types of retailer, with the agent
acting as the interface to the offers.

2.2.3 Evaluation

Two prototype applications will be built from the AIMedia framework, one for Otto-
Versand, and the other for J. Sainsbury’s. These applications will be tested in the
beginning of year 2000, and will be evaluated by the two retailers.
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2.3 Customer Trust

The success of personalised communication is based on the assumption that the
customer are ready to make personal information available to retailers. This requires a
trust relationship between the customer and the retailers.

Legislation on advertising and privacy protection provide a basis for building
this trust relationship.

Consumers are getting more worried with privacy issues. Many electronic
commerce retailers see the increasing awareness of privacy issues by consumers as a
“problem”. Retailers who wish to gain a competitive advantage should therefore
promote privacy issues by introducing safeguards in the form of enhanced security for
consumer profiles. AIMedia proposes to address these issues and provide the security
features necessary to gain consumer confidence.

The next sections discuss the legal and regulatory constraints.
Two aspects are dealt with : general advertising issues and personal data

protection. Each section will outline the legal requirements that partners of the
AIMedia project will have to comply with when providing some targeted advertising
based on personal user profiles.

We conclude with design constraints the project must integrate as part of the
customised secure advertising framework.

3 Advertising
The aim of the project is to develop a personalised and tailored-made advertising in
order to promote purchases. According to the  project, advertising should be
considered as “helpful, exciting and enriching for the customer”, but one should keep
in mind that advertising can be seen as intrusive.

As the targeted advertising the partners are developing represents a quite large
number of communications, mainly individualised on the basis of the consumer’s
behaviour and purchases’ habits, it is important that the consumer receives enough
information enabling him to understand the meaning of the advertising and its
consequences. Furthermore, it seems obvious that the consumer should be able to
refuse such communications through an opposition mean: as this targeted advertising
can be interpreted by the consumer as being intrusive, useless and annoying, the
advertiser – namely the partners of the project – should prevent the consumer from
leaving the site and never come back by offering him the possibility to refuse such
advertising.

This section will first concentrate on providing general comments on
advertising, i.e. to what extend the advertiser is bound by the content of the
advertising, how an advertising can be differentiated from an offer, what
consequences the type of medium used has on the advertiser.

Then the rights implied for consumers from this kind advertising will be
described, namely any relevant information enabling the consumer to make up his
mind on whether he can benefit from the advertising and decide either to accept it or
refuse it – on the basis of an opposition right granted by the advertiser - if he believes
that the advertising is useless and intrusive.
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3.1 Advertising: A Brief Outline

According to Directive 84/450/EC concerning misleading advertising [4], advertising
is seen as “the making of a representation in any form in connection with a trade,
business, craft or profession in order to promote the supply of goods or services,
including immovable property, rights and obligations” (article 2.1).

The obligations and duties described below fall on the advertiser, namely the
person responsible for the advertising addressed to the consumer, and its content. In
the project the advertiser should be heard as the partners themselves, namely Otto and
Sainsbury.

3.1.1 Liability of the Advertiser

As regard the information contained in the advertising, the question raises as to know
whether the advertiser is bound for the content of the advertising. This issue is of
importance as it has the consequence that the advertiser would not be able to modify
the terms described in the advertising when the consumer agrees with this content and
decides to conclude the contract.

It can be considered, following what seems to be a dominating opinion in the
doctrine [5], that the facts contained in the advertising bound the advertiser who
cannot thus modify the content. Otto Versand and Sainsbury’s shall therefore be
aware of the fact that any information contained in their advertising is bounding: the
terms and conditions cannot be modified once the consumer decides to conclude the
contract.

3.1.2 Advertising vs. Offer

Another important issue is related to the difference between advertising and offer:
under what conditions an advertising can be considered as an offer? What
consequences does the qualification of an advertising in offer has on the advertiser?

Legal effects of an advertising depend on its content: either the advertising identifies
the  essential parts of the contract, i.e. the object of the contract (product or service)
and its price, or it does not clearly identify these essential parts.

If any offer to sell a product or supply a service is deemed as an advertising, any
advertising is not deemed as an offer. To be considered as an offer, an advertising
should clearly identify the object of the contract and the price1. In the first case above-
described, the advertising should be considered as constituting an offer insofar as both
the object and the price are mentioned. The legal consequence of this qualification is
that the advertiser has to comply with the information contained in the advertising and
to execute the contract according to the terms of the advertising.

Conversely, any advertising where both above-mentioned elements are not
identified i.e. where the object of the contract is identified but not the price, would not
be considered as an offer, enabling the advertiser to modify slightly the conditions.

                                                          

1 See Cass. 9 mai 1980, Pas. I p. 1127 ; R.C.J.B. 1971 pp. 228-229.
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3.1.3  Presentation of the Advert

1. – On-screen messages.

The presentation of the communication chosen by the partners of the AIMedia project
is mainly the inclusion of a personalised message directly on the screen, while the
consumer is visiting the site. Indeed, partners of the project envisage to target existing
consumers, meaning that “it is not until consumers have actually made the decision to
visit the site that they will be exposed to the communications”.

In this hypothesis, no legal constraints in term of consumer consent are foreseen,
as the consumer has taken, at his own initiative,  the necessary steps to visit the site.

2. – Individual communications: e-mail messages.

Another hypothesis would be to carry on contacts with the consumer through his e-
mail address, as the consumer might, at a particular step of a transaction, introduce
personal data including his e-mail address. The advertiser might be attracted to use
this address for further individual communications.

Such personalised communications fall under the scope of two European
Directives: firstly the distance contracts Directive [6] , secondly the Directive on the
protection of individuals with regard to the processing of personal data and the free
movement of such data [7]: those two texts provide for a similar principle of opt-out
in the frame of commercial communications. According to article 14 (b) of the
privacy Directive, the data subject shall be provided with the right to “object, on
request and free of charge, to the processing of personal data relating to him which
the controller anticipates being processed for the purposes of direct marketing (…)”.
Article 10 § 2 of the distance contracts Directive lays down the opt-out principle:
“means of distance communication which allow individual communications may be
used only where there is no clear objection from the consumer”.

Unlike the opt-in technique, the advertiser has no need to require the prior
consent of the consumer to receive the advertising, but he should be aware of the
possible objection to receive individual communications.

Consequently, the advertiser shall take the necessary arrangements to be
informed of a possible opposition of the consumer to receive such individual
communications. The privacy Directive goes further by stating that the data subject
(in this case the consumer) shall be “informed before personal data are disclosed for
the first time to third parties or used on their behalf for the purposes of direct
marketing, and to be expressly offered the right to object free of charge to such
disclosures or uses”. The Directive imposes upon the Member States the obligation to
take the necessary measures to ensure that data subjects are aware of the existence of
this right but it does not mention on who this obligation should be imposed.

3.2 Information of the Consumer

When broadcasting their advertisements, Otto Versand and Sainsbury have a double
duty of information: they shall first inform their consumers about the advertising
itself: what is the aim? What consequences does it have for them? etc. Then, they
shall offer them the possibility to object to this kind of advertising with, here again, an
information on the consequences of the objection.
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Such obligations of information are not stated in any text at the European level,
but it does correspond to concrete expectations of consumers: if the screen is
overwhelmed by commercial communications, consumers might feel frustrated if no
prior explanations has been forwarded to them about those communications, the risk
being that they decide to stop the connection with the site. A similar explanation
applies to the possibility to object: consumers feel better understood if they are given
a rational choice to make, up to their own wills and expectations.

3.2.1 Time and Content of the Information

1. – When does the consumer shall be informed?

Targeted consumers are, according to the statements of the project, existing
consumers, meaning consumers having already entered the site and who know already
the site. It is without doubt that these consumers will see a major change on the site,
as such targeted advertising did not exist at the time of their previous visits.
Therefore, as soon as the consumer enters the site and is “in the shop”, he shall
receive information about the targeted advertising.

2. – How the consumer shall be informed?

Concretely, the site should mention on its first page the existence of the targeted
advertising and should incite consumers to call for further information. An icon could
be appropriate but should be made attractive enough in order to incite consumers to
click on it. However, a minimum information should, at least, be placed on the screen.
A difficulty might appear if the consumer does not go for information: unless the site
blocks further access if the information has not been consulted - which is rather
uncertain - it cannot oblige the consultation. The site should thus leaves the possibility
to come back to the information later during the visit and at any time of the visit.

3. – What information shall the consumer receive?

Comprehensive information shall be forwarded to the consumer. It is crucial that he
understands the goal of the advertising and how he can benefit from it.

Having these points in mind, it is considered that the following information
should be granted to the consumer (the list is indicative and may be subject to
changes): what is the aim of the advertising (i.e. it should be stated clearly that the
aim is to increase purchases, not only to inform consumer on other products), how the
advertising is made personal, how the advertising is presented, what practical
consequences does it have as far as the connection is concerned: does it increase the
length of connection, does it imply additional costs charged to the consumer, etc. how
frequent advertising appears on the screen, how the consumer can take advantage of
the advertising, etc.

Actually, the information forwarded to the consumer shall make him able to
decide whether he agrees to receive it or not: any relevant information to help him
make up his mind should be granted.  Finally, the consumer should receive the
information about the possibility to object to this kind of advertising.

3.2.2 Right to Object

The possibility to refuse receiving targeted advertising should be given to the
consumer without giving any reason and without charges.



Vania Conan et al.48

1. – Form of the objection.

The objection could be materialised in a form to fill or a icon to click on. However, it
is recommended not to limit the opposition to a simple click, in order to avoid any
misuse and involuntary objections.

Whether the choice is made between a form to fill, an icon to click or any other
possibility, it would be relevant to impose a confirmation of the choice.

2. – Time of objection.

Like the information on the advertising, it is necessary that the consumer be offered
the possibility to object at different time of the visit. The objection could be given: at
the time the information on the advertising is given, or later during the visit, or at the
occasion of a next visit.

The site could also envisage the possibility for the consumer to come back on
the objection and to decide to agree on receiving targeted advertising.

3. – Consequences of the objection.

In the “objection form” or in the “objection icon”, information should be given on the
consequences the objection means for the consumer, especially if Otto Versand and
Sainsbury foresee a different treatment between consumers agreeing on receiving the
advertising and others.

Likewise, if a possibility to come back on the objection during a next visit is
foreseen, consumers should be informed of such possibility and how to manage it.

3.3 Legal and Extra-Legal Rules

3.3.1 The Misleading and Comparative Advertising Directive

An advertising Directive was first adopted in 1984 concerning exclusively misleading
advertising [4]. This Directive had to be implemented by the Member States by 1
October 1986 at the latest. Then the European Commission expressed the wish to go
further in the protection of consumers in the field of comparative advertising, by
allowing it under strict conditions. This new Directive adopted on 16 October 1997, is
intended to amend Directive 84/450 [8]. This Directive has to be implemented by
Member States at the latest 30 months after its publication in the Official Journal of
the European Communities, so by the 23 April 2000.

Misleading Advertising.

Misleading advertising is defined as “any advertising which in any way, including its
presentation, deceives or is likely to deceive the persons to whom it is addressed or
whom it reaches and which, by reason of its deceptive nature, is likely to affect their
economic behaviour or which, for those reasons, injures or is likely to injure a
competitor” (article 2(2) in [4]).

In the frame of an administrative or judicial control of those provisions, the
Directive mentions that the advertiser may be requested to provide evidence as to the
accuracy of factual claims in advertising if, taking into account the legitimate interests
of the advertiser and any other party to the proceedings, such a requirement appears
appropriate on the basis of the circumstances of the particular case. If such evidence is
not furnished by the advertiser or deemed insufficient by the court of the
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administrative authority, the factual claims will be considered inaccurate, opening
either a cessation procedure or a prohibition of publication (see article 4(2)).

Comparative Advertising.

The purpose of the Directive is “to protect consumers, persons carrying on a trade or
business or practising a craft or profession and the interests of the public in general
against misleading advertising and the unfair consequences thereof and to lay down
the conditions under which comparative advertising is permitted”  (article 1(2) in [9]).

Comparative advertising is heard as “any advertising which explicitly or by
implication identifies a competitor or goods or services offered by a competitor”
(article 1(3)).

The conditions for allowing comparative advertising are rather strict as they are,
on the one hand, devoted to grant a better information to consumers, but on the other
hand the wish is to avoid any distortion in competition through any detriment to
competitors and adverse effect on consumers’ choice.

3.3.2 Green Paper on Commercial Communications

The advent of the Information Society led the European Commission to formulate
four general remarks as far as the commercial communications are concerned [9]:

• Digital communication infrastructures offer a new medium of communication
for commercial messages; a large growth of marketing activities on the network
is expected;

• Broadcasting speed will ease cross-border commercial communications;

• Distance sales will speed up due to the interactive possibilities of the network;

• Network operators will offer new communication services at lower prices.

4 Privacy Issues

4.1 Introduction

The European Union directive on the protection of individuals with regard to the
processing of personal data should be transposed into the legislation of the Member
States by October the 24th 1998, and has now become a legally binding instrument
[7]. While the directive may require some modifications in the European countries’
law, most of these countries already embody the principles of the directive. An
overview of the regulatory framework in action in the context of electronic commerce
in the United Kingdom and in Germany cannot therefore avoid the analysis of this
directive (see section 5, Private International Law).

The aim of this section is to outline the main obligations arising from these legal
instruments which must be respected in AIMedia projects such as Otto Versand and
Sainsbury.
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4.2 Scope and Identification

4.2.1 Personal Data

The directive applies to the processing of personal data wholly or partly by automatic
means (see article 3(1)). One of the first questions which arise therefore is to
determine whether or not personal data is being processed in the context of the
electronic commerce activities developed by Otto Versand or Sainsbury.

The Directive adopts a very broad definition of the term "personal data" so as to
include any information relating to an identified or identifiable person ("data
subject"). The person may be "directly" identified (by reference to his name, for
example) or can be "indirectly" identified by reference to specific characteristics of
that person, in particular by reference to an "identification number", or to one or more
factors specific to his "physical, psychological, mental, economic, cultural or social
identity".  It must be underlined that the directive does not therefore apply to data
regarding legal persons.

Two types of data can be identified in AIMedia scenarios : Collected data is data
collected directly from the data subject either during registration to the service or
when filling in a form during the data subject’s visit to the site. Extracted data covers
data deduced from automatic data mining. For example how can either of the
categories of goods purchased, articles ordered, pages visited, catalogue consulted and
customer data be correlated to provide additional information than that initially
collected from the data subject himself?

4.2.1.1 Collected Data

A distinction must be made here between existing customers entering the site and new
prospective customers. In the context of existing customers who enter a customer or
card number when entering the website, there is no doubt that personal data about that
customer is being processed since this number is linked to identification of the
customer (when taking out a card Sainsbury customers are asked to give some basic
personal data such as the size of their household, address, age,…). As for new
customers they could be asked upon entering into the site to fill in a form requesting
personal data. However if no personal data is introduced by the data subject himself
will the directive still apply?

To determine whether a person is "identifiable", account should be taken of all
the means likely reasonably to be used by the controller, or by any other person, to
identify the said person (see §26 of recitals). Indirectly identifiable information is
therefore limited to information which can be reasonably linked to an identified
person. Does an IP address which reveals the identity of the computer used identify
the user behind the computer ? A fixed IP address is more likely to be qualified as
personal in the same way as licence plate numbers or telephone numbers have been
qualified as personal data by the national data protection authorities. This is even
more true in the context of the services offered by Sainsbury and Otto Versand which
rely on the identification of the person so as to establish a personalised service.
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4.2.1.2 Extracted Data

Extracted data covers any data which is not directly submitted by the data subject
himself but is deduced from consumer behaviour for example. To the extent that this
information can be linked to an identified or identifiable individual, it must be
considered as personal data in the eyes of the directive.

4.2.2 Controller

The directive provides for a number of duties and obligations incumbent on the
“ controller ”. One must therefore determine whether Otto Versand or Sainsbury can
be qualified as controllers.

In the processing of data so as to establish personal profiles, a distinction must
be made between the simple shopping site service by Otto Versand or Sainsbury and
the more complex scenario of a consortium of non competing companies in which
personal profiles are established by the sharing of data amongst actors.

In the first scenario Otto Versand and Sainsbury establish their own personal
profiles from data collected by the use of their services and by questionnaires filled in
by customers visiting their sites. Each company determines the purpose of the service
offered and the means by which this service is carried out and must therefore
undoubtedly each be qualified as a controller in the terms of the directive.  If the
retailers share any information amongst themselves so as to establish complete
customer profiles, they remain the controllers of the processing and the
communication of the data must respect the principles laid down in the directive (see
below).

In the context of a consortium of companies, gathering information from the
different retailers in a shopping mall so as to establish consumer profiles and
dispatching the information to the retailers, the consortium in itself, as a separate legal
entity, could be qualified as the controller since it determines the means and purposes
of the processing.

4.3 Principles to be Respected

The directive lays down a series of principles which must be respected by the
controller. We will examine each one of these principles underlying the main
implications for the AIMedia project.

4.3.1 The Purpose Limitation Principle

4.3.1.1 Personal Data Must Be Processed Fairly and Lawfully (Article 6)

"Fair" processing implies a maximum of openness. An individual's personal data
cannot be processed for any hidden or occult reasons. Personal data may only be
collected in a transparent way (this principle is guaranteed by the right of information,
granted to the data subject in articles 10 and 11).

"Lawful" processing implies the respect of the national provisions taken in
compliance with Chapter II of the directive.
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4.3.1.2 Personal Data Must Be Processed for Specified, Explicit, and Legitimate
Purposes

Personal data may only be processed for specified and explicit purposes. This
obligation compels the controller to determine at the outcome the exact purpose for
which he intends to process personal data. The determination of the purpose by the
data controller must be sufficiently precise to enable the data subject to control every
use of his personal data. For example, the purpose behind the AIMedia project is not
only the sale of goods electronically, but also and more importantly, the processing of
personal data so as to establish personal profiles in view of offering a specially
customer-tailored range of services, articles and promotions and thus improve seller-
consumer-relationships.

The purposes for which personal data are processed must be legitimate and must
be determined at the time of collection of the data (article 6.1.b). The very aim of data
protection - the respect of the fundamental rights and freedoms of natural persons -
implies that the purpose of the processing cannot rightly violate these rights and
freedoms without a legitimate cause. The purpose must therefore be necessary in the
eyes of a company or of the community in general. One must therefore balance the
right of the individual to see his right to privacy preserved with the public or private
interest to process the data. The final evaluation of the legitimacy of the purposes
depends on the appreciation of the courts or of specialised data protection authorities.

4.3.2 Grounds for Processing of Personal Data

Article 7 of the Directive lays down the grounds justifying the processing of personal
data. These grounds correspond to the circumstances considered by the European
Community as allowing the processing of personal data. In order to be lawful, the
processing of data must rely on one of these grounds, in addition to the fact that it
must respect the obligations deriving from the legitimate purpose principle.

In the context of electronic commerce transactions, three justifications laid down
in article 7 can more precisely be retained :

i) "The data subject has unambiguously given his consent" (article 7.a) :

Express written consent is not required. Any customer introducing his own personal
data in order to purchase a good, could be considered as consenting to the processing
of his personal data for this specified purpose. The introduction of further data in
order to obtain a personalised service could also be equated to the data subject giving
his consent.

The data subject’s consent must in any event be freely given: there should be no
pressure on the individual to obtain this consent. Free consent also implies that when
a user is presented with a screen demanding personal data for further access, the fact
that he refuses to go further should not be recorded or held against him.

The  interactivity characterising networks offers a special interest as regards the
consent. Instead of a consent given once and for all at the start of a series of
operations, interactivity enables you to modulate your consent. A message can appear
on the screen at different times announcing "if you want to go further, you must
consent to give such or such information". You can accept part of the operations but
refuse to give more data at a certain point of the processing, or for a certain part of the
service offered. Moreover, you can accept certain reuses announced but not all : you
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can tick off the cases corresponding to the accepted or refused uses of your personal
data. Opting-in or -out methods acquire an immediate and effective dimension
through interactivity.

ii) "Processing is necessary for the performance of a contract to which the data
subject is party or in order to take steps at the request of the data subject prior to
entering into a contract"  (article 7.b).

A user may be requested to introduce certain personal data in order to obtain certain
goods (his name and address so that the goods can be forwarded to him, his credit
card number so that the goods can be billed,…). Only the data “necessary” for the
performance of the contract may be processed. Therefore when one can do without
personal data for the performance of a contract, one should not require it.

iii) "Processing is necessary for the purposes of the legitimate interests pursued by
the controller or by the third party or parties to whom the data are disclosed, except
where such interests are overridden by the interests or fundamental rights and
freedoms of the data subject..."  (article 7.f).

This provision justifies the processing of personal data where it is in the legitimate
interest of a natural or legal person, provided that the interests of the data subject are
not overriding. This means that if the interest of a person in receiving personal data
prevails over the data subject's interest not having his data communicated, data may
be transferred. This is also true even when the data subject's interest in retaining his
data is equivalent to the third party interest. It is only when the data subject's interest
prevails, that the data relating to him may not be processed or communicated.

4.3.3 The Prohibition of Processing Sensitive Data (Article 8)

Subject to a number of exceptions set out in article 8.2, the processing of certain
categories of data is prohibited according to article 8.1 of the Directive. This
prohibition covers any data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, trade-union membership, and the processing of data
concerning health or sex life. Any messages or data bases containing such data, will
therefore need to find grounds within article 8.2. in order to be processed.

To the extent that profile information reveals an individual's morals as illustrated
by an individual's consumer habits, such profiling comes within the ban of article 8.1.
Similarly the electronic commerce activities linked to goods that reveal sensitive
information fall within the scope of article.

The data subject's explicit and informed consent is probably the safest course to
follow when one decides to process sensitive data relating to an individual (article
8.2.a). The other most obviously eligible ground to process sensitive data is when
such data have been manifestly made public by the data subject (article 8(2)) (in
answering a questionnaire he has marked his preference for gay activities, or his
religion, for example).

4.3.4 Data Quality

The directive requires a level of quality for the personal data that is being processed.
The controller must ensure the respect of these principles.
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1) Personal data must be adequate, relevant and not excessive in relation to the
purposes for which they were collected and/or further processed.

The criteria of data adequacy are designed solely to ensure a necessary and sufficient
link between the information and the purpose of the processing. For each finality, one
must question whether or not there is a sufficient connection between the purpose and
the data collected. Any irrelevant data must be discarded.

In the context of AIMedia, the data collected must therefore always ensure a
sufficient link with the purpose of offering a specially customer-tailored range of
products, services and promotions. If the collection and use of data such as the
customer’s name, address, number of persons in their household, hobbies and
preferences can be justified as offering a sufficient link with the service offered, this
could not be said of data such as the person’s passport number or place of birth.

It must be pointed out that the targeted marketing offered requires more
information to be given prior to the offering of the service, than the traditional
distance selling of goods. Indeed in order be able to offer the most personalised
service possible, the vendor will require a number of data before the goods are
actually proposed, so as to offer goods corresponding to the person’s needs (age,
hobbies, sex, …). The criteria of data adequacy could therefore enable the processing
of more data than in a traditional environment.

2) Personal data must be accurate and, where necessary, kept up to date.

An actor processing personal data must ensure that this data is accurate. The danger
concerning the establishment of personal profiles based on consumer patterns is that
the goods purchased may not necessarily correspond to a person’s needs or habits: the
purchase of a catholic bible does not mean that one is a catholic, one could be buying
for someone else…It is recommended in this respect that the data subject is involved
in the prior authorisation of the processing and that he is given the possibility to
require that inaccurate data be modified (see below, right of rectification).

The personal data must be kept up to date. This implies that it be reviewed on a
regular basis. Every reasonable step must be taken so that incomplete or inexact
information be modified.

3) Personal data may only be kept for a certain period.

Personal data may only be kept in a form which permits identification of the data
subjects for no longer than is necessary for the purposes for which the data were
collected and/or for which they are further processed. The data introduced by the
consumer in order to purchase certain goods, may only be kept for the period
necessary in order to obtain those goods and may not be stored beyond that period
unless the controller has been specifically authorised to do so in the context of the
profiling of his clientele.

One can question as to whether the vendor will be able to conserve data
regarding individuals who enter the site but do not wish to go further and leave the
site without having voluntarily entered personal data and without having purchased
any goods.
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4.4 Rights of Data Subject

4.4.1 Right to Be Informed

According to article 10 and 11 of the directive, there are two particular occasions
when the controller must provide information to the data subject. The first is at the
time of collection of personal data.

The data subject must be informed at least of :

a) The identity of the controller (and his representative, if any);

b) The purpose or purposes of the processing for which the data are intended.

Further information must also be provided if "necessary in the specific circumstances
to ensure a fair processing in respect of the data subject". Such information includes:
the recipients or categories of recipients of the data, whether replies to questions are
obligatory or voluntary and the possible consequences of failure to reply, and the
existence of the data subject’s right of access to and the right to rectify the data
concerning him.

 If personal data on consumers are collected it must be clear to them who is to
use the data and what are the purposes for which the data are to be used or disclosed.

It must be pointed out that the features of a network facilitate the provision of
information. In the hypothesis of data collected from the data subject, a message can
appear on the screen at the beginning of the operations, providing the users with the
mandatory information.

The data subject must be informed of the identity of the recipients or categories
of recipients. The "recipient" is defined in article 2.g. of the Directive as any person to
whom the data are disclosed whether a processor (person processing data on behalf of
the controller), third party (any person other than the data subject, the controller, the
processor and persons who under the direct authority of the controller or processor,
are authorised to process the data), a person in a third country,.... The controller may
be requested to provide information as to the identity of these persons to the data
subject if deemed necessary in order to guarantee "fair processing" of the data.

4.4.2 Right of Access

The Directive grants every data subject the right to obtain from the controller, without
constraint at reasonable intervals and without excessive delay or expense,
confirmation as to whether or not data relating to him are being processed and
information at least as to the purposes of the processing, the categories of data
concerned and the recipients or categories of recipients to whom the data are
disclosed.

The data subject may also obtain communication to him in an intelligible form
of the data undergoing processing and any "available" information as to their sources.
In the context of open networks or shopping malls as those envisaged by OTTO and
Sainsbury, the controller will not always be in a position to provide information as to
the sources of the data. He will be dispensed from giving this information if it is not
"available".
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4.4.3 Right of Rectification

Following on from the right of access, article 12. 2 of the directive provides that the
data subject is granted, as appropriate, the right to obtain the rectification, erasure or
blocking of data, the processing of which does not comply with the provisions of the
Directive, in particular because of the incomplete or inaccurate nature of the data. It is
up to the controller to ensure that this right is guaranteed.

The Directive further provides that the controller must notify to the third parties
to whom the data have been disclosed of any rectification, erasure or blocking of the
data, unless this proves impossible or involves a disproportionate effort. In the context
of the sharing of information between the different actors, it is important that the
notification of the rectification of the data is sent along to the different detainees of
the data so that they may dispose of the most adequate and up dated information.

4.4.4 Right to Object

The data subject is granted the right to object on compelling legitimate grounds
relating to his particular situation to the processing of data relating to him, save where
otherwise provided for by national legislation. Where there is a justified objection, the
processing instigated by the controller may no longer involve these data.

This right to object is granted unconditionally as regards the processing of
personal data for marketing purposes. In the context of such projects as those
developed by AIMedia, therefore it would appear that this right must be granted.

Furthermore, when personal data are to be disclosed for the first time to third
parties or used on their behalf for the purposes of direct marketing, the data subject
must be informed of  this before the data are disclosed and must be offered the right to
object free of charge to such disclosures or uses. The sharing of information between
actors so as to establish consumer profiles, thus requires the information of the data
subject prior to the disclosure of  the information.

Different ways of expressing ones right to opt out could be envisaged: by ticking
the appropriate box when filling in a questionnaire collecting personal data; by
writing; by e-mail or by telephone.

4.4.5 Automated Individual Decisions

Article 15 states that Member States shall grant the right to every person not to be
subject to a decision which produces legal effects concerning him or significantly
affects him and which is based solely on automated processing of data intended to
evaluate certain aspects relating to him, such as his performance at work,
creditworthiness, reliability, conduct,…”.

This type of provision prevents decisions such as the creditworthiness of a
person to be determined by an automated decision, for example, based on the
geographical localisation of the person.

4.5 The Controllers’ Obligations and Liabilities

4.5.1.1 Security (Article 17)

According to article 17 of the directive, the controller is required to put into place the
measures so as to avoid any accidental or unlawful destruction, loss or alteration,



Legal Issues for Personalised Advertising on Internet 57

against any unauthorised disclosure or access and against any other forms of unlawful
processing. The rationale of this article is that the potential danger to the data subject’s
right of privacy does not only emanate from the controller, who collects, stores,
processes and discloses the data for his own purpose, but is also jeopardised if the
data subject’s data are misused by third parties who have gained access to it, whether
authorised (by a processor under the instructions of the controller, for example) or
unauthorised.

The security measures can be organisational (designation of a "security officer",
documents handed out to the staff with precise security measures to be respected,...)
or technical (computers kept under lock and key or in specially protected areas,
introduction of access codes, encryption of certain documents, ...). It is left up to the
controller to adopt the necessary measures. The measures are the result of the
equation of three variables : the risks of the processing, the nature of the data and the
state of the art and cost of implementation of the measures.

The introduction of computers and networks increase the risks, notably the threat
of access to the data by unauthorised persons and the unauthorised use of the data by
authorised users.

Account must be taken of the nature of the data. Processing of sensitive data
(medical data, for example) will imply the requirement of a higher level of protection.

The security measures adopted will also be dependent on the state of the art and
the cost of their implementation. This provision implies that the controller is under the
positive obligation to keep himself informed of the new security measures available
and to ensure that the level of security is adequate vis a vis the "state of the art" unless
they are prohibitively expensive. A controller could be well advised to have proof that
all the decisions relating to security of personal data were founded on professional
expertise.

The directive also provides that the controller must, where processing is carried
out on his behalf, choose a processor providing sufficient guarantees in respect of the
technical securities measures and organisational measures governing the processing to
be carried out and must ensure compliance with these measures. The carrying out of
processing of personal data by another person must be governed by a contract or legal
act, in writing or in other equivalent form, binding the processor to the controller and
stipulating particularly that the processor shall only act on instructions from the
controller and that the processor shall also be responsible for taking security measures
in accordance with article 17 of the directive.

4.5.1.2 Notification (Article 18)

The controller has a last obligation which is that of notification of automated
processing to a supervisory authority. The directive does however provide for the
simplification or the exemption from notification for certain types of processing
operations. It is not however clear how the national laws will transpose these
measures.  The general idea is to largely exempt controllers and to reserve the
notification procedure for special categories of processing.



Vania Conan et al.58

4.5.1.3 Liability (Article 23)

The Directive provides every person with a right to a judicial remedy for any breach
of the rights guaranteed him by the national law applicable to the processing in
question. In addition, any person who has suffered a damage as a result of an unlawful
processing operation or of any act incompatible with the national provisions adopted
is entitled to receive compensation from the controller for the damage suffered. The
controller may be exempted from this liability, in whole or in part, if he proves that he
is not responsible for the event giving rise to the damage.

4.6 Conclusion

The European Union directive on the protection of individuals with regard to the
processing of personal data must transposed into the legislation of the Member States
by October 24th 1998. From this date on, it will become a legally binding document.

The AIMedia user profile is ‘personal data’. The directive adopts a broad
definition of the term ‘personal data’, so as to include any information relating to an
identified or identifiable person. In AIMedia personal data consists in collected data
(the user has answered questionnaires) and extracted data (the AIMedia deduces user
characteristics based on purchase history, and statistical comparisons). This data
forms a user profile, which is directly related to the customer’s identity. Thus all user
related data in the AIMedia user profile is considered personal data.

The personal data is processed by the ‘controller’. When considering simple
home-shopping, the retailer (e.g. OTTO or Sainsbury) is the controller. In the case of
a mall of retailers sharing user profiles, the consortium in itself, as a separate entity,
would be the controller. On the other side, the customer is know as the ‘data subject’.

5 Private International Law

5.1 Introduction

5.1.1 Introductory Remarks

The establishment of a web shop may create several advantages for the retailer. One is
the simplification of reaching out to customers located in foreign countries. If a
French retailer offers his products on the Internet, it will be equally easy for a Swede
as for a French person to access the web page, find out what it has to offer, and
eventually order some of the products. Consequently, it is easy to imagine that there
may arise cross-border conflicts, that is, legal disputes which involves parties situated
in different countries. An action, whether manually or computationally, committed on
the Internet, whether in form of the collecting of personal data, advertisement of
products etc., might be in accordance with the law of one country at the same time as
it violates the law of another country. Which country’s court shall have the
competence to adjudicate, and which country’s law shall form the basis for the
solution of the material question? These are the issues that are going to be dealt with
in the following chapters.
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5.1.2 General Delimitation

The subject of this report is to sort out the questions of jurisdiction and choice of law.
The framework of the project will not allow a profound analysis, whereas the report
will have to concentrate upon identifying some of the more important questions, and
try to point out possible solutions to these. Consequently, we will analyse three main
fields which are relevant for AIMEDIA project, i.e. data protection, advertising and
liability on the basis of loss suffered due to misleading information. Still, in this
report one will have to operate with certain delimitation.

It is presumed that the legal disputes are of an international character, see under
section 2. If the legal disputes are qualified to be a matter of public law, special
questions arise in accordance with the application of the rules governing the questions
of jurisdiction, choice of law and enforcement. In the following it will therefore be
assumed that the legal disputes in question, are a matter of private law. However, this
assumption will be suspended to some extent in discussing advertisements on the
Internet. Questions of consumer rights and product liability will not be treated.

It is presumed that the legal disputes takes place between parties domiciled
within the borders of the EC or the ECCA-states. It is presumed that the defendant of
the legal dispute is the web shop’s responsible institution. Third party conflicts (e.g.
liability of intermediaries) fall outside the treatment. It is presumed that the objects,
which are to be distributed, are assumed to be ordinary merchandise in the form of
tangibles. The sale of services will not be considered.

5.2 Private International Law

5.2.1 The Problem

When two parties enter into a legal conflict, the usual step is to ask the courts for help.
In a normal situation this does not cause any problems. Two neighbours will go to
their local court, and this court will use its own rules. However, a problem arises
when the two parties do not reside in the same country, or the problem has
connections to more than one country.

The problem is defined by a “foreign element” [10], that is not the one of the
court. It is in these cases one has to apply the rules of private international law.
Private international law basically rules over matters between private parties and not
when there is a public element involved.

5.2.2 The Main Questions

The judges in these cases must, before solving the material case itself, determine two
major questions. First of all the court must decide whether it has jurisdiction over the
case; i.e. if the parties in question can bring this case into the court. Secondly it must
determine what rules to apply to this case. This is a choice of law, and not the
application of certain rules to the case. The foreign element in this case gives the
court the choice between more than one set of rules. A final question that has
importance in interlegal law, is the question of recognition and enforcement. In this
report we have chosen not to deal with this problem, mainly because it is often solved
under the jurisdiction issue.
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To be more practical, if two parties go to court to solve a legal problem that has
a foreign element, the first task of the court is to determine if it has jurisdiction over
the parties – which means whether they can render a valid decision with respect to the
legal problem. If this is so, the next step will be to decide which law governs the case,
i.e. the choice of law. This part consist of several elements. First of all there has to be
a classification of the case. It is of great importance if the case is classified as
contractual law rather than the law of procedure. When this is done, the court must
see if there are some regulations dealing with this problem. If there are not, one has to
apply the basic rules of private international law. The result of this will be to
determine which country’s substantive law governs the question. Once this law has
been chosen, the court must primarily use this law to decide on the case.
Unfortunately this is not always the end of the process. There may be mandatory rules
in the country of the court, which collide with the lex causae (the law of the case). In
some cases this leads to the use of ordre public (public policy of ethical and social
character) which requires that other rules be applied. The rules may be either
secondary rules of the lex causae that are not incompatible with the rules of the court,
or rules of lex fori (the law of the court).

5.2.3 The Application to Cyberspace

Unfortunately it is a well-known fact that the courts often disregard private
international law. First, the parties often do not have the means to get acquainted with
a foreign law by hiring a specialist from a foreign country. Second, the court itself
prefers to use its own lex fori because this is the law known and because the lack of
time does not allow the judge to use more time than necessary on the case. Therefore
the question for the future is how the courts in Europe will use the ‘‘instrument of
private international law’’ on the legal questions that raises from the use of Internet as
a commercial marketplace. It is at this point the interesting questions start.

5.2.4 The International Aspect of the Internet

What is considered to be an international case when it comes to cyberspace? When
entering cyberspace things change because any contact made over the Internet can be
"international". At no point is it sure that if you exchange email with your closest
neighbour, this email will go directly to him – it may go across the world before
reaching him. This is why the foreign element might be present at all times when
using the Internet. Now, if you exchange emails with your neighbour about buying his
Rolex, the court will most likely regard this as a national matter. On the other hand, if
your neighbour places an advertisement offering his Rolex for sale on the Internet, it
is not sure that you will be able to identify him. At this point the matters seems more
international, and the court should consider if the case should be solved using private
international law. We will not take this argument any further, but it may be a point to
argue in front of a court.

5.2.5 Internet and Law

The laws applicable in the analogue world may not be the same as in the digital
world. This is important to understand with respect to the question of applicable law.
Not only is there is no direct contact between two contracting parties, but also the
identification of these parties is not always possible. Many of the laws and acts related
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to international trade are based on the presumption of direct contact between the
parties, and that the object of the trade is physical objects. When using the Internet
this is not as obvious. What is contracted, may be sold and sent over the Internet. This
again raises problems of intellectual property rights, which will not be addressed in
this report.

In this report we will try to examine the main issues related to private
international law and web-shops. This examination will mainly consist of looking at
the present regulations, and whether they are applicable to the issues in question. For
some issues there may be some regulations developed especially for a digital
environment, which then will be applicable. On the other hand there might be issues
where it will not be possible to apply current regulations. Here the question will be
what alternative solutions can be found. The first solution is to consider if the
traditional regulations can be adapted. This will in general mean to try to identify the
parties in question and their places of attachment. If this is not possible, we will have
to rely on the traditional private international law, and to explore the consequences of
their possible application. However, at this point we will be arguing mainly on the
basis of legal policies.

5.3 Jurisdiction

5.3.1 Introduction

When a legal dispute enters the court, the court will have to decide whether it has the
competence to adjudicate in this specific case. Concerning courts within the area of
the EC and the ECCA-area there are two conventions, which in many cases will
provide a solution to the questions; the Brussels- and the Lugano Conventions. All the
member states of the EC have become parties to the Brussels Convention of 27
September1968. Furthermore, all the ECCA-states (with the exception of
Liechtenstein) have become parties to the Lugano Convention of 16 September1988,
which for our purposes may be seen as identical to the Brussels Convention with
respect the material content. The two conventions will be treated as one in the
following.2

The conventions only provide solutions for cross-border disputes concerning
“civil and commercial matters” (article 1(1)), that means legal disputes as part of
private law. In the ruling of the EC-court LTU v Eurocontrol,3 it is stated that
essential for the qualification is the character of “the legal relationships between the
parties to the action of the subject matter of the action”. In other words, it is only in
situations where a public authority has exercised public authority, that the provisions
is inapplicable. The qualification of whether a legal relationship is to be deemed a
matter of public or private law, is to be determined on the basis of an autonomous
interpretation of the Convention, where respect shall be paid to the purpose and the

                                                          

2 Reference to articles in the following, will be based upon the provisions laid down in the Brussels
Convention.

3 Decision of October 14th, 1976 in Case 29/76, LTU v Eurocontrol [1976] ECR 1976; Concerning the
Brussels Convention.
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structure of the Convention, and also the shared principles that can be extracted from
the legal systems of the parties to the Convention.

As concerning the enforcement of advertisement legislation, this typically will
be considered a matter of public law, and thereby fall outside the scope of the
conventions.

5.4 Choice of Law

5.4.1 Data Protection and Choice of Law

5.4.1.1 Introduction

Data protection will be in the future, as now, an important issue in a digital society.
Increasingly personal data is being stored on computers that are connected to other
computers. The possibility for people to access this information across jurisdictional
borders is also increasing. This, in turn, increases in the potential for choice-of-law
issues arising with respect to regulation of the information processing concerned.

The following analysis rests on several presumptions. First, we presume there is
an issue involved which has a certain international, or foreign, element, thus allowing
the issue to be considered a question of private international law. An example is a
Web-shop, which collects data about customers who are not situated in the same
country as the owner of the Web-shop. Second, we presume that the matter is of a
private character. By this we mean that the parties presenting themselves to the court
do not include government agencies. Third, we presume that the matter occurs within
the geographical area of the EU/EFTA countries that have signed the Lugano and
Brussels Conventions. Fourth, we presume that the parties have been identified, and
that the transactions between the parties did not occur anonymously. Finally, we
presume that the aim of this analysis is to allow the owner of the Web-shop to be able
to predict more precisely which law will regulate the processing of data about his
customers.

5.4.1.2 The Regulation of this Field Inside Certain Areas

Every EU/EFTA state has enacted data protection legislation. Furthermore, the EU
has adopted a Directive on data protection (Directive 95/46/EC – hereinafter
abbreviated “EC-DPD”) which is aimed at harmonising data protection regimes inside
the EU. This Directive will also be highly influential for the development of data
protection law in EEA states that are not members of the EU – i.e., Norway and
Iceland – especially once the Directive is formally incorporated in the EEA
Agreement.

5.4.1.3 The Directive’s Impact on Internet-Shopping

The EU DPD applies to “the processing of personal data wholly or partly automatic
means, and to the processing otherwise than by automatic means of personal data
which form part of a filing system or are intended to form part of a filing system” (art.
3(1)).
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5.4.1.4 The Law Applicable to the Processing of Data

The next point is to identify the law applicable to the handling of the database and the
data concerned (see section 4, Privacy Issues).

Of decisive importance for working out which law is to be applied to a given
data-processing operation, especially in the present case of international private law,
is the meaning of the term “establishment” in art. 4(1)(a) of the Directive. Some light
is cast on the meaning of the term in recital 19, which states:

'Whereas establishment on the territory of a Member State implies the effective
and real exercise of activity through stable arrangements; whereas the legal form
of such an establishment, whether simply branch or subsidiary with a legal
personality, is not the determining factor in this respect; whereas, when a single
controller is established on territory of several Member States, particularly by
means of subsidiaries, he must ensure, in order to avoid any circumvention of
national rules, that each of the establishments fulfils the obligations imposed by
the national law applicable to its activities; …'

At this point, the principal rule must be said to be clear in the case where we
have one controller with only one place of establishment: the applicable law will be
the law of that place of establishment. This means that if a controller has headquarters
in country A, the data protection law of country A will apply.

Problems arise when the controller is established in several jurisdictions. We
will address these problems below.

5.4.1.5 Problems of the Directive

In this section, we will look at the problems resulting from a situation in which the
controller is established in multiple jurisdictions. Second, we will consider the issue
as to whether data mining can be considered as involving a contract between the
controller and its counterpart. Finally we will look into the problem of ordre public.

Problem 1: The controller has more than one place of establishment.

As we have seen in sect. 4.2.4, it is quite clear that an “establishment” may include
subsidiaries, branch offices, and perhaps also agents or similar representation. This
means that if the controller has a main office in one country, and several branches in
some other countries, different laws will be applicable to a single data-processing
operation that extends across borders.

To be more specific, we can imagine one controller, A, situated in country A,
exchanging information with its sub-branch, B, in country B. The collection (or
mining) of this information can take place from almost any country. If there is no
exchange of information, the data processing in country A will first have to comply
with the data protection law of country A, and the data processing in country B will
have to comply with the data protection law of country B. If B sends information to
A, the situation changes. From the wording of art. 4(1)(a), the data protection law of
country B will still be applicable to the case, even if the information now is in the
hands of A. This rather complex situation could mean that A would have to separate
all information according to where they come from, or comply with the strictest data
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protection law at the time. Inside a large community,4 this means that one would at all
times have to be looking at the possibility of new regulations and change internal
routines.

But this problem has also another aspect: that is, a positive conflict of
jurisdiction might arise [11].

Until now we have taken for granted that there is only one controller and that
this controller has one or several sub-branches situated in different countries. But, as
noted above, art. 2(d) of the Directive seems to presume that there may be more than
one controller per data-processing operation. In cases where this occurs, we may
again be faced with a situation in which one set of data or one data-processing
operation is subject to different national laws. This will not be a problem if the laws
are in harmony – which is the assumption of the Directive – but such harmony might
not eventuate given that states are given a significant “margin of appreciation” in
implementing the Directive.

Problem 2: Can data mining be considered a contract between the data subject and
the controller? Can the contract derogate from the provisions of the Directive?

To the first question, it is quite clear that even a small web-wrap clause will be
difficult to view as a contract. However, if the controller collects this information by,
for example, a customer filling out a purchase, order or subscription form on the
Internet, and the controller sends the customer a password to permit entry to the rest
of the web-site, it is at least arguable that a contract has been made that is binding for
the customer. It would be too speculative to attempt to draw any firm conclusions on
this point, but it is probable that Continental-European conceptualisations of what
constitutes a contract will be more restrictive than Anglo-American
conceptualisations.

As for the second question, the Directive makes clear that one of its basic
purposes is to protect human rights, in particular the right to privacy. This follows
from art. 1(1):

'In accordance with this Directive, Member States, shall protect the fundamental
rights and freedoms of natural persons, and in particular their right to privacy with
respect to the processing of personal data …'

It also follows from recitals 3, 7, 8 and 9 in the Directive’s preamble.
Accordingly, it could be argued that the Directive intends to set a “bottom-line” for
protection of individual persons’ fundamental rights. Thus, any contract which
attempts to derogate from this bottom-line will probably not be tolerated, unless the
controller “adduces adequate safeguards with respect to the protection of the privacy
and fundamental rights and freedoms of individuals …” (Art. 26(2)).

Problem 3: Can the rules of ordre public stop data mining?

It is possible to envisage a situation where the court has given the parties jurisdiction
and made a choice of law that is not the law of the jurisdiction in which the court is
established; i.e., lex fori. If the law chosen offers a level of data protection far below

                                                          

4 Now counting 18 countries, and we do not include the two non-EU EEA-countries.
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that offered by the jurisdiction in which the court is established, there is a possibility
that the court will refrain from applying the chosen law by reference to ordre public
considerations. This possibility will increase the more the personal data concerned are
sensitive and in need of stringent protection.

5.4.2 Advertising and Choice of Law

It is suggested above that the execution of advertisement legislation is part of public
law. It is an acknowledged principle that a national court as a point of departure never
shall apply foreign law when judging cases of public matters. The general rule
therefore is that when it comes to public law, the jurisdiction is not governed by the
ordinary collision norms of private international law, whereas it is left for each of the
country’s practical possibilities to apply their own legislation and determine which
law is applicable. Typically possibilities of applying national law will exist if the
court has been found competent to adjudicate, see above.

Exceptions from the general rule will principally only take place in cases where
international agreements form a different solution, and the state of the court is a party
to the agreement. The question therefore becomes whether there are international
agreements in Europe which regulate the questions of choice of law concerning
advertisement on the Internet.

For the time being, no such agreement exists which regulates the problem
directly. However there are two EC-Directives and one European Council Convention
concern-ing the questions of choice of law that concerns cross-border broadcasting
[12]. Ad-vertising is one of the issues included, and it might be that the Directives and
the Con-vention will be applied analogously to cross-border advertising disputes on the
Internet.

5.5 Conclusion

Concluding with respect to issues where the uncertainties are as great as in private
international law, can only be speculations. Trying to give clear answers might lead to
further problems. Even so, we will try to give a short summary of this report as a sort
of conclusion.

Considering the jurisdiction in Europe, the Lugano and Brussels Conventions
will solve the problems of jurisdiction for private and commercial matters. For the
parties addressing a court, these conventions give security as to always finding a
jurisdiction. As for where this jurisdiction will be, there might be problems. And if it
does, the European Court of Justice may be able to give a prejudicial judgement.
Further problems arise in the field outside private law. In such cases, like advertising,
public law causes problems in the digital world, mainly because they imply national
jurisdiction. The location of an Internet web-site offering advertisement is not as
certain as the location of the person accessing the web-site or the provider of the web-
site. Any further conclusions can not be expected.

As for choice of law, there are different solutions for different issues.
Unfortunately there are not too many international regulations available. The choice
of law in data protection, is easy to solve for a simple case, but as quickly more
controllers enter the stage, the problems abound. For advertising, the choice of law is
not governed by any regulations and the only solutions would be to apply analogue
regulations. If this is acceptable is not easy to say. The choice of law in the context of
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liability for loss suffered due to misleading information, the traditional rule of lex loci
delicti must be said to compete with the method of the closest connection. This is how
far we can dare to suggest a solution.

Finally this leads us to conclude that the digital world cannot be said to be
completely compatible with analogue world. The traditional solutions given in the
existing Directives or conventions, like the Brussels Convention, are not directly
applicable to the digital world. The first cases dealing with these questions will
therefore be very decisive. The EU may have to adopt new regulations directly
applicable to the digital world. The latter solution would be welcome, implying a
harmonisation of private international law in this field and offer increased
predictability for the parties.

6 General Conclusion
From the analysis of the AIMedia scenarios and plans from a legal point of view, we
drew a number of design conclusions.

The legal study was carried out from the very beginning of the project, based on
the scenarios we presented in section 2. From this study we derived a number of
conclusions, which were translated in the overall agent architecture, and security
features.

When designing the two prototype applications, one for Otto Versand , one for
J.Sainsbury’s, we shall take special care of the user interface so that the Shopping
Assistant provides the required level of information to the customer.

Users should be provided with tools for controlling their personal data, and
especially their user’s profile. This is taken care of in the architecture by the Personal
Agent. It implements the P3P standard, a W3C proposed standard for secure profile
exchange.

We further reviewed the legal issues of advertising, personal data protection and
international private law in the case of the AIMedia agent framework. These
questions often arise when designing personal user-centric agents for e-commerce
applications, and this can serve as an example of how to bind legal requirements with
agent development for e-commerce applications.
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Abstract. Supply chain formation is an important problem in the com-
mercial world, and can be improved by greater automated support.
Hence, the multiagent systems community should work to develop new
solutions to the problem. The problem is complex and challenging, and
a complete model must encompass a number of issues. In this paper
we highlight some issues that must be understood to make progress in
modeling supply chain formation.

1 Introduction

Much of the popular coverage of electronic commerce has focused on technol-
ogy for facilitating bilateral exchange between customers and merchants. How-
ever, complex economic activity often involves interrelated exchange relation-
ships among multiple levels of production, often referred to as a supply chain .
Whereas a great deal of current commercial effort is being devoted to technology
to support and manage supply chains, much of it is oriented toward maintaining
pre-existing relationships in the chain. To achieve the oft-expressed visions of
dynamically forming and dissolving business interactions (e.g., the rhetoric of
“virtual corporations”) requires automated support for supply chain forma-
tion , the process of bottom-up assembly of complex production and exchange
relationships.

Automated support can extend beyond speeding the communications, calcu-
lations, and routine computation in the supply chain formation process. The arti-
ficial intelligence and multiagent system (MAS) communities are well-positioned
to develop technology that will increasingly automate the decision making in
business interactions. However, we must recognize that merely describing com-
putational entities as “agents” will not immediately solve the problem. Institu-
tions and modes of interaction must be carefully designed to achieve desirable
behavior. Supply chain formation is a complex and challenging problem, and a
complete model would encompass a number of issues. We focus on the issue of
resource contention, which has not been well addressed in most models relevant
to supply chain formation.
� c© Springer-Verlag. http://www.springer.de/comp/lncs/index.html
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In this paper we highlight some issues that must be understood to make
progress in modeling supply chain formation. We outline these issues broadly in
Section 2. In Section 3 we discuss several relevant models in multiagent systems,
and highlight task dependency networks for representing resource contention. In
Section 4 we describe some difficulties that arise from resource contention, and
suggest that market-based approaches can be effective in solving them. In Sec-
tion 5 we identify some open problems in supply chain formation, and conclude
in Section 6.

2 Aspects of Supply Chain Formation

The defining characteristic of supply chain formation is hierarchical subtask
decomposition . Agents have specialized capabilities and can perform only cer-
tain combinations of tasks, or produce certain resources. In order to complete
a complex task, an agent may delegate subtasks to other agents, which may in
turn delegate further subtasks.

Resource contention constrains the set of feasible supply chains. When
agents require a common resource (e.g., a subtask achievement, or something
tangible like a piece of equipment) to complete their own tasks, resource scarcity
may exclude these agents from jointly operating in the supply chain.

Agents aim to maximize their value in a supply chain. The model should
account for values over multiple attributes such as monetary cost, time, and
quality.

In a MAS containing autonomous, self-interested agents with private infor-
mation, no entity has all information necessary to centrally form supply chains.
This decentralization constraint implies that we should distribute decision
making throughout the supply chain. Ideally, agents would be able to form sup-
ply chains in a strictly bottom-up manner, requiring only local communications
and limited knowledge of the rest of the system.

Even when distributed, agent interactions during supply chain formation
can be complex. Agents do not generally have the incentive to truthfully reveal
information, hence we must analyze strategic interactions between agents.

Uncertainty introduces many complications in a model of supply chain for-
mation. The constructed supply chain can be disrupted by failures in agents, fail-
ure in communications, and intentional fraud. Agents may be allowed to legally
decommit from their contracts for a cost (e.g. to take advantage of better op-
portunities). The negotiation process itself may be affected by uncertain events.
Bounds on rationality, variations in knowledge across agents, and multiplicity
of equilibria make an agent’s negotiation strategy uncertain. Failures in agents,
negotiation mediators, and communications channels can occur during negotia-
tion. Even if we know the full negotiation protocol and agent strategies and no
failures occur, asynchronous communications introduces random elements into
negotiation.
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3 Models of Task Allocation and Supply Chains

Several existing models from the MAS research literature capture some, but not
all, elements of supply chain formation. We review some of the dominant models
of relevance here.

Rosenschein and Zlotkin [6] study a class of problems they call Task Oriented
Domains (TODs). A TOD consists of a set of tasks that must be accomplished,
and a (generally non-additive) cost function over sets of tasks. Sandholm [7]
examines a generalization of TODs to include agent-dependent costs and con-
straints on task achievement. Agents are initially allocated a set of tasks, and
may negotiate mutually beneficial exchanges of tasks to lower their costs. An-
dersson and Sandholm extend the model to allow agents to pay to decommit
from contracts when better contracts become available [1]. These models ad-
dress strategic interactions and increasing value via bilateral and multilateral
task exchange, but do not incorporate the subtasking relationships characteris-
tic of supply chains.

Hierarchical subtask decomposition is a core feature of the model under-
lying the contract net protocol [2]. Subtasking proceeds in a distributed
manner, in that agents communicate only with potential and actual subtasking
partners. The protocol can flexibly accommodate multiattribute optimization
criteria. However, these optimization criteria are applied locally within a level,
in a greedy fashion, and do not reflect negotiation at other levels in the evolving
supply chain.

Joshi et al. [3] consider issues arising from simultaneous negotiation of mul-
tiple subtasking issues at various levels of a supply chain. In their asynchronous
model, agents may have the opportunity to finalize a contract while other nego-
tiations are still pending. This uncertainty induces a complex decision problem
for agents that do not wish to overextend their commitments.

A

C

supplier A

supplier C

A-B-to-D

C-D-to-E

$4

supplier B

$1

$1

consumer

$15

B D E

B-C-to-D

Fig. 1. A task dependency network.

Balancing interacting subtask commitments at multiple levels is especially
important in the presence of resource contention. We represent resource con-
tention in a supply chain with a task dependency network [8]. The nodes of
a network represent agents and goods. We use the term good to refer to any
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task or discrete resource provided or needed by agents. The edges in the network
represent input/output relationships between agents and goods. An edge from
good to an agent indicates that the agent can make use of one unit of the good,
and an edge from an agent to a good indicates that the agent can provide one
unit of the good. A consumer is an agent that obtains some value from acquir-
ing a good. A producer can provide one unit of one output good, contingent on
acquiring each of a set of input goods. A supplier can provide a good, at some
cost, without requiring any inputs.

Figure 1 shows an example task dependency network. The goods are indicated
by circles, the consumer and suppliers by boxes, and the producers by curved
boxes. The consumer value and supplier costs are indicated under the respective
agents.

A

C

supplier A

supplier C

A-B-to-D

C-D-to-E

$4

supplier B

$1

$1

consumer

$15

B D E

B-C-to-D

Fig. 2. The optimum allocation (and only solution) in the network.

An allocation is a subgraph containing all agents that acquire or provide
goods, all goods that are acquired or provided, and all edges corresponding
to the acquiring/providing relationships between the goods and agents in the
allocation. A feasible allocation is one in which: 1) producers that provide their
outputs also acquire all necessary inputs, and 2) all goods are in material balance
(the number of edges into a good equals the number of edges out of a good).
An optimal allocation is a feasible allocation that maximizes the difference
between the sum of consumer value, and sum of supplier cost in the allocation.
A solution is a feasible allocation in which one or more consumers acquire a
desired good. Figure 2 shows the optimum allocation (and only solution) for the
network from Figure 1. The allocation includes the shaded agents and goods and
the solid edges.

4 Problems with Resource Contention

Consider a simple greedy allocation protocol, whereby subtask requests flow from
consumers to suppliers, and subtask offers flow back to the consumer in a single
pass. At each point in the offer flow, an agent sends offers as a function of the
best offers it receives. Figures 1 and 2 show an example of how such a greedy
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policy could run into trouble with resource contention. Locally, it appears that
B-C-to-D could provide D cheaper than A-B-to-D. However, the only solution
includes C-D-to-E, which requires the one available unit of C. This necessarily
excludes B-C-to-D from the solution.
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Fig. 3. A harder task dependency network.

We might address this problem by augmenting a greedy protocol with looka-
head or backtracking capabilities to identify these constraints. However, we ar-
gue that even with these capabilities, the protocol would flounder when faced
with more complicated networks such as the one in Figure 3. Any solution must
include suppliers S-1 and S-2 (the optimum is shown in Figure 4). However, be-
cause these suppliers have the highest costs, the network would severely mislead
a greedy protocol.

We can show that the problem of finding solutions is NP-complete, hence it
should not be surprising that greedy approaches would have difficulty. Indeed,
we should not expect any decentralized protocol to always form optimal supply
chains.

We identify a market-based protocol that, while not uniformly optimal, per-
forms well on task dependency networks [8]. Markets utilize price systems
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Fig. 4. The optimum allocation (and only solution) to the harder network.

to guide agent decisions in a decentralized manner. Agents negotiate through
simultaneous, ascending auctions, one for each good. We examine simple, non-
strategic agent bidding policies, requiring only local information. The protocol
quickly finds solutions for the example problems shown in this paper. Experi-
ments suggest that the protocol reliably converges to solutions (when they exist,
and when the consumers have sufficiently high value) [10]. When combined with
contract decommitment to remove dead ends in the supply chain, the protocol
produces high value allocations on average [9].

5 Open Problems

Task dependency networks account for resource contention in supply chain for-
mation, which has not been adequately addressed in other models. We have
identified a market-based protocol that performs well on task dependency net-
works, but there remain many open problems to be addressed.

Strategic interactions are extremely complicated in any reasonable model
of supply chain formation. In our work we have assumed simple agent bidding
policies that work well from a system perspective. We must perform a strategic
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analysis to determine the plausibility of the policies, and how they fare against
other policies. Additionally, we would like to understand how agents might ex-
ploit knowledge of the network to their advantage.

To a certain degree, we can model multiattribute value in task dependency
networks. For instance, we can model discrete-time scheduling preferences by
replicating agents over periods in a time interval. However, this replication be-
comes infeasible as the number of attributes grows. Incorporating multiattribute
valuations more directly would require an extension to the market protocol.

In task dependency networks, we can also model flexible production of mul-
tiple units and multiple output goods by representing a single production entity
as multiple producer agents, one for each production choice. Again, this can
be reasonable for small-scale multiplication, but may not scale well with exten-
sive production choices. Moreover, we cannot claim that the multiple agents are
strategically equivalent to the single entity they represent. We consider these to
be interesting challenges, important to future development of our model.

In a highly dynamic system we might expect changes to necessitate real-
location after quiescence. An adaptive system would detect—in a decentralized
fashion—when lost resources cause infeasibility or when new opportunities make
an improved allocation possible. We plan to study how well market allocations
degrade or improve in response to reallocations, and how to compensate agents
that lose value in the reallocation.

Rational agents would use probabilistic reasoning to adjust their negotiations
to account for the possibility of later reallocation. We can also introduce devices
such as securities and contingency contracts to improve allocations in the face
of uncertainty.

Although we have presented the task dependency networks as pre-defined
entities, in a dynamic system we would expect the goods of interest and the
available auctions to change over time. Mullen and Wellman [4] studied mecha-
nisms and policies for starting and maintaining auctions, and others [5, 11] are
working to design goods description languages to allow agents to communicate
their needs.

6 Conclusion

Supply chain formation is an important problem in the commercial world, and
can be improved by greater automated support. The problem is salient to the
MAS community and deserving of continued research.
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Abstract. Electronic commerce makes it easier to trade goods between
individuals. Classified ad or electronic auctions are examples of this con-
sumer to consumer commerce. This paper proposes an agent-based elec-
tronic marketplace called ”Jangter”1 with mechanisms including ”Match-
ing”, ”Negotiation”, and ”Reputation”.
The Matching mechanism using Floor and Room concept makes it pos-
sible to build a totally scalable marketplace. There are several benefits
to use this mechanism. The first one is to solve the ontology problem.
When creating category floor, ontology describing the category floor is
defined. The second is that the computational complexity can be reduced
with minimized search space. The third advantage is extensibility to the
distributed system because it is natural to create each category floors on
different hosts.
We suggest the automated negotiation mechanism reacting on the vari-
ous types of user’s commerce taste. With this mechanism, the user can
control rate of successful deal and select various price strategies freely.
And it considers product’s non-price conditions such as delivery and
quality option.
One of the problems in electronic commerce is how can people trust one
who is now trading with me. And much of the dissatisfactions after trad-
ing occur when one cannot get proper products and services in time. Our
reputation mechanism provides helpful ratings of the user’s counterparts.
Keywords: Electronic commerce, Software agent, Electronic market-
place, Mobile agent, Electronic auction.

1 Introduction

Rapidly growing electronic commerce has caused changes in commerce model
in comparison with the conventional commerce model. The most important one
is that everyone could be a buyer or a seller in the cyber commerce world,
i.e., the consumer-to-consumer commerce can be done easily. Classified ads and
electronic auctions are examples of this kind of commerce. Several researches and
commercial services have tried to enhance the usability of this kind of commerce.
1 ‘Jangter’ means a marketplace in Korean.
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For example, some electronic auction services provide proxy-bidding services in
order to eliminate auction tediousness. Proxy bidding service will bid on the
customer’s behalf as necessary by increasing the bid by the current bid increment
up until their maximum is reached. Nowadays electronic marketplace models
using agents are proposed by several researchers. Among them, Kasbah model
[1] is an innovative approach in the sense that artificial agents are forming the
marketplace for buying and selling goods.

We propose a novel agent-based electronic marketplace called ”Jangter”
which is equipped with concrete and efficient components needed in doing inter-
customers commerce. These components largely consist of a personal agent man-
ager running on the customer side and an agent mart. The philosophy embedded
in our model is to save the time that human being could spend for buying and
selling something so that they gain time for more luxurious leisure. Saving time
means many things. First, our model is simple from the user’s viewpoint so that
the user does not need complicated thinking for choosing a merchant or a prod-
uct. Second, our model pursuits the totally distributed infrastructure. It allows
the user to order and personalize the strategy on his desktop not necessarily con-
nected to the server. Hence the network traffic problem and the commerce server
overload can be avoided. Third, Jangter marketplace does most of user’s com-
merce processes so that the user does not need to keep track of whole on-going
processes.

This paper consists of following sections. In the section 2, we describe the
Jangter model and its process flow. Section 3 presents the matching process
called room algorithm; and, section 4 shows the negotiation mechanism. Trust
issues, the most critical factor for boosting electronic commerce, are discussed
in section 5. We give a simple sketch on the implementation of Jangter model in
section 6; and, we conclude this paper in section 7.

2 The Jangter Model

The Jangter model is divided into two major parts that are an agent mart and
a personal agent manager. Agent mart is a marketplace where agents meet each
other for buying and selling goods on behalf of a user. Personal agent manager
could create as many agents as the user wishes. Fig. 1 shows how agents created
by users go through the overall marketplace and what they do. The commerce
flow in Jangter goes as follows.

1. Agents can be created at the users’ will by incorporating enough information
and intention such as description of goods, maximum or minimum price, due
date for the deal and negotiation strategy. Most of these personalized profile
parameters can be reused later for other goods if the users keep all other
options except goods description. As soon as agents are created, they move
to the agent mart. This step is called ”Listen and Depart”.

2. When agents arrive to the agent mart, they are dispatched to the appropriate
meeting rooms where they meet agent companions who have similar goods
to buy or sell. The category manager and room managers do dispatching.
This step is called ”Match and Dispatch”.
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Fig. 1. Agent Flow in Jangter

3. In the meeting room, agents can start the negotiation with other agents or
can suggest the list of potential agents valuable to negotiation to their user.
This step depends on the user’s intention that is set initially to the agent. If
users wanted to have suggestion list, the agent notify the list to their user.
This is called ”Look and Suggest”.

4. The negotiation starts among the agents in the room or the agents selected by
the user from the suggestion list. If the successful negotiation takes place, the
next step is to make a deal and notify the users. The user can interact at this
time also in order to confirm the final decision. We discuss this mechanism
called ”Negotiate and Determine” in detail in Section 5.

5. Through the commerce flow in Jangter, the reputation mechanism is used
for providing users more safe transaction and for attracting more users who
may be hesitating because of the trust problems.

3 Matching Process

For supporting ”Match and Dispatch” step in which agents find their counterpart
easily, Jangter provides the following components as seen in Fig. 2.
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Fig. 2. Conceptual Design for Matching-Agent Module

Category floor is the logical workplace for agents to trade the special type of
products. One category floor is composed of several rooms. Each category floor
has attributes to describe the product. Room is the actual trading place. Agents
who want to trade create rooms. The room has some attributes describing the
trading conditions. Therefore room means candidate filtering. There is a special
type of room named ’waiting room’ in which selling agents wait for matched
buying agents. Category manager has the ability to guide the coming agent to
the proper category floor. Category manager manages a list of Category floors.
Room manager has a list of rooms and sends agents to proper rooms. If there is
no proper room for an agent, it creates a new one. Attributes can be classified
into ’category attributes’ and ’condition attributes’. Category attributes describe
the product type traded by agents in the category floor. Condition attributes
specify the product that agents want to buy or sell.

To select the candidate agents, the system takes the following steps.

1. Before the trade starts, a market should be created. In Jangter model, the
market is represented by the category floor. Thus category manager creates
new category floor to start trading. Attribute notations - category attributes
and condition attributes - are defined when the category floor is created.
These attributes are the ontology for agents. After the category floor is
created, it registers the category attributes to the category manager and
propagete these attributes to personal agents managers.
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2. After a category floor is created, it waits for agents to come together. Agents
can find a proper market through category manager. Category manager in-
forms the agent of the category floor information.

3. For real trade, a room is created as for the request of the buying agent. Room
manager takes charge of creating, managing and assigning rooms. So there
should be one room manager for each category floor. When selling agent
comes into the category floor, it communicates with the room manager first,
registers its condition attributes and waits for a buying agent who is in the
waiting room or comes afterward. If there are already rooms for the selling
agent, it comes into the rooms. Buying agents also communicates with the
room manager when they come into the category floor. Room manger takes
an action either to create new room or to guide buying agent to a proper
room. If there is a room for the buying agent to trade products, then it
recommends that room. Otherwise, it creates a new room. In the room,
buying agents and selling agents start trading.

There are several benefits to use the above room system architecture for
matching agents. The first one is to solve the ontology problem. When creating
category floor, ontology describing the category floor is defined and propagated
to personal agent manager. Thus all components in the system share the same
ontologies. The second is that the computational complexity can be reduced.
Search space for each agent to find its counterparts and make a deal can be
minimized by using category floor and rooms. In the room, there are all agents
in the system concerning the product. The third advantage is easy extensibility
to the distributed system because it is natural to create each category floors on
different hosts. When the category manager is requested for new room, it finds
a host which has less system load and creates category floor on that host. If the
host has many category floors or high system load, some category floor on that
host move to another and notify the category manager of the change. With this
architecture, the system can use resources efficiently.

4 Negotiation

Price negotiation is a primary concern on agent-mediated electronic commerce.
This section proposes a model for price negotiation between agents. The model
describes what is input parameters, how to generate a negotiation plan and how
to do negotiation process. Before delegation of price negotiation to an agent, user
has to set some parameters. The followings are input parameters in our model.

– Minimum desired price, Maximum desired price, Desired date to sell or buy
the item by:

– Exploration period: Deal is not allowed but price investigation is allowed
during the period. For example, 30% of desired date or more than 20 times
price query with another agents could be the exploration period.

– Desired successful deal rate: A internal price line is a proper price range
generated by the agent. The inclination of this line can be changed depending
on the desired successful deal rate.
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PL(x,t) = ( (max(P(x,t) -min(P(x,t0(x)))
/ (tn(x)-t) ) * (t-tn(x))  + max(P(x,t1(x))

t0(a) t1(a) tn(a) time

Max(P(a,t1(a)))

Min(P(a,t1(a)))

Min(P(a,t0(a)))

Max(P(a,t0(a)))

Max(P(b,t1(b)))

Min(P(b,t1(b)))

Min(P(b,t0(b)))

Max(P(b,t0(b)))

PL(a,t1(a))

PL(b,t1(b))

Fig. 3. Price Determination Process

– A ratio of price to condition: This parameter permits to consider not only the
price but also product’s other conditions in negotiation. Agent can convert
degree of satisfaction on optional condition to a value. The value influences
price strategy by moving internal price line up or down in parallel.

– Mandatory conditions: Conditions to be filtered by a room manager before
negotiation. (e.g. more than 30 MB Hard Disk, used within 3 years, need
high reputation).

– Optional conditions: User can enter some optional conditions (e.g. more than
1DiskDrive, High quality product).

– Auction allowed: If answer is ’Yes’ then agent can join the possible auction
deal with a lowest price extracted during exploration period.
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Buying agent A determines price as follows:

1. Investigate Market Price.
Agent A generates price line PL(a, t0(a)) using minimum desired price, max-
imum desired price and deadline which are entered by owner of agent A
at t0(a). Agent A collects public price information which contains current
price at time t0(a) and slope of internal price line at time t0(a) from selling
agents. In addition, agent A reconstructs each ’internal price line without
any bound’ from information gathered. At the time, agent A doesn’t know
any selling agent’s private information such as minimum desired price, max-
imum desired price and dead line but just current price and price trend at
time t0. Because internal price line of any agents change as time goes, Agent
A doesn’t predict buyer agent’s internal price line at any time. Agent A in-
duces a set of estimated price from own PL(a,t0(a)) and internal price line
without bound gathered from any buyer agent. Estimated price is a cross
point between each internal price lines of two agents. The set of estimated
price represents the market price of an item for agent A.

2. Determine the Price Strategy Using the Result of the Previous Step.
Choose the minimum and the maximum from the set of estimated price.
Then compute internal price line PL(a, t1(a)) as
(max(P (a, t) − min(P (a, t0(a)))/(tn(a) − t)) ∗ (t − tn(a)) + max(P (a, t1(a))
The first graph in Fig. 3 shows a shape of internal price line. Note that the
price line depends on time.

3. Select the Lowest Price Offered from Buying Agents.
Begin negotiation using internal price line PL(a, t1(a)) with buying agents
in turn by increasing sorted price. At that time, a value representing degree
of user satisfaction about optional conditions is applied to the PL(a, t1(a)).
The value varies by each buying agent. If another agent give a better price
before contract with an agent, the agent gets priority at making a contract.
The third graph in Fig. 3 shows point of price determination.

Selling Agent can determine the price as Buying agent does. You can find
an example of internal price shape of a selling agent B at the second graph in
Fig. 3.

In the view of user, the user can control rate of successful deal and select
various price strategies freely. And the user can apply both price and condition
to own price strategy intuitively. Also agent can recommend new strategy using
user preference and user feedback to make agent more smart. On the point
of market, this proposed price model unifies price models of auction market,
classified ad market and stock market. This means user can access to any kind
of market with just same input parameters. Using this price model, users can
change their price strategy dynamically according to market status.

5 Reputation Mechanism

One of the problems in electronic commerce is how they can trust each other
who are participating in the trade. And much of the dissatisfactions after trading
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occur when one cannot get proper products and services in time. In real trading
systems, there are post-operations that one can cancel the trade or send it back
to the seller if he has proper reason. But it is essential to know the exact degree of
trust of the sellers/buyers who are the candidate of trade to make a satisfactory
trade. Nowadays user can rate his counterparts in commercial auction system
such as ’eBay’ [2] or ’onSale’ [9]. But there can be problems in the above systems.
First, one can easily change or renew one’s identity in the system. Second there
can be fake transactions between two participants who promise to rate each
other highly in advance.

In Jangter system, we will show the considering conditions for electronic
commerce and propose the reputation mechanism. We add the new property,
reputation, in order to rate counterparts correctly. Reputation is a measure of
trust of participant. We can believe that one who has high reputation will deliver
the proper products and service in proper time. The following conditions must
be considered for new reputation mechanism

1. The reputation of non-trusted agent can be lower than that of beginner. And
one should not change his identity or renew it.

2. Rating of the one whose reputation is high should be considered much impor-
tantly than that of the one whose reputation is low.

3. The value of the product in trading is an important factor in reputation.
4. For a number of ratings between each pair, the last rating is the real rating

(It prevents fake transaction).
5. Recent rating should be treated importantly.
6. Buyer will purchase the products and service to get as much profit as possible.

And buyer will not purchase them with a loss.
7. There should be a reputation administrator (RA) in the system that manages

reputations of all agents in the system.

In Jangter system, we propose a reputation mechanism as Fig 4 in order to
solve the above 7 problems.

Considering the above reputation mechanism, we have selected the utility of
agent. The utility function is used in Economics and can be adapted to check the
benefit of the trade. The system administrator should set 3 system constants,
which are decreasing factor (Df), α and β. Decreasing factor is used to reduce
the effect of the previous rating so that system can count for the recent rating.
Users only rate the trading whether they are satisfied with the trade. The other
variables are determined by the system, which are evaluation of trade products
and services, utility, and the reputation of each joining the trade. Buyers and
sellers rate each other for each pair. So there can be an n by m matrix for n
buyers and m sellers (personal reputation matrix). If there is no trade between
buyer k and seller p, the value of row k and column p should be n/a. RA also
keeps this matrix and updates it. α and β are the weight factors of general and
personal reputations.

To evaluate the proposed reputation mechanism, we simulate it. The result of
the simulation can be found in [12]. In that simulation, we make some portion of
non-trusted agents. (0.5%, 1%,5%,10%) After lots of trades, reputations of those
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Utility of Agent for each transaction (Ui)
= F(reasonable price, trading price)
= reasonable price(Pr) - trading price(Pt)

// Utility = difference between worth of achieving a goal
// and the price paid in achieving it

Rating(Wi) = the rating value which the counterpart evaluates the trade
= { -1, -0.5, 0, 0.5, 1}

Df = decreasing factor (0 < Df ≤ 1)
θ(Rother

i ) = projection of reputation of the rating agent
( M : the mean, δ : the standard variation)

0.1 if Rother
i < M − 2δ

0.2 if Rother
i < M − δ

0.4 if Rother
i < M

0.5 if Rother
i = M

0.6 if Rother
i < M + δ

0.8 if Rother
i < M + 2δ

0.9 otherwise

Rt = reputation value for one identity, public reputation
=

∑
(Ri ∗ Df) + Rc

// join the decreasing factor to the reputation mechanism
Rc = Wi ∗ Ui ∗ θ(Rother

i )
// join the rating agent’s reputation to reputation mechanism

(Rt = Rc, if t=1)

if Ui < 0 then stop trading
// making utility function

else
if Wi ≥ 0 then // rating = 1, 0.5, -0.5, -1 and 0 for no response

Ui = (Pr − Pt) ∗ Wi = F ∗ Wi

else
Ui = Pt ∗ Wi

Reputation of Agent = α ∗ Rt + β ∗ Rp

(Rp : personal reputation, 0 ≤ α, β ≤ 1)

Fig. 4. Reputation algorithm
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agents are below zero. Below zero means the sign of non-trusted participant. As
we know from the result of the simulation, the proposed reputation mechanism
can represent the real world very well. Therefore we can use this reputation value
in matching, negotiation and recommendation steps.

6 Implementation

In this chapter, we will show the implementation architecture for Jangter system,
agent marketplace. To satisfy the proposing agent market model, agent should
have the structure in Fig 5.

Fig. 5. Agent Architecture Fig. 6. Inter Agent communica-
tion

Agent is composed of user interface, brain and knowledge repository, ser-
vices, agent communication module and agent platform. Using user interface,
agents interacts with user. Its Brain and knowledge repository replace human
intelligence. Services replace human actions. Agent can communicates with other
agents using agent communication module. Agents work on agent platform. You
can see the inter-agent communication diagram in Fig. 6. Agents communicate
to achieve their objects on the service level. Using JavaVM, we distribute agents
in real time. Agents operate in meeting room, facilitator office and broker office
[12]. This distributed agent marketplace architecture ensures the extensibility
and the security. For example, control agent creates sub markets dynamically
according to the number of agents

7 Conclusion

We have proposed an agent-based marketplace model, Jangter, having concrete
architecture and performable mechanisms including matching, negotiation, and
reputation. The main contribution of this research can be summarized as fol-
lows: First, we proposed a sophisticated agent-based marketplace model where
the agents are able to interact with other agents. They can perform their user’s
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order for getting the best deal. Second, the matching mechanism using floor and
room concept makes it possible to build a totally scalable marketplace depend-
ing on the market size. Third, we suggested the automated negotiation mecha-
nism and various strategies applicable. This mechanism contains various types
of user’s commerce tastes and the methods serving as a strategic gauge when
doing automated negotiation. Fourth, the users hesitation of the electronic com-
merce due to the unsafe trust could be solved by using the reputation mechanism
proposed in Jangter.

We are currently implementing Jangter prototype on top of JVM. We need
to experiment on the real world’s system with this model in order to prove the
effectiveness and the adaptability. While the Jangter model is designed in the
context of consumer to consumer electronic commerce model, we believe that it
can be applied in business to consumer model with a slight extension.
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Abstract. Bid evaluation in a multi-agent automated contracting en-
vironment presents a challenging search problem. We introduce a multi-
criterion, anytime bid evaluation strategy that incorporates cost, task
coverage, temporal feasibility, and risk estimation into a simulated an-
nealing framework. We report on an experimental evaluation using a set
of increasingly informed search heuristics within simulated annealing.
The results show that excess focus on improvement leads to faster im-
provement early on, at the cost of a lower likelihood of finding a solution
that satisfies all the constraints. The most successful approach used a
combination of random and focused bid selection methods, along with
pruning and repeated restarts.

1 Introduction

The University of Minnesota’s MAGNET (Multi-Agent Negotiation Testbed)
system is an innovative agent-based approach to complex contracting and supply-
chain management problems. The MAGNET system [7] comprises a set of agents
who negotiate with each other through a market infrastructure using a finite,
leveled-commitment protocol [22]. It is designed to support the execution of
complex plans among a population of independent, autonomous, heterogeneous,
self-interested agents. We call this activity Plan Execution By Contracting.

Plan Execution by Contracting is designed to extend the applicability of
agent negotiation to new domains, where schedules for production and delivery
affect the cost and feasibility of services and products, and where monitoring the
performance of task execution is an essential part of the process. This is especially
important for domains such as logistics, dynamic planning and scheduling, and
coordination of supply-chain management with production scheduling, where
what is important is flexibility, ease of use, quality, performance, as opposed to
just cost [13].

In general, a MAGNET agent has three basic functions: planning, negotia-
tion, and execution monitoring. Within the scope of a negotiation, we distinguish
between two agent roles, the Customer and the Supplier. A Customer is an agent

A. Moukas, C. Sierra, and F. Ygge (Eds.): AMEC’99, LNAI 1788, pp. 113–130, 2000.
c© Springer-Verlag Berlin Heidelberg 2000
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who has a goal to satisfy, and needs resources outside its direct control in order
to achieve its goal. The goal may have a value that varies over time. A Supplier is
an agent who has resources and who, in response to a Request for Quotes (RFQ),
may offer to provide resources or services, for specified prices, over specified time
periods. Once the Customer agent receives bids, it must decide which bids to
select by solving both bid-allocation and temporal feasibility constraints, while
attempting to minimize cost and risk.

We have developed a highly tunable anytime search [2], based on a simu-
lated annealing [18] framework with a set of modular selectors and evaluators.
Given that the time allocated to search will seldom be sufficient to explore a
significant fraction of the search space, we must find an appropriate tradeoff be-
tween systematic optimization and random exploratory behavior. We describe
here a set of experiments using our bid selection algorithm and characterize its
performance on a variety of problems.

This paper is organized as follows. We describe our study on bid selection
in Section 2, and the experimental setup in Section 3. In Section 4 we present
our empirical results on the performance of the various bid-selection strategies.
Section 5 covers the background and related work. Section 6 describes our con-
clusions and suggestions for future work related to this problem.

2 Agent Interactions and Time Allocation

The negotiation portion of the MAGNET protocol is a finite 3-step process that
begins when a Customer agent issues a RFQ. The RFQ specifies a set of tasks
that must be performed, along with time and precedence constraints. Suppliers
may reply with bids, and the Customer accepts the bids it chooses with bid-
accept messages.
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Supplier deliberates

Fig. 1. Agent Interaction Timeline

The timeline in Figure 1 shows an abstract view of the progress of a single
negotiation. At the beginning of the process, the Customer agent must allocate
time to deliberation for its own planning, for supplier bid preparation, and for
its own bid evaluation. In general, it is expected that bid prices will be lower if
suppliers have more time to prepare bids, and more time and schedule flexibility
in the execution phase. On the other hand, the Customer’s ability to find a good
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set of bids is dependent on the time allocated to bid evaluation, as we shall
see. Since the Customer’s goal is time-sensitive, the negotiation process requires
Customer and Suppliers to agree on the times for execution of tasks, and time
factors can affect the cost of execution.

For each task listed in the RFQ the following must be specified:

– a time window, consisting of an earliest start time tes(s) and a latest finish
time tlf (s), for each task s,

– a set of precedence relationships for the task.

Our contracting protocol allows Supplier agents to bid on combinations of
items (possibly including a discount or a premium for accepting the whole bid),
and assumes exclusive OR bids, which means that when multiple bids on com-
binations of tasks are submitted by the same agent, at most one of them can
be accepted. Each bid represents an offer to execute some subset of the tasks
specified in the RFQ. Each bid b includes:
– the overall bid price,
– the set of tasks. For each task s it includes:

• the time window, that consists of early start tbes(s), and late finish tblf (s),
• the duration durationb(s),
• the individual price priceb(s) for the task.

The difference between the overall bid price and the sum of the individual
task prices is referred to as the discount or the premium of the combination.

The semantics of a bid is that the Supplier agent is willing to perform task
s for the bid price priceb(s) starting at any time ts(s) within the time window
specified in the bid as long as the task is completed before the late finish, i.e.
tbes(s) ≤ ts(s) ≤ tblf (s)−durationb(s), and finishing at time ts(s)+durationb(s).
It is a requirement of the protocol that the time parameters in a bid are within
the time windows specified in the RFQ.

The Customer agent’s objective is to maximize utility, which requires mini-
mizing cost and risk of not accomplishing the goal. To determine which bids (or
parts of bids) to accept, the Customer agent considers coverage (we assume that
there is no point in accomplishing only a part of the goal), temporal feasibility
(the time windows for tasks must allow to compose them in a feasible schedule),
cost, and risk. Risk factors include elements such as availability of suppliers,
supplier reliability, profit margin, expected cost of recovering from supplier de-
commitment or delay, loss of value if the end date is delayed, cost of plan failure.
MAGNET agents have to assess their own preferences and risk tolerance, as
described more in detail in [5].

Once the Customer has selected the optimal set of bids (or parts thereof) the
resulting task assignment forms the basis of an initial schedule for the execution
of the tasks. The execution may involve additional negotiations over schedule
adjustments, and in some cases may require repeating the bidding cycle if a
supplier decommits or if a delay in completing some task forces other tasks to
go outside the time windows agreed between Customer and Supplier. We will not
cover the execution process here, we will limit our presentation to the selection
of bids.
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3 Experimental Setup

The experimental setup includes three main components: a MAGNET Server
as described in [7], a Customer agent that requests and evaluates bids, and a
Supplier agent that generates and submits bids. The bid evaluation process is
instrumented to measure the rate of improvement for various search strategies.
Random variable seeds are controlled to ensure that different search strategies
are presented with exactly the same problems.

3.1 Customer Agent: Construct and Issue a Request for Quotes

The Customer agent starts with a set of tasks with their precedence relations,
and constructs and issues a RFQ.

We assume the agent has general knowledge of normal durations of tasks,
which can be obtained from the MAGNET market infrastructure [7]. The Cus-
tomer agent schedules tasks using expected durations, and computes early start
and late finish times using the Critical Path (CPM) algorithm [14].

The Critical Path algorithm walks the directed graph of tasks and prece-
dence constraints, forward from the start time t0 to compute the earliest start
tes(s) and finish tef (s) times for each task s, and then backward from time tgoal
to compute the latest finish tlf (s) and start tls(s) times for each task s. The
minimum duration of the entire plan, defined as max(tef (s)) − t0, is called the
makespan of the plan.

The difference between tgoal and the latest early finish time is called the total
slack of the plan. If tgoal is set equal to t0 + makespan , then the total slack is
0, and all tasks for which tef (s) = tlf (s) are called critical tasks. Paths in the
graph through critical tasks are called critical paths.

The tradeoff between minimizing plan duration and attracting usable bids
from suppliers affects how slack should be set. Slack is important in determin-
ing the expected schedule risk, which is associated, among other things, with
constraint-tightness.

In order to allow for variability in actual task durations, to allow suppliers
some degree of flexibility in their resource scheduling, and to take advantage
of lower-than-expected task durations, the specified start and finish times are
relaxed from their expected values. For example, in the set of experiments de-
scribed in Section 4.1, we relax the time windows by 40%. This amount has been
shown to give a good balance between supplier flexibility and the need of the
Customer agent to be able to compose feasible plans [6]. We do this by setting
tgoal as discussed above, reducing the task durations to 60% of their expected
values, and re-running the CPM algorithm on the task graph.

Figure 2 shows in Gantt chart form how such a plan would be specified by
a Customer. In the example, each of the tasks has an expected duration of 1.0,
and the plan has an overall slack of 10%, giving a target finish time of 3.3. The
time windows in the RFQ are specified with task durations of 0.6. The arrows
show precedence relationships, and the extension bars show per-task slack. Task
2 is labeled to show the early start, early finish, and late finish times.
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Fig. 2. Plan as specified by Customer

3.2 Supplier Agent: Generate Bids

The Supplier agent is a test agent that masquerades as an entire community of
suppliers. Each time a new RFQ is announced, the Supplier agent attempts to
generate some number of bids.

Bids are generated for random sets of contiguous tasks within the RFQ.
Task durations are randomly distributed around the expected value used by the
Customer, and the time windows are randomly set to be smaller than the time
windows specified in the RFQ and larger than the computed durations. Because
of this, arbitrary combinations of bids frequently generate infeasible schedules.
Full details on the bid generation process are given in [6].

3.3 Customer Agent: Evaluate Bids

Once the bidding deadline is past, the Customer evaluates the set of bids in an
attempt to find a combination that provides coverage of all tasks, allows for a
feasible schedule, and minimizes a combination of cost and risk. Since bids are
exclusive OR (when multiple bids are submitted by the same agent, only one
of them can be accepted) for each bid the Customer has the option of selecting
which parts of the bid (if any) to accept.

The evaluator uses a generalized simulated annealing [18] search as described
below. Nodes are kept in an ordered queue of fixed maximum length (the beam
width), sorted by the node’s value. The node value is computed as shown in step
2.4 in the algorithm. The value is a combination of factors and includes a risk
component. Intuitively, whenever accepting a task from a bid will increase the
probability of missing the goal deadline, or of missing the latest start time tlsi(s)
for tasks already selected, the risk increases.

The simulated-annealing framework is characterized by two elements, the
annealing temperature T which is periodically reduced by a factor ε, and the
stochastic node-selection procedure. The algorithm is outlined here below.
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1. Initialize Search:
1.1 Pre-process bids: For each task generate a list of the bids that include

the task and its average bid price.
1.2 Coverage test: If any task has no bids, exit (coverage cannot be achieved).
1.3 Single bid test: If any task has a single bid, then the bid must be part

of any solution. The bid might contain one or more tasks. Create node(s)
that map the bid, compute their value V , and add them to the queue.

1.4 Initialize queue: If there were no singletons then create a node mapping
all tasks to no bids, and add it to the queue.

1.5 Set initial annealing temperature.
2. While not timeout and improving do:

2.1 Select a node N for expansion:
Select a random number R = Vmin − T ln(1 − r)(Vmax − Vmin), where
– r is a random number uniformly distributed between 0 and 1,
– T is the current annealing temperature, and
– Vi is the value of node i in the queue. Nodes in the queue are sorted

by increasing values, Vmin is the value of the first node.
Choose node N as the last node in the queue such that VN ≤ R

2.2 Select a bid B:
Discard all bids that appear on the tabu list of N.
Discard all bids that have already been used to expand N.
Choose a bid according to the current bid selection policy.

2.3 Expand node N with bid B, producing node N ′:
For each task mapped by bid B that was already mapped to bid B′,
remove bid B′.
If B′ was a singleton bid, abandon the expansion.
Add B to the expansions-tried list of node N .
Copy the tabu list of node N into node N ′ and add bid B in front.
Truncate the tabu list in node N ′ to the tabu size limit.

2.4 Evaluate node N’:
VN = CostN + RiskN + FeasN + CovN . where
– CostN is the sum of bid prices (uncovered tasks are assigned an

average price),
– RiskN is the expected cost of recovering from plan failure, times a

weighting factor.
– FeasN is the weighted sum of schedule overlaps.
– CovN is the number of tasks that are not mapped to a bid, times a

weighting factor.
2.5 Update best-node statistics.
2.6 Adjust the annealing temperature T.

3. Return the best node found.

The following bid-selection methods, used in Step 2.2 of the algorithm, have
been implemented and tested. Note that the feasibility and cost improvement
methods have significant complexity costs associated with them.
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Random Bid, Random Bid Component: Choose a bid or a bid component
at random, and attempt to add it to the node. The ratio of bids to bid
components is adjustable. This method is fast (O(1)) and promotes general
exploration of the search space.

Coverage Improvement: Choose a bid or bid component that covers a task
that is not mapped in the node. The probability of choosing a bid component
is equal to the coverage factor of the node. This method is also O(1) if the
set of unmapped tasks and the set of bids per task is stored.

Feasibility Improvement: The mapping is scanned to find tasks s that have
negative slack, i.e. tasks such that tbes(s) + duration(s) > tblf (s). Of those,
the tasks that are constrained by their bids rather than by predecessors or
successors could be moved in a direction that would relieve the negative
slack. They are sorted by their potential to reduce infeasibility, and saved.
The untried bid or bid component with the highest potential to reduce in-
feasibility is chosen. Note that when a bid is chosen, there is no guarantee
that it will not introduce other infeasibilities. The complexity of this method
is O(xy), where x is the total number of tasks and y is the number of tasks
in the mapping that meet the above improvement criteria, incurred once the
first time a node is subjected to feasibility improvement, and O(z), where z
is the number of bids that could potentially be mapped to a task, each time
a feasibility improvement is attempted on a node.

Cost Improvement: Choose the (untried) bid or bid component that is re-
sponsible for the maximum positive deviation from the average price, and
replace it with a lower-priced bid that covers at least the task with the high-
est positive cost deviation. The first time this method is applied to a node,
it has a complexity of O(xy + z), where x is the number of bids mapped to
a node, y is the number of tasks in a bid, and z is the number of potential
bids per task. Subsequent expansions of the same node by this method incur
a complexity of only O(z).

These selectors can be composed together and used to generate focused im-
provement for a given node. The following selectors were used in our experiments:

Random: The random selector described above.
FeasCov: If the node is infeasible, use the feasibility improvement selector;

otherwise if it is not fully covered, use the coverage improvement selector;
otherwise use the random selector.

CostFeasCov: If the cost of the covered portion of the node is above average,
attempt to reduce its cost; otherwise use the FeasCov selector.

Combined: Run the Random selector as long as it produces improvement, then
switch to Feasibility Improvement until that fails to produce improvement,
then switch back to Random, then to Coverage Improvement, then back to
Random, then to CostFeasCov, and finally back to Random.
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4 Experimental Results

We describe three different experiments that we have carried out in the process
of developing and characterizing the bid evaluation search. The results give us
confidence that the bid evaluation problem can be solved for reasonably large
problems using the simulated annealing approach.

4.1 Comparing Systematic and Stochastic Search

Our first experimental goal was to determine how well the simulated annealing
search performed with respect to a known optimal reference. For that purpose, we
constructed an alternate search engine that generates all feasible combinations of
bids and bid components in order to be guaranteed of finding optimal solutions.
Because of bid overlap and feasibility issues, no more efficient method is known
that will provide such a guarantee. Its structure is similar to the method reported
in [23] with the addition of a feasibility test.

The test problem for this experiment is necessarily small, because of the long
run times of the systematic search engine. We generated 20 random problems
with 10 tasks and 11 bids each. The “branch factor” that controls the density of
precedence relationships was 2.4, and the average bid size was 2.72 tasks. Overall
schedule slack was set to 1.4, and task durations were set to 70% of expected
values to open up the time windows in the RFQ.

The summary data for this experiment is in Table 1. Solutions (feasible map-
pings that covered all tasks) were found for 9 out of the 20 problems. The others
either lacked coverage (in 7 of the 20 runs there was at least one task for which
no bid was submitted) or no feasible combinations existed (4 cases). The node
counts and solution evaluations are the mean for the cases where solutions were
found. The data for the Stochastic 1 and Stochastic 3 trials are normalized to
account for the missing solution. The four trials used identical plans and bid
sets.

Table 1. Systematic and Stochastic Results

Systematic Stochastic 1 Stochastic 2 Stochastic 3
Nodes Generated 115480 2171 2205 1323
Covered & Feasible 46916 435 448 219
Best Solution Eval. 7960 8073 7998 8073
Solutions Found 9 8 9 8
Run Time (min.) 242 9.8 9.4 6.2

The search engine parameters were set up as follows:

Systematic: Systematic search with problem setup as described above.
Stochastic 1: Simulated-annealing search, initial temperature 0.35, reduced

by 0.95 every 100 iterations, patience factor (number of iterations without
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improvement) 100. The stopping criterion for the stochastic search is either
timeout (no timeout was used in this trial) or failure to improve for a number
of iterations

n ≥ patienceFactor ln(taskCount) ln(bidCount )

where taskCount is the number of tasks in the plan, and bidCount is the
number of bids being considered. The bid selector is the Combined selector,
as described in the previous section.

Stochastic 2: Setup as in Stochastic 1, except that a uniqueness test is added
to prevent identical nodes from being evaluated and added to the search
queue.

Stochastic 3: Setup as in Stochastic 2, except that the patience factor was
reduced to 50.

The conclusion is that the simulated-annealing search engine performs well,
with solution quality within 2% of the systematic search at radically reduced
run times. It is also clear that it needs to be tuned to avoid missing solutions.

4.2 Comparing Bid Selectors

In the second study, we are comparing the random bid selector with the more
“focused” bid selectors. We are interested in both the ability to find solutions,
and in the rate of improvement. The latter attribute is important for setting time
limits in an anytime search. The results show that the more focused methods
alone are ineffective, even if used with high annealing temperatures. The best
results were obtained by combining random and focused methods. The Combined
selector outperforms all the others. It seems that excess focus on improvement
leads to faster improvement early on, at the cost of a lower likelihood of finding
a solution that satisfies all constraints.

In order to probe a range of problem complexity factors, we ran the Random,
Cov, FeasCov, and Combined selectors against two different problem types of the
same size but different levels of complexity. Both of them contain 50 tasks and
100 bidders, and all are generated with the same random number sequences.
Total slack is 10%, and task durations are set to 60% of their expected values to
relax time windows in the RFQ. In the small-bid problem, the average bid size
(number of tasks included in a discounted bid) is 5, and in the large-bid problem,
the average bid size is 15. Earlier work [23] has shown that this difference has
a significant impact on the search difficulty due to the greater probability of
overlap among bids.

Figure 3 shows the improvement curves for the four bid selectors on the small-
bid problem, and Figure 4 shows improvement curves for the same selectors on
the large-bid problem. Error bars show σ√

n
where σ is the standard deviation

across runs, and n is the number of runs. The Combined selector clearly gives
the best overall performance, both in terms of solution quality and in terms of
consistency.
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Fig. 3. Improvement curves for the small-bid problem. Averages are shown for
20 runs.
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Fig. 4. Improvement curves for the large-bid problem. Averages are shown for
20 runs.
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Table 2 shows the number of acceptable assignments found for the small-bid
and large-bid problems. The table shows how effective the four selectors were
at finding solutions that satisfied all constraints. The actual number of such
solutions is not known. Again, we see the advantage of the Combined selector,
which uses random selection to generate sets of candidates, and then switches
to more focused selectors to clean up.

Table 2. Solutions Found

Selector small-bid problem large-bid problem

Random 2 2
Cov 3 0
FeasCov 2 0
Combined 6 1
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Fig. 5. Improvement curves for two different annealing temperatures.

In Figure 5, we explore the effect of raising the annealing temperature on
the performance of the selectors. The experiments described earlier were all run
with an initial annealing temperature of 0.3. We see that raising the annealing
temperature does not improve performance, and the focused selectors do not
perform any better at higher temperatures.
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4.3 Improving Search Results

The third series of experiments is an attempt to improve the performance of
the Simulated Annealing search in terms of its ability to find solutions. In the
previous experiment we were concerned with the rate of improvement, but only
a few of the problems were actually solved. This happened because the prob-
lems generated by the given test conditions had few solutions, but could also
indicate that the search method was ineffective. In this experiment, we modify
the problem parameters to increase the number of problems that have solutions,
and we try several modifications to the search procedure in an attempt to find
a combination that performs well across a range of problem characteristics.

In this experiment we use four problem sets that vary in two dimensions.
The branch factor is the average number of precedence relationships per task in
the plan. The bid size is the average number of tasks per bid. In the problem
setup, the branch factor is controlled directly, while the bid size is controlled
indirectly through the probability that the bidder will follow a precedence link
when composing a bid. This behavior produces bids that are primarily composed
of tasks that are contiguous, connected by precedence relations. Each problem
set consists of 50 problems, 40 tasks/problem, and 90 bidders. Overall schedule
slack is set to 40%, and task durations are set to 80% of their expected values.

Because of the way resource availability is simulated, not all bidders will
bid on each problem. Because of our random approach to bid generation, there
is no guarantee that bids will be generated for all tasks in a particular plan.
Problems for which a full set of bids is generated are called covered. Among the
covered problems, it is not known how many actually have feasible solutions. We
call the problems sets p-b-, p-b+, p+b-, and p+b+, to indicate low-precedence –
small-bid, low-precedence – large-bid, etc. Their statistics are given in Table 3.

Table 3. Problem Sets

Problem type p-b- p-b+ p+b- p+b+
Branch factor 2.4 2.4 4.0 4.0
Mean bid size 11.79 20.93 11.95 19.62

Number of bids 88.68 88.62 87.72 87.92
Number covered 29 37 45 49

Preliminary experiments showed that four specific modifications to the search
procedure had the potential to improve the ability to find solutions. We will
show that, under the stated experimental conditions, the combination of all four
performed better than any three of them. The modifications are:

1. A “variable-temperature” bid selector uses the current annealing temper-
ature to adjust the amount of randomness in bid selection. At the initial
temperature T0, bid selection is completely random. As the temperature
changes, coverage improvement is attempted with a probability of (1 − T

T0
).
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2. Infeasible nodes are pruned from the search space rather than being left in
for improvement. The intent is to improve the probability that a given node
can be extended into a solution. Since feasibility checking is part of the node
evaluation process, there is essentially no extra cost for this test.

3. Non-unique nodes are pruned from the search space. Because of the exclusive-
or nature of bid combination, non-unique nodes can be produced by many
paths, and the standard method of using tabu lists and preventing repeated
identical expansions to a given node are not strong enough to prevent non-
unique nodes from being produced. The cost for uniqueness checking is linear
in the number of tasks in the plan.

4. The search is repeated multiple times, each time clearing out the queue and
increasing the “patience factor” by some amount (10% in these tests). A
maximum of 9 restarts is allowed. Once a solution is found, one additional
restart is permitted in an attempt to further optimize the result.

We ran 5 tests on each of four problem sets, 50 runs per test, for a total of
2000 runs. In each test, we are interested in the following:

– significant differences in search effort as evidenced by the number of nodes
generated,

– significant differences in the number of problems solved, and
– significant differences in the evaluation scores of the solutions found.

The criterion for significant difference will be a probability of the null hy-
pothesis (no difference, or in some cases no improvement) of less than 5% using a
paired-sample t-test. Note that the normal-distribution assumption of the t-test
may not be satisfied. We will evaluate the criteria on each problem type, and on
the composite of all four types. When looking for difference, we use the 2-tail
criterion, and when looking for specific improvement we use the 1-tail criterion

The tests conditions are:

1. Baseline: The ”variable-temp, adaptive restart” baseline, containing all the
elements described above.

2. Random: As 1, but replace the variable-temp selector with a purely random
selector. We expect to see higher search effort.

3. Infeasible: As 1, but do not filter out infeasible nodes. We expect to find
fewer solutions.

4. Non-unique: As 1, but do not filter out non-unique nodes. We expect to
find fewer solutions.

5. Early Stop: As 1, but do not run the extra restart after a solution is found.
We expect to see lower search effort and poorer optimization performance.

The next three tables give the mean results for search effort, problem-solving
ability, and optimization performance for each of the five test conditions and for
each of the problem types. We also combine the results from the four problem
types into a ”composite” problem type. Where a significant difference is found,
we give the probability of the null hypothesis and indicate whether it is a one-tail
or two-tail probability.
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Table 4. Search Effort (mean number of nodes generated)

p-b- p-b+ p+b- p+b+ composite

baseline 4803 4827 7195 6600 6036
random 8237 6850 10172 9779 8933

p1T < .01 p1T < .01 p1T < .01 p1T < .01 p1T < .01
infeasible 8751 6697 4898 4899 5999

p2T < .01 p2T < .01 p2T < .01 p2T < .01 –
non-unique 5974 3510 7822 6466 6491

– – – – –
early stop 4864 3713 5794 5385 5019

– p1T < .05 p1T < .05 p1T < .05 p1T < .01

We see from Table 4 that the use of the random selector drives up search
effort, while the elimination of the extra restart drives search effort down. This
is what we expected.

In Table 5 the first row is simply the number of problems for which bid
coverage is achieved. There is no guarantee that all covered problems actually
have feasible solutions, although only one problem, in the p-b- set, was not
solved by any method. This data set shows that the pruning of infeasible nodes
has a dramatic impact on the problem-solving capability of the search, while the
pruning of non-unique nodes has a small but significant impact. The use of the
purely random bid selector also had a negative impact on problem-solving, but
it is only significant when the results of all four problem sets is combined.

Table 5. Problem Solving (number of problems solved)

p-b- p-b+ p+b- p+b+ composite
maximum 29 37 45 49 160

baseline 28 37 44 49 158
random 26 37 39 47 149

– – – – p2T < .01
infeasible 15 24 23 22 84

p1T < .01 p1T < .01 p1T < .01 p1T < .01 p1T < .01
non-unique 27 37 39 48 151

– – p1T < .05 – p1T < .01
early stop 28 37 43 49 157

– – – – –

Finally, in Table 6 we see the results for the optimization performance of
the various approaches. The improvement afforded by running an extra round
of search is surprisingly small; the reduction in solution quality for the “early
stop” case is only significant when data from all problem types is combined. The
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use of the purely random selector yields a slight improvement in quality, and the
pruning of non-unique nodes is shown to improve quality slightly.

Table 6. Solution Quality (mean evaluation score)

p-b- p-b+ p+b- p+b+ composite

baseline 35236 31886 27691 25902 29539
random 32683 30729 26524 24569 28032

p2T < .05 – – – p2T < .01
infeasible 32326 31318 29318 24740 29280

– – – p2T < .05 –
non-unique 34878 32564 30237 26982 30593

– – p2T < .05 – p2T < .05
early stop 34758 32654 29510 27299 30503

– – – – p2T < .05

All hypotheses are confirmed, at least in the composite case. Note that the
evaluation score data in Table 6 are only approximately comparable, since for
each comparison the analysis must compare scores only for problems that both
methods solved. Some interesting results can be observed:

– The random method is clearly more costly, and is a poorer solver, but when
it succeeds it produces slightly better solutions.

– The extra restart appears to have a rather high cost in terms of search effort
for a small but significant improvement in solution quality.

– The filtering of infeasible nodes appears to have a positive impact on search
effort when the density of precedence relations is low, but a negative impact
when the density is high. On the other hand, this is the factor that appears
to have the largest impact on problem-solving ability.

5 Related Work

Markets play an essential role in the economy [1], and market-based architectures
are a popular choice for multiple agents (see, for instance, [4,19,24,26] and our
own MAGMA architecture [25]). Most market architectures limit the interactions
of agents to manual negotiations, direct agent-to-agent negotiation [22,8], or
some form of auction [27].

Auctions are becoming the predominant mechanism for agent-mediated elec-
tronic commerce [11]. AuctionBot [27] and eMEDIATOR [21] are among the
most well known examples of multi-agent auction systems. They use economics
principles to model the interactions of multiple agents. Auctions are not the
most appropriate mechanism for the business-to-business transactions we are
interested in, where scheduling plays a major role, and where reputation and
maintaining long term business relations are often more important than cost.
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The determination of winners of combinatorial auctions [16] is hard. Dynamic
programming [20] works well for small sets of bids, but does not scale and imposes
significant restrictions on the bids. Shoham [9] produces optimal allocations for
OR-bids with dummy items by cleverly pruning the search space. Sandholm [21]
uses an anytime algorithm to produce optimal allocations for a more general
class of bids, that includes XOR and OR-XOR bids. The major difference is
that in the cases studied for combinatorial auctions bid allocation is determined
solely by cost. Our setting is more general, MAGNET agents have the ensure
the scheduling feasibility of the bids they accept. Finding a set of bids that has
minimal cost but is not feasible (i.e. no feasible schedule for the bids exists) is
of no use.

We have chosen to use a simulated annealing framework for bid evaluation.
Since the introduction of iterative sampling [15], a strategy that randomly ex-
plores different paths in a search tree, there have been numerous attempts to
improve search performance by using randomization. Randomization has been
shown to be useful in reducing the unpredictability in the running time of com-
plete search algorithms [10].

A variety of methods that combine randomization with heuristics have been
proposed, such as Least Discrepancy Search [12], heuristic-biased stochastic sam-
pling [3], and stochastic procedures for generating feasible schedules [17], just to
name a few. The algorithm we presented is based on simulated annealing, and as
such combines the advantages of heuristically guided search with some random
search. Our experimental results show that additional benefit can be obtained
by using domain-specific heuristics when deciding how to expand a node. This
combined with the basic simulated annealing framework produces good results
in a short time frame.

6 Conclusions and Future Work

Bid evaluation in the MAGNET automated contracting environment is a diffi-
cult optimizing search problem that must be performed within a predetermined
amount of time. Ignoring the use of individual bid components, in our experiment
there are approximately 1014 bid combinations that could be tested.

We have chosen a simulated annealing framework to drive broad exploration
of the search space. For this to be effective, it is necessary to set a number
of parameters, including the beam width, annealing temperature and rate, and
penalty factors, to avoid placing large potential barriers around the solutions.
Eventually, we hope to be able to use problem metrics to set these parameters
on the fly.

We have presented a bid evaluation process for automated contracting that
incorporates cost, task coverage, temporal feasibility, and risk estimation, and we
have provided, using this evaluation process, an empirical study of the tradeoffs
between focus and ultimate success on this large, multicriterion search problem.
Time constraints dictate that only a tiny fraction of the search space can be
explored, and local minima abound. The best results were obtained with a com-
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bination of random and informed bid selection methods, along with pruning of
infeasible and duplicate nodes and repeated restarts of the search.

This work raises several interesting questions for future research. Work is
required to develop a clear understanding of how the various tuning parameters
should be adjusted in accordance with problem parameters. An ideal tuning
would reduce the incidence and size of local minima, and minimize potential
barriers around usable solutions. At a higher level, the scheduling of planning
time, bid preparation time, bid evaluation time, and execution time needs to be
driven by knowledge of the relative contributions of each of those components
to overall solution quality.
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Abstract. Market-based mechanisms such as auctions are being studied as an
appropriate means for resource allocation in distributed and multiagent decision
problems. When agents value resources in combination rather than in isolation,
one generally relies on combinatorial auctions where agents bid for resource bun-
dles, or simultaneous auctions for all resources. We develop a different model,
where agents bid for required resources sequentially. This model has the advan-
tage that it can be applied in settings where combinatorial and simultaneous mod-
els are infeasible (e.g., when resources are made available at different points in
time by different parties), as well as certain benefits in settings where combi-
natorial models are applicable. We develop a dynamic programming model for
agents to compute bidding policies based on estimated distributions over prices.
We also describe how these distributions are updated to provide a learning model
for bidding behavior.

1 Introduction

A great deal of attention has been paid to the development of appropriate models and
protocols for the interaction of agents in distributed and multiagent systems (MASs).
Often agents need access to specific resources to pursue their objectives, but the needs
of one agent may conflict with those of another. A number of market-based approaches
have been proposed as a means to deal with the resource allocation and related problems
in MASs [5, 21].

Of particular interest are auction mechanisms, where each agent bids for a resource
according to some protocol, and the allocation and price for the resource are determined
by specific rules [13]. Auctions have a number of desirable properties as a means for
coordinating activities, including minimizing the communication between agents and,
in some cases, guaranteeing Pareto efficient outcomes [13, 21].

An agent often requires several resources before pursuing a particular course of
action. Obtaining one resource without another—for example, being allocated trucks
without fuel or drivers, or processing time on a machine without skilled labor to operate
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for the Allocation of Resources with Complementarities,” Proc. Sixteenth Intl. Joint Conf. on
AI, Stockholm, pp.527–534 (1999).
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it—makes that resource worthless. When resources exhibit such complementarities, it
is unknown whether simple selling mechanisms can lead to efficient outcomes [21,
1]. Moreover, groups of resources are often substitutable: obtaining the bundle needed
to pursue one course of action can lower the value of obtaining another, or render it
worthless. For instance, once trucks and drivers are obtained for transporting material
in an optimal fashion, helicopters and pilots lose any value they may have had.

Two methods for dealing with complementarities have been studied: simultaneous
auctions for multiple goods [1, 17]; and combinatorial auctions in which agents submit
bids for resource bundles [16, 18, 19, 9, 21]. Specific models sometimes deal (possibly
implicitly) with substitution effects, and sometimes not. In this paper, we explore a
model that combines features of both simultaneous and combinatorial auctions. Our
sequential auctions model supposes that the set of resources of interest are auctioned
in sequence. Agents bid for resources in a specific, known order, and can choose how
much (and whether) to bid for a resource depending on past successes, failures, prices,
and so on.

Our model has several advantages over standard combinatorial and simultaneous
models. The chief benefit of such a model is that it can be applied in situations where
combinatorial and simultaneous models cannot. Specifically, when multiple sellers of-
fer various resources of interest, or when the resources are sold at different points in
time, one does not have the luxury of setting up either combinatorial or simultaneous
auctions. As such, our model is suitable for agents who are required to interact with
multiple suppliers over time. Even in settings where combinatorial models can be ap-
plied, there may be some advantages to using a sequential model. Unlike combinatorial
models, our model relieves the (computational) burden of determining a final allocation
from the seller, effectively distributing computation among the buyers (as in the simul-
taneous case); note that determining an optimal allocation that maximizes the seller’s
revenue is NP-hard [18]. Our sequential model also has the advantage that buyers are
not required to reveal information about their valuations for specific resource bundles
that they do not obtain. Furthermore, it has greater flexibility in that agents can enter
and leave the market without forcing recomputation of entire allocations. In contrast
to simultaneous models, agents in the sequential model may lessen their exposure. If
an agent does not obtain a certain resource early in the sequence, it need not expose
itself by bidding on complementary resources occurring later in the sequence. Agents
are typically bidding in a state of greater knowledge in the sequential model, at least
in later stages; however, in earlier stages agents may have lesser information than they
would in a simultaneous model.

One difficulty that arises in the sequential model is how an agent computes bids for
individual resources (the same difficulty arises in simultaneous models). An agent has
a valuation for a particular resource bundle , but has no independent
assignment of value to the individual resources.1 While auction theory can tell us how
an agent should bid as a function of its valuation of resource for specific auction
mechanisms, in our setting no such valuation exists. If is worth , how is an agent
to “distribute the value” among the resources in order to compute bids?

1 In fact, we will assume that several bundles can be valued, with possible overlap. This accounts
for possible substitution effects.
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In this paper, we develop a dynamic programming algorithm for doing just this. We
assume that each agent has a probabilistic estimate of the size of the maximum bids for
each resource (excluding its own). It can then compute a bidding policy that maximizes
its expected utility, and apply this policy as dictated by its initial endowment. Bids for
resources early in the sequence are computed as a function of the odds of being able to
obtain their complements and substitutes, while bids for later resources are conditioned
on the resources obtained early in the sequence.

We also interested in adaptive bidding behavior, and to this end investigate a re-
peated sequential auction model in which agents repeatedly bid for the same resources
over time. We consider the problem of estimating the probability distributions over
maximal bids in this repeated scenario. If agents persistently find themselves requiring
resources to pursue their aims, we want them to learn which resources they will be able
to obtain and which they will not. This is related to recently proposed learning models
for auctions [11, 12], though our focus is on learning prices and the effect this has on
the valuation of individual resources in bundles.

The problem we study is part of a more general research program designed to study
the impact of specific resource allocation schemes on the solution of sequential multia-
gent decision problems. We motivate the problem studied here as follows. We suppose
that a number of agents have certain tasks and objectives to pursue, and for any ob-
jective there may exist a number of potential courses of action that are more or less
suitable. For instance, an agent may construct a policy for a Markov decision process
[15, 2], from which it can determine the value of various courses of action, their likeli-
hood of success, and so on. Any specific course of action will require certain resources,
say, bundle , whose value can be determined as a function of the expected value of
that course of action (and the expected value of alternative courses of action). As such,
we suppose each bundle has an associated value and that the agent will use
only one bundle (the one associated with the highest-valued course of action among
those bundles it possesses). It is from these valuations that the agent must determine its
bidding policy for individual resources. This is the problem considered here.

Ultimately, the decision problem we hope to study is far more complex. Determin-
ing appropriate courses of action will depend on perceived probability of obtaining
requisite resources, uncertainty in that course of action, alternatives available and so
on. We envision very sophisticated reasoning emerging regarding the interaction bid-
ding behavior and “base-level” action choice (in the MDP), such as taking a few critical
steps along a specific course of action before deciding to enter the market for the cor-
responding resources (e.g., perhaps because this policy is fraught with uncertainty). We
also foresee interesting interactions with other coordination and communication proto-
cols.

In Section 2 we describe the basic sequential bidding model. We note a number of
dimensions along which our basic model can vary, though we will focus only on spe-
cific instantiations of the model for expository reasons. We describe our dynamic pro-
gramming model for constructing bidding policies in Section 3. We also describe the
motivation for using the specific model proposed here instead of using explicit equi-
librium computation. We discuss repeated sequential auctions in Section 4, focusing
on the problem of highest-bid estimation. In Section 5 we describe some preliminary
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experimental results. These reflect the impact that different prior beliefs and different
degrees of contention have on the dynamics of multi-round auctions and the quality of
the resulting allocations over time. We conclude in Section 6 with discussion of future
research directions.

While bidding strategies for sequential auctions would seem to be an issue worthy
of study, there appears to have been little research focused on this issue. What work
exists (see, e.g., [8, 10]) tends to focus the seller’s point of view—for example, will
simultaneous or sequential sales maximize revenue—and does not address the types of
complementarities we consider here. Generally, existing work assumes that single items
are of interest to the buyer.

2 Basic Model

We assume we have a finite collection of agents, all of whom require resources from a
pool of resources . We denote by the subset , ,
with by convention. We describe the quantities relevant to a specific agent

below, assuming that these quantities are defined for each agent. Agent can use
exactly one bundle of resources from a set of possible bundles:

. We denote by the set of useful resources for our agent.
Agent has a positive valuation for each resource bundle . Suppose

the holdings of , , are those resources it is able to obtain. The value of
these holdings is given by ; that is, the agent will
be able to use the resource bundle with maximal value from among those it holds in
entirety, with the others going unused. This is consistent with our interpretation given
in Section 1 where resource bundles correspond to alternative plans for achieving some
objective (though other value combinators can be accommodated).

The resources will be auctioned sequentially in a commonly known order: without
loss of generality, we assume that this ordering is . We use to denote
the auction for . We refer to the sequence of auctions as a round of
auctions. There may be a single round, some (definite or indefinite) finite numbers of
rounds, or an infinite number of rounds.

Supposing for the moment only one round, we assume that agent is given an
initial endowment which it can use to obtain resources. At the end of the round, has
holdings and dollars remaining from its endowment.2 We assume that the utility
of being in such a state at the end of the round is given by , where
is some function attaching utility to the unused portion of the endowment. Other utility
functions could be considered within this framework.

There are a wide range of options one could consider when instantiating this frame-
work. We define a specific model here, but list the options that could be explored. We
develop the algorithms in this paper for the specific model, but where appropriate, in-
dicate how they should be modified for other design choices. The main design choices
are:

2 If speculation or reselling is allowed, there is the possibility that , depending on the
interaction protocols we allow. We will mention this possibility below, but we will examine
only protocols that disallow it.
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– What auction mechanism is used for the auctions ?
– What rules are instituted for reselling or speculation?
– What information is revealed to the agents? When?
– What information do agents have when a round begins?

We assume that the individual auctions will be first-price, sealed-bid—each agent
will provide a single bid and the highest bidder will be awarded the resource for the
price bid. We adopt this model because of the ease with which it fits with our approach
to bid computation; however, we believe our model could be adapted for other auction
protocols. We also assume that bids are discrete (integer-valued); but we do describe
the appropriate amendments to deal with continuous bids. Agents, once obtaining a
resource, cannot resell that resource to another agent. This, of course, means that an
agent may obtain one resource , but later be unable to obtain a complementary re-
source , essentially being “stuck” with a useless resource . We do this primarily
for simplicity, though in certain settings this assumption may be realistic. We are cur-
rently exploring more sophisticated models where agents can “put back” resources for
re-auctioning, or possibly resell resources directly to other agents.

Each agent is told the winning price at the end of the each auction (and whether it
was the winner). We could suppose that no information (other than winning or losing) is
provided, that the distribution over bids is announced, or that the bids of specific individ-
uals are made public; our assumption seems compatible with the first-price, sealed-bid
model. However, different information about possible bids would influence the belief
update method we describe in Section 4.

Finally, agent believes that the highest bid that will be made for resource , ex-
cluding any bid that might itself offer, is drawn from some unknown distribution

. Because bids are integer-valued, this unknown distribution is a multinomial over a
non-negative, bounded range of integers.3 To represent ’s uncertainty over the param-
eters of this distribution, we assume has a prior probability distribution over the
space of bid distributions. Agent models as a Dirichlet distribution with param-
eters [6], where is the (estimated) maximum possible bid for . We
elaborate on this probability model in Sections 3 and 4.

We make two remarks on this model. First, if the space of possible bids is continu-
ous, a suitable continuous PDF (e.g., Gaussian) could be used to model bid distributions
and the uncertainty about the parameters of this PDF. More questionable is the implicit
assumption that bids for different resources are uncorrelated. By having distributions

rather than a joint distribution over all bids, agent is reasoning as if the bids for
different resources are independent. When resources exhibit complementarities, this is
unlikely to be the case. For instance, if someone bids up the price of some resource

(e.g., trucks), they may subsequently bid up the price of complementary resource
(e.g., fuel or drivers). If agent does not admit a model that can capture such corre-
lations, it may make poor bids for certain resources. Again, we make this assumption
primarily for ease of exposition. Admitting correlations does not fundamentally change
the nature of the algorithms to follow, though it does raise interesting modeling and
computational issues (see Section 4).

3 We assume that a bound can be placed on the highest bid.
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3 Computing Bids by Dynamic Programming

In this section we focus on the decisions facing an agent in a single round of auctions.
A key decision facing an agent at the start of a round is how much to bid for each
resource that makes up part of a useful bundle . In standard single item auctions (e.g.,
first/second-price, sealed bid) rational agents with an assessment of the valuations of
other agents can compute bids with maximum expected utility [13]. For example, in
first-price, sealed bid auctions, an agent should bid an amount below its true valuation,
where this amount is given by its beliefs about the valuations of others.

Unfortunately, the same reasoning cannot be applied to our sequential setting, since
individual resources cannot be assessed a well-defined valuation. For instance, if bundle

has valuation , how should agent apportion this value over the two
resources? Intuitively, if there is a greater demand for , a larger “portion” of the value
should be allotted for bidding in the first auction rather than the second. If the agent fails
to obtain , the value of goes to zero (ignoring other bundles). In contrast, should

obtain , it is likely that the agent should offer a substantial bid for , approaching
the valuation , since the price paid for is essentially a “sunk cost.” Of course, if
the agent expects this high price to be required, it should probably not have bid for
in the first place. Finally, the interaction with other bundles requires the agent to reason
about the relative likelihood of obtaining any specific bundle for an acceptable price,
and to focus attention on the most promising bundles.

3.1 The Dynamic Programming Model

These considerations suggest that the process by which an agent computes bids should
not be one of assigning value to individual resources, but rather one of constructing a
bidding policy by which its bid for any resource is conditioned on the outcome of events
earlier in the round. The sequential nature of the bidding process means that it can be
viewed as a standard sequential decision problem under uncertainty. Specifically, the
problem faced by agent can be modeled as a fully observable Markov decision process
(MDP) [15, 2]. The computation of an optimal bidding policy can be implemented using
a standard stochastic dynamic programming algorithm such as value iteration.

We emphasize that agents are computing optimal bids, not true valuations for indi-
vidual resources. Thus issues involving revelation of truthful values for resources are
not directly relevant (but see Section 4 on multiple rounds).

We assume the decision problem is broken into stages, stages at which
bidding decisions must be made, and a terminal stage at the end of the round. We use a
time index to refer to stages—time refers to the point at which auction
for is about to begin. The state of the decision problem for a specific agent at time

is given by two variables: , the subset of resources held by agent ;
and , the dollar amount (unspent endowment) available for future bidding. We write

to denote the state of ’s decision problem at time . Note that although we could
distinguish the state further according to which agents obtained which resources, these
distinctions are not relevant to the decision facing .4

4 This is true under the current assumptions, but may not be under different models; see below.
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The dynamics of the decision process can be characterized by ’s estimated tran-
sition distributions. Specifically, assuming that prices are drawn independently from

the stationary distributions , agent can predict the effect of any action (bid)
available to it. If agent is in state at stage , it can bid for with any
amount (for convenience we use a bid of to denote nonparticipation).
Letting denote the highest bid of other agents, if bids at time , it will transition

to state with probability and to with

.5

This does not form an MDP per se, since may be uncertain about the true distri-

bution , having only a Dirichlet distribution over the possible

parameters of . However, the expectation that the highest bid is is given by the
relative weight of parameter ; thus,

While the observation of the true winning bid can cause this estimated probability to
change (properly making this a partially observable MDP), the change cannot impact
future transition probability estimates or decisions: we have assumed that the high bid
probabilities are independent. Thus, treating this as a fully observable MDP with tran-
sition probabilities given by expected transition probabilities is sound.

The final piece of the MDP is a reward function . We simply associate a reward
of zero with all states at stages through , and assign reward to
every terminal state . A bidding policy is a mapping from states into ac-
tions: for each legal state , means that will bid for resource

. The value of policy at any state is the expected reward
obtained by executing . The expected value of given the

agent’s initial state is simply . An optimal bidding policy is any
that has maximal expected reward at every state. We compute the optimal policy using
value iteration [15], defining the value of states at stage using the value of states at
stage . Specifically, we set

and define, for each :

5 For expository purposes, the model assumes ties are won. Several rules can be used for ties;
none complicate the analysis.
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Given that is defined for all stage states, denotes the value of
bidding at state and acting optimally thereafter. denotes the optimal
value at state , while is the optimal bid.

Implementing value iteration requires that we enumerate, for each , all possible
stage states and compute the consequences of every feasible action at that state. This
can require substantial computational effort. While linear in the state and action spaces
(and in the number of stages ), the state and action spaces themselves are potentially
quite large. The number of possible states at stage could potentially consist of any
subset of resources together with any monetary component. The action set at a state
with monetary component has size . Fortunately, we can manage some of this
complexity using the following observations: first, never needs to bid for any resource
outside the useful set , so its state space (at stage ) is restricted to subsets of ;
and second, if a resource requires a complementary resource , , (that is, all
bundles containing also contain ), then we need never consider a state where has

but not .6 Reducing the impact of the number of possible bids is more difficult.
We can certainly restrict the state and action space to dollar values no greater than ’s
initial endowment . If the PDF is well-behaved (e.g., concave), pruning is possible:
e.g., once the expected value of a larger bids starts to decrease, search for a maximizing
bid can be halted.7

This dynamic programming model deals with the complementarities and substi-
tutability inherent in our resource model; no special devices are required. Furthermore,
it automatically deals with issues such as uncertainty, dynamic valuation, “sunk costs,”
and so on. Given stationary, uncorrelated bid distributions, the computed policy is opti-
mal.

3.2 Extensions of the Model

While the assumptions underlying our (single-round) model are often reasonable, there
are two assumptions that must be relaxed in certain settings: the requirement for discrete
bids and the prohibition of reselling or returning resources for resale. We are currently
exploring these relaxations.

Continuous bidding models are important for computational reasons. Though money
is not truly continuous, the increments that need to be considered generally render ex-
plicit value calculations for all discrete bids infeasible. Continuous function maximiza-
tion and manipulation techniques are often considerably more efficient than discrete
enumeration, and approximately optimal “integer” bids can usually be extracted. We
are currently exploring certain continuous models, specifically using parameterized bid
distributions (such as Gaussian and uniform distributions) and linear utility functions
(as described above). The key difficulty in extending value iteration is determining an
appropriate value function representation. While the maximization problem (over bids)
for a specific state is not difficult, we must represent as a function of the continuous

6 This reasoning extends to arbitrary subset complementarities.
7 If we move to a continuous action space, the value function representation and maximiza-

tion problems may become easier to manage for certain well-behaved classes of probability
distributions and utility functions (see Section 3.2 and [3]).
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state space. This function is linear (in ) at all states where the remaining endowment
is greater than the maximal worthwhile bid. But a different function representation is

needed for states with endowment less than the best bid. In [3], we present initial results
using piecewise linear representations of continuous value functions. The model and al-
gorithms explored in [3] allow various approximation schemes to be adopted as well,
making the computation of policies much more efficient, with often little impact on the
quality of the policies produced (and allowing error in expected value to be bounded.)

Reselling may be appropriate in many settings and can allow agents to bid more ag-
gressively with less risk. We are currently developing a simple model in which agents
are allowed, at the end of a round, to “put back” resources for re-auction that are not
needed (e.g., are not part of the agent’s max-valued complete bundle).8 Several dif-
ficulties arise in this setting, including the fact that agents may need to estimate the
probability that an unobtained resource may be returned for re-auction.

3.3 Equilibrium Computation

The model described above does not allow for strategic reasoning on the part of the
bidding agent. The agent takes the expected prices as given and does not attempt to
compute the impact of its bids on the behavior of other agents, how they might estimate
its behavior and respond, and so on; that is, no form of equilibrium is computed. Stan-
dard models in auction theory generally prescribe bidding strategies that are in Bayes-
Nash equilibrium: when each agent has beliefs about the types of other agents (i.e., how
each agent values the good for sale), and these beliefs are common knowledge, then
the agents’ bidding policies can be prescribed so that no agent has incentive to change
its policy.9 This, for instance, is the basis for prescribing the well-known strategies for
bidding in first and second-price auctions [20].

Our approach is much more “myopic.” There are several reasons for adopting such a
model rather than a full Bayes-Nash equilibrium model. First, equilibrium computation
is often infeasible, especially in a nontrivial sequential, multi-resource setting like ours.
Second, the information required on the part of each agent, namely a distribution over
the possible types of other agents, is incredibly complex—an agent type in this setting is
its set of valuations for all resource bundles, making the space of types unmanageable.
Finally, the common knowledge assumptions usually required for equilibrium analysis
are unlikely to hold in this setting.

We expect that the MDP model described here could be extended to allow for equi-
librium computation. Rather than do this, we consider an alternative, adaptive model
for bidding in which agents will adjust their estimates of prices—hence their bidding
policies—over time. Implicitly, agents learn how others value different resources, and
hopefully some type of “equilibrium” will emerge. We turn our attention to this process
of adaptation.

8 More complicated models that allow agents to put back resources during the round or resell
directly are also possible.

9 We use type here in the sense used in game theory for games with incomplete information [14].
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4 Repeated Auctions and Value Estimation

In certain domains, agents will repeatedly need resources drawn from some pool to pur-
sue ongoing objectives. We model this by assuming that the same resource collection
is auctioned repeatedly in rounds. While agents could compute a single bidding policy
and use it at every round, we would like agents to use the behavior they’ve observed
at earlier rounds to update their policies. Specifically, observed winning prices for re-
source auctions in the past can be used by an agent to update its estimate of the true
distribution of high bids for . Its bidding strategy at the next round can be based
on the updated distributions.

If each agent updates its bidding policy based on past price observations, the prices
observed at earlier rounds may not be reflective of the prices that will obtain at the
next round. This means that the agents are learning based on observations drawn from
a nonstationary distribution. This setting is common in game theory, where agents react
to each others past behavior. Myopic learning models such as fictitious play [4] (de-
signed to learn strategy profiles) can be shown to converge to a stationary distribution
despite the initial nonstationarity. This type of learning model has been applied to re-
peated (single-item) auctions and shown to converge [11]. Our model is based on similar
intuitions—namely, that learning about prices will eventually converge to an acceptable
steady state. Hu and Wellman [12] also develop a related model for price learning in a
somewhat different context.

The advantage of a learning model is that agents can come to learn which resources
they can realistically obtain and focus their bidding on those. If agents and have
similar endowments and both equally value having either or , they may learn over
time not to compete for and ; instead they may learn to anticipate (implicitly,
through pricing) each other’s strategy and (implicitly) coordinate their activities, with
one pursuing and the other . If one agent has a greater endowment than another
(e.g., it may have higher priority objectives in a distributed planning environment), the
poorer agent should learn that it can’t compete and focus on less contentious (and per-
haps less valued) resources. Another important feature of learning models is that they
can be used to overcome biased or weak prior price assessments.

Given the form of the probabilistic model described in Section 3, an agent can up-
date its estimate of a bid distribution rather easily. Suppose agent has parameters

that characterize its distribution over the true distribution of high
bids for resource . After auction the winning bid is announced to each agent.10

If fails to win the resource, it should update these Dirichlet parameters by setting
to ; at the next round, its estimate that the highest bid will be is thus increased.
If wins resource for price , the only information it gets about the highest bid (ex-
cluding its own) is that it is less than . The Dirichlet parameters can then be updated
with an algorithm such as EM [7]. Roughly, the expectation step computes an update of
the parameters of the Dirichlet using current estimates to distribute the observation over
the parameters : each ( ) is increased by . The max-
imization step corresponds to the actual update followed by the substitution of these

10 Our model can accommodate both more (e.g., the bids of all agents) and less (e.g., only
whether an agent won or lost) revealed information about the auction outcome rather easily.
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parameters in . Whereas the EM algorithm requires an iteration of these two steps
until convergence, we performed this iteration about 10 times.11

In the specific probability model developed here, agents cannot profitably use this
updated estimate during the current round. Because prices are assumed independent,
learning about one price cannot influence an agent’s bidding strategy for other re-
sources.12 Thus the agent continues to implement the bidding policy computed at the
start of the round. The updated bid distributions are used prior to the start of the next
round of auctions to compute an new bidding policy.

As mentioned above, the price-independence assumption may be unrealistic. If
prices are correlated, the observed price of a resource can impact the estimated price
of another resource that will be available later in the round. Agents in this case should
revise their bidding policies to reflect this information. Two approaches can be used to
deal with correlations. First, agents can simply recompute their bidding policies during
a round based on earlier outcomes. An alternative is to model this directly within the
MDP itself: this entails making the MDP partially observable, which can cause compu-
tational difficulties.

One thing we do not consider is agents acting strategically within a round to influ-
ence prices at subsequent rounds. Agents are reasoning “myopically” within a specific
round. By formulating multi-round behavior as a sequential problem, we could have
agents attempting to manipulate prices for future gain. Our current model does not al-
low this.

5 Results

We now describe the results of applying this model to some simple resource allocation
problems. These illustrate interesting qualitative behavior such as adaptation and coor-
dination. We also explain why such behavior arises. In most examples we describe the
“performance” of the model under various initial conditions by measuring the alloca-
tion value or the social welfare of the outcome at a given auction round, and examining
how the allocation quality varies as a function of the number of rounds played. Our aim
is to show the dynamics of the adaptive bidding behavior in which agents engage.

As mentioned, we distinguish two measures of solution quality: by allocation value,
we simply refer to the sum of the values of the complete bundles obtained by all agents;
by social welfare, we refer to this allocation value plus the -discounted value of re-
maining endowments for each agent. By an optimal allocation for a given problem, we
mean the allocation of resources to agents with the highest allocation value. For a given
allocation, social welfare will be higher if agents have paid less for their resources.
is set at 0.5 unless stated otherwise. Except in the experiments studying the effects of
varying prior beliefs, agents beliefs about expected prices for any fixed good are set to

11 Preliminary experiments showed this to be sufficient.
12 With correlated prices, an agent could attempt to provide misleading information about its

valuation of one resource in order to secure a later resource at a cheaper price. This type of
deception, studied for identical item auctions in [10], cannot arise within a single round in our
current model, even if strategic reasoning is used.
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be a slightly increasing linear function of price (with slope . We will refer to this
later as “nearly-uniform priors.”

We often show results for a specific problem instance to clearly illustrate the dy-
namics of the agents’ behavior in repeated auctions; we also describe aggregate behav-
ior over a set of randomly drawn problems occasionally as well. However, we some-
times describe the procedure by which a “random” problem is drawn when showing
the results for one problem instance—in such cases, the instance described illustrates
“typical” behavior for problems drawn from this class.13

5.1 Adaptation

In this section, we describe a series of examples demonstrating the adaptive nature of
agent bidding behavior over multiple auction rounds. Agents will often learn to bid in
such a way that good or optimal allocations are obtained, and tend to learn to increase
social welfare by lowering the prices they pay.

Example 1. This simple, handcrafted, two-agent example illustrates the basic adap-
tation of the agents during the repeated rounds of the auction. There are two agents
whose optimal bundles are disjoint: requires (with value 20) or

(value 30), while requires (value 20) or
(value 30). Initially, because of the ordering of the auctions, both agents focus on the
smaller (and lower-valued) bundles. At the first round, obtains , while gets
“stuck” with , since outbid it for . The next round sees bid less for , and
more for (outbidding ). Since it obtains , because of its prior belief about the bid
needed to win , it does not attempt to bid for . But without , and with its estimated
prices for resources in lowered, now bids for and gets (its optimal bundle). Up
to the fourteenth round, one of the agents gets its best bundle and the other its second
best. At the fourteenth round, each gets its best bundle, and after the sixteenth round
the optimal allocation (the one with maximal allocation value) is reached each time:
the agents (more or less) “realize” that they need not compete. The agents do “hedge
their bets” and still keep bidding for resources , and . They also offer fairly high
bids for the nonconflicting resources, though these bids are reduced over time. Note that
had the agents received more detailed information about the prices offered by the other
agents for resources it won in a given round (e.g., if the auctions had been open-cry), the
prices for nonconflicting resources would have been lower (and lowered more quickly).

This first example shows that optimal allocations will emerge when agents are not in
direct competition. It also illustrates the following general behavioral phenomena that
occur in almost all examples:

1. Agents tend to bid more aggressively (initially) for resources in bundles of smaller
size, since the odds of getting all resources in a larger bundle are lower.

2. Agents tend to bid more aggressively for resources that occur later in the sequence.
Once an agent obtains all resources in a bundle but one, the last resource is very

13 The reason for focusing on individual instances is to illustrate phenomena that are present in
individual instances that would be blurred by averaging a number of instances.
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valuable (for example, in round 16 above, obtains by paying 1 for and ,
and 27 for ).

3. Agents tend to initially offer high bids for certain resources, and gradually lower
their bids over time (realizing slowly that there is no competition). For example,
reduces its bid for to 26 only at round 36. This is a consequence of the simple
priors and belief update rules we use, and the lack of information it obtains when
it wins the resource consistently: it is not told what the next highest bid is (it is
zero), and can only conclude that it was less than 27, making belief update slow.
The equivalent sample size of our priors also makes adjustment somewhat slow.
Domain-specific (more accurate) priors, or the use of exponential decay (or finite
histories) in price-estimation, would alleviate much of this slowness of response.

Example 2. In this example, we illustrate adaptation under conditions of resource con-
tention. There 100 resources and ten agents, each with one identical bundle and a ran-
domly drawn number of additional bundles (drawn from the normal distribution
and rounded to the nearest non-negative integer). Each bundle, including that common
to all agents, has two resources (with those in the extra bundles drawn uniformly from
the set of resources). The problem exhibits extreme contention since the highest-valued
bundle for each agent is the common bundle. Figure 1 illustrates the dynamics of a par-
ticular “typical” run, showing both allocation value and social welfare as a function of
the auction round. The optimal allocation for the specific example has value 146: the
agents very quickly reach an allocation value that is very near optimal. However, even
once this allocation is reached, the agents will slowly lower the prices they bid for the
resources they obtain, as illustrated by the fact that social welfare steadily increases.
This is due to the fact that each agent, when it wins its good, adjusts its price estimate
to reflect the fact that the highest bid among all other agents was lower than its own.
Although this is not illustrated here, this behavior will typically result in deviation from
the optimal allocation: once prices are lowered sufficiently, other agents can “sneak in”
and win a resource they had given up on. However, the resulting cycles of behavior
become exceedingly long, since agents’ price beliefs are harder to overturn later in the
sequence of rounds.

Example 3. Because agents are acting optimally with respect to their own value
functions—and are not interested in contributing to an optimal allocation or performing
any strategic reasoning—an agent may change its behavior once an optimal allocation
is reached in order to further its own interests. Apart from generally leading the final
allocation away from optimality, this behavior can often lead to a worse outcome for the
deviating agent, since a change in bid can cause other agents to change their behavior at
auctions occuring later in the round (this is a consequence of the lack of strategic rea-
soning). This can lead to cycling phenomenon as illustrated in this example, involving
ten agents and 24 resources. Each agent has a single highest-valued bundle, determined
as follows: the normal distribution is sampled four times, with the nearest
“resource” (labeled 1–24) added to the bundle (hence the bundle has four resources).
This procedure produces bundles for each of the ten agents that are likely to exhibit a
fair amount of contention. The agents also receive a random number of additional bun-
dles drawn from and a number of resources in each drawn from (with
the specific resources drawn uniformly).
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Fig. 1. Adaptive behavior over 50 auction rounds with direct competition for the highest-valued
bundle (10 agents, 100 resources)

Figure 2 shows the behavior (with respect to allocation value) of one typical ex-
ample produced by the above procedure. We see cycling occur for quite some time,
until sometime after round 60 when the system seems to converge on the optimal al-
location (with value 68). This example shows that, even if there is some contention,
if agents have lower-valued bundles with resources that are less contentious, they will
adapt their bidding behavior to obtain these bundles. As a consequence, good—or even
optimal—allocations generally emerge eventually.

5.2 Prior Beliefs

The next series of examples explore the effects that prior beliefs have on the final allo-
cations attained, how soon the system converges, and the value a single agent receives
over auction rounds. Specifically, we wish to examine the effect of having some or all of
the agents possess as prior beliefs those beliefs about prices they “would have learned”
had they been given our nearly-uniform priors and allowed to learn these prices.

The examples in this section involve ten agents and 24 resources: each agent has a
highest-valued bundle plus an average of two additional bundles; each bundle has an
average of four resources; and the highest-valued bundle is drawn from a normal distri-
bution of resources. Thus the set-up is much the same as in the preceding experiment.
Each of the examples was run using two different normal distributions for producing
the highest-valued bundles: a “more contentious” distribution with , and a “less
contentious” distribution with . For all agents, we set as the discount
rate for remaining endowment.
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Fig. 2. Widely varying behavior over 100 auction rounds with high contention (10 agents, 24
resources)

Example 4. In the first experiment, we set the priors of all but one agent to be nearly
uniform. The distinguished agent’s priors were set by having its -parameters set to
reflect the same relative weight as those the agent reached by learning—starting from
nearly-uniform priors—during a calibration run of 100 sequential auction rounds (in
an otherwise identical setup). In other words, the distinguished agent has prior beliefs
about expected prices that match those it would have learned had it been given the
same priors as everyone else. One difference is that the magnitude of the distinguished
agent’s -parameters are reduced so that its priors are of comparable equivalent sample
size with the priors of the other (nearly uniform) agents. This ensures that all agents are
“equally adaptive.” The calibration run is also used as a control run against which to
compare allocation quality.

For each of the two setups ( and ), tens runs were performed, with
each of the ten agents being the distinguished agent in one run. Over these 20 runs, the
distinguished agent reached the value it obtained in the control run 55% of the time, do-
ing worse 45% of the time. Hence the knowledge gained from the calibration run seems
to have little positive impact on an agent’s performance. This is hardly surprising for
two reasons. First, though the agent’s initial behavior is determined largely by its priors,
these priors will be overwhelmed rather quickly by contrary evidence about actual bids.
As a result, the effect on behavior of these priors is transient. Second, its priors change
its behavior, which can influence the behavior of the other agents. This means that what
it learned in the calibration run need not be relevant to the current run.

The allocation value (for all agents) was, on average, lower than in the correspond-
ing control runs. Figure 3 shows behavior in one instance of the setup with ,
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Fig. 3. The effect of fixing “previously learned” prior beliefs in a single highly-adaptive agent
over 100 auction rounds with high contention (10 agents, 24 resources).

illustrating the average (over the ten runs) allocation value over time in both the con-
trol and experimental cases. The value obtained when a distinguished agent tries to
“anticipate” learned prices is significantly lower than in the case where it retains a
nearly-uniform prior. This is also true for .

Example 5. This example is identical to the previous example with one exception: the
distinguished agent’s priors are exactly those beliefs it learned during the calibration
run of 100 auction rounds. Specifically, the -parameters are not reweighted to give
the agent an equivalent sample size identical to the other agents; rather they reflect
its experience over the 100 training rounds. This means that its beliefs are held quite
strongly, and individual price observations will not have as strong an influence on its
beliefs as in the earlier example; in other words, the distinguished agent is not very
adaptive. In this setting, the distinguished agent reaches the same value 95% of the time.
One reason for this may be that, since the agent’s beliefs are strong, it will consistently
offer the same bids, thus causing other agents to mold their behavior to its own.

Example 6. This example is similar to the previous one; in each run we have eight of the
ten agents having prior beliefs dictated by an earlier calibration run of 100 rounds, while
the remaining two agents have nearly-uniform priors. Ten runs were constructed for
each of and , with a different pair of agents starting with nearly-uniform
priors in each run. In 95% of the runs, the agents that started with the nearly-uniform
priors ended with the same value as in the corresponding control run, and generally
reached this value more quickly. This would appear to be a result of the fact that the
system is largely stable due to the majority of agents having stable beliefs. Hence,
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the two adaptive agents will quickly learn the prices that were “set” at the end of the
control round and adapt their behavior. Though the adaptive agents might conceivably
use the stationarity of the other agents to their advantage, the fact that the calibration
run “converged” means that they can gain no advantage by deviating from their ealier
behavior in the—otherwise they would have done so in the control round.

Since there are a large number of agents playing using the beliefs established in
the calibration run (which reached an optimal allocation), it is not surprising that near-
optimal allocations are reached much earlier than in the control run. Figure 4 shows
the allocation value of the control experiment and the average allocation value attained
in the ten runs using .
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Fig. 4. The effect of fixing “previously learned” prior beliefs in a majority of highly-nonadaptive
agents over 100 auction rounds with high contention (10 agents, 24 resources).

5.3 Contention

In this section we present several examples illustrating the impact of resource con-
tention, including how endowment size (or relative value of money) impacts the reso-
lution of resources, and how our approach behaves in a case where a price equilibrium
fails to exist due to resource contention.

Example 7. To examine the impact of various levels of resource contention, we ran
seven experiments in the expected level of contention was varied. We have ten agents,
30 resources, a mean of three bundles per agent, a mean of four resources per bundle,
all resources drawn uniformly to be placed in all but the highest-valued bundle. The
highest valued bundle was determined using a normal distribution over resources, as



148 Craig Boutilier et al.

described above; but in each of the seven runs, varied, ranging from (relatively high
odds of contention) to relatively low odds of contention (all other bundles were held
constant throughout the experiment). Remaining endowment is valued at (

). Figure 5 shows the average fraction of optimal allocation value attained during
the previous ten rounds over 100 rounds. (with the average and error bars based on
the seven different runs). After 70 rounds, the allocation attained is at least 82% of the
optimal value. Even with the high variance across different levels of contention, the
worst-case behavior is still quite good, with 73–75% of optimal being attained even at
early stages. Thus, even across varying levels of contention, the system tends to see its
performance improve over time.
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Fig. 5. Fraction of Optimal Value obtained in past 10 rounds: 10 agents, 30 resources. The error
bars show the variance over the 7 experiments.

Example 8. An interesting phenomenon emerges in a two-agent example of [21] that
has no price equilibrium: assume resources , , with valuing bundle at
6, and valuing either of , at 4. The agents have equal endowments. Though
there is no price equilibrium, in our adaptive protocol wins one of its bundles much
more frequently than . It bids for , and if it wins it need not bid for ; if it loses
it can outbid for (since has paid for ). experiments with and wins it
occasionally. gradually lowers its bid for and, since it does not model correlations
in prices, occasionally loses , allowing to get both and . When this occurs,
will quickly raise its bids and win one of the resources again. By modeling price cor-
relations, or estimating the requirements of , agent could guarantee that it obtains
one of its resources (see Section 6).
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Example 9. To observe the impact of endowment on the agents behavior we performed
the following experiment. We have 3 resources and 2 agents, each valuing at
10 and at 5, but differing in initial endowment: begins with 6, with 8. Initially,

gets the first (higher-valued) bundle (at prices 2 and 5) and the second (at price
3). By the fourth round, realizes that it can win with bids of 3 and 5. It spends
8 on , leaving to bid 4 for . These prices persist, with not bidding on

and eventually not bidding on or . This illustrates that agents with larger
endowments (or less relative value for money compared to bundles) have greater odds
of obtaining their most important bundles, leaving “poorer” agents to get what is left.14

We also studied the bidding behavior on randomly generated allocation problems.
Here we describe two sets of experiments. In problem set PS1, five allocation problems
were randomly generated with the following characteristics: four agents are competing
for 12 resources with an initial endowment of 30 each; each agent has a random number
of needed bundles (normally distributed with mean 4 and s.d. 1); each bundle contains
a random number of resources (normally distributed with mean 3 and s.d. 1, where the
resources are themselves drawn uniformly from the set of 12); and the value of each
bundle is random (normally distributed with mean 16 and s.d. 3). Problem set PS2 is
identical except there are five agents and the mean number of resources per bundles is 4:
hence problems in PS2 are more constrained, with more competition among the agents.
Typical behavior for one trial from PS2 (the more constrained problem set) is shown
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Fig. 6. Sample Behavior over 75 Auction Rounds: 5 agents (optimal allocation has value 69)

in Figure 6, which plots the the value of the allocations obtained at each round, as well
as the collective surplus. The agents find good allocations in this problem, reaching the
14 This last property is useful for teams if agents with higher priority objectives are given larger

endowments.
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(socially) optimal allocation (with value 69) at many of the rounds. On average, over
the 75 rounds, the allocation obtained has value 59 (85% of optimal). Note that once the
agents “find” a good allocation, they may not stick with it—generally such allocations
are not in equilibrium in the sequential game induced by a round of auctions. At the very
least, agents have a tendency to attempt to lower the prices they bid after consistently
winning a good, due to the lack of information about what other agents bid and how
they update their beliefs (as mentioned above). This itself can cause some instability.
The greater cause of instability however is the fact that a socially optimal allocation
does not generally make self-interested agents happy.

Other trials illustrate similar qualitative behavior. When comparing PS1 (the less
constrained problem set) to PS2 (the more constrained), we find that the allocations
in PS1 have value that is, on average, within 87% of the optimal, while with PS2,
allocations are within 80% of optimal. This suggests that for less constrained problems,
sequential auctions among self-interested agents can lead to allocations with higher
social welfare value. Given that agents “discover” many different allocations, one might
view sequential auctions as a heuristic search mechanism for combinatorial auctions. 15

However, we emphasize that the main goal of our model is to compute bidding policies
when combinatorial and simultaneous auctions are not possible.

6 Concluding Remarks

We have described a model for sequential auctioning of resources that exhibit comple-
mentarities for different agents and described a dynamic programming algorithm for
the computation of optimal bidding policies. We have also illustrated how price learn-
ing can be used to allow agents to adapt their bidding policies to those of other agents.
The sequential model can be applied in settings where combinatorial and simultane-
ous models are infeasible (e.g., when agents enter or leave markets over time, or when
agents require resources from multiple sellers). Preliminary results are encouraging and
suggest that desirable behavior often emerges.

We have suggested several possible extensions of the model, some of which we are
currently exploring. These include developing continuous bidding models, models with
reselling/return, incorporating correlated bid distributions and exploring the interactions
between decision theoretic planning and bidding for the resources needed to implement
plans and policies.

There are several more immediate directions we hope to pursue. One is the investi-
gation of models where prices are estimated with greater weight placed on more recent
prices. Along with correlated price distributions, the use of limited “opponent” models
may be helpful: by identifying which agents tend to need which resources, a bidder can
make more informed decisions. Additional revealed information about specific auctions
(such as who bid what amount) could also lead to more informed decisions. This infor-
mation may be appropriate in team situations, where distributed decision makers are
not directly in competition.

Apart from such myopic mechanisms, we would also like to develop a Bayes-Nash
equilibrium formulation of the sequential model, and study the extent to which myopic
15 This is reminiscent of the mechanism suggested in [9].
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models like our simple learning scheme approximate it. The conditions under which
our model converges to interesting allocations (socially optimal allocations, equilibria,
etc.) is also worthy of exploration. Other avenues to be considered are the development
of different auction ordering heuristics to maximize social welfare, seller’s revenue or
other objective criteria; and the development of generalization methods to speed up dy-
namic programming. We are also integrating the sequential auction model for resource
allocation into the general planning context described in Section 1.
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Abstract. As traditional commerce moves on-line more business trans-
actions will be mediated by software agents, and the ability of agent-
mediated electronic marketplaces to efficiently allocate resources will be
highly dependent on the complexity of the decision problems that agents
face; determined in part by the structure of the marketplace, resource
characteristics, and the nature of agents’ local problems. We compare
auction performance for agents that have hard local problems, and un-
certain values for goods. Perhaps an agent must solve a hard optimization
problem to value a good, or interact with a busy and expensive human
expert. Although auction design cannot simplify the valuation problem
itself, we show that good auction design can simplify meta-deliberation
– providing incentives for the “right” agents to deliberate for the “right”
amount of time. Empirical results for a particular cost-benefit model
of deliberation show that an ascending-price auction will often support
higher revenue and efficiency than other auction designs. The price pro-
vides agents with useful information about the value that other agents
hold for the good.

Keywords: Agent-mediated electronic commerce, valuation problem,
metadeliberation, auction theory.

1 Introduction

As traditional commerce moves on-line more business transactions will be me-
diated by software agents, and dynamically negotiated between multiple and
fluidly changing partners. The ability of agent-mediated electronic marketplaces
to efficiently allocate resources will be highly dependent on the complexity of the
decision problems that agents face; determined in part by the structure of the
marketplace, resource characteristics, and the nature of agents’ local problems.

While many of the costs that are associated with traditional auctions, such as
the cost of participation (making bids and watching the progress of an auction),
are unimportant in agent-mediated electronic auctions, the cost of valuation re-
mains important [17]. The value of a good is often uncertain, and an accurate
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valuation can require that an agent solves a hard optimization problem, or in-
teracts with a busy and expensive human expert. In fact, electronic markets
may make the valuation problem more difficult, because of mitigating factors
such as decreased aggregation, increased product differentiation, and increased
dynamics [1,4,5]. In this paper we compare auction performance for agents that
have hard local problems, and uncertain values for goods.

Just as careful market design can reduce the complexity of the bidding prob-
lem, for example by providing incentives for agents to reveal their true value for
a good [28], careful market design can also reduce the loss in efficiency that is
associated with agents that have hard valuation problems. Unlike the bidding
problem, market design can not simplify the valuation problem itself. However
market design can improve the quality of an agent’s decisions about when to
reason about the value of a good. A well structured marketplace can provide
information to enable the “right” agents to deliberate for the “right” amount of
time. Roughly, agents with high values should deliberate more than agents with
low values.

For example, consider a bidding agent that participates in an on-line auction
for a flight to Stockholm, initialized by a user with a lower bound v on value.
The user does not know her exact value for the flight, but finds it relatively
easy to bound her value. Although the agent can absorb the costs of monitoring
the auction and placing bids, the agent cannot easily refine the user’s value for
the flight. The value of non-standard and short-supply goods is often subjective,
and can depend on many factors that an agent cannot know. However, in an
ascending-price auction the agent can bid up to v, and then prompt the user
for a more accurate value. Compare this to a sealed-bid auction where the user
needs a priori information about the distribution of bids from other agents to
make a good decision about how much time to spend deliberating about her
value for the flight. The ascending-price auction provides dynamic information
on the value of other participants, and can enable the user to avoid deliberation
altogether – for example if the price increases above an upper bound on value.

We compare the performance of three market designs with agents that have
hard valuation problems: a posted-price sequential auction; a second-price sealed-
bid auction; and a first-price ascending-price auction [12]. In the posted-price
auction the seller offers the good at a fixed price to each agent in turn, and
does not sell the good if no agent accepts the price. The price is set dynamically
in the ascending- and sealed-bid auctions, and we allow the seller to optimize
the ask price for distributional information about the values of agents in the
posted-price auction.

In Section 2 we introduce a simple model for agents with hard valuation prob-
lems that allows the derivation of optimal expected-case metadeliberation and
bidding strategies for risk-neutral agents in each auction; we describe the opti-
mal strategies in Section 3. Section 4 presents empirical results from simulation,
comparing the efficiency and revenue in each auction for different numbers of
agents and different levels of local problem complexity. Finally we discuss related
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work in auction theory, artificial intelligence, and economics, before presenting
our conclusions.

2 The Valuation Problem

In standard auction theory agents either know their value for a good (private
values) or the value is common across all agents but unknown because of miss-
ing information (common-values) [12]. We model an auction with agents that
have private independent values for a good, but uncertainty about the value. We
believe that this model is especially relevant in on-line auctions, where agents
can have hard local problems (e.g. a manufacturing agent that bids for com-
ponents), or goods are non-standard and difficult to value (e.g. collectibles at
www.ebay.com). We assume that agents have an option to refine their value for
a cost. The cost is considered to represent the actual cost of consulting an ex-
pensive expert, or the cost that results from suboptimal or missed bids because
of lost deliberation about the value of goods in other marketplaces.

Conceptually, one can partition the decision problem of a bidding agent into
three sub-problems: metadeliberation, valuation, and bidding. The optimal bid-
ding strategy depends on the auction and an agent’s (possibly approximate)
solution to its valuation problem. The optimal metadeliberation strategy follows
from an analysis of an agent’s valuation problem and bidding strategy. An agent
bids only when it has decided to perform no more deliberation about the value
of the good.1 Previous models of agent-mediated markets have addressed the
complexity of the bidding problem, that is deciding on an optimal bid given the
value of a good, but largely ignored the valuation and metadeliberation problems
(although see [24,25]).

2.1 A Simple Theoretical Model

We propose a simple model for the valuation problem of an agent, that enables
the derivation of optimal metadeliberation and bidding strategies for agents
in each auction. The model matches some of the properties of standard algo-
rithmic techniques for solving hard optimization problems, such as Lagrangian
relaxation, depth-first search, and branch-and-bound. Furthermore, the model
supports a mode of interaction between people and software bidding agents that
is provided in some current on-line auctions [17]. We do not expect the valuation

1 In an alternative model agents do not explicitly solve the valuation problem, but
select a bidding strategy directly, based on the payoff from past bids [2]. It is often
useful to separate the valuation and bidding phases because: (a) there might be a
separation of skills/information – for example when a software agent bids for a person
that values the good; (b) in a business context, separation can enable a bidding agent
to leverage existing decision analysis tools and models for the valuation problem; (c)
in some markets (for example incentive compatible markets) the bidding problem is
trivial.
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problems and decision procedures of real agents (or real experts) to have char-
acteristics that match the precise assumptions (e.g. distributional assumptions)
of our model. However, we believe that the general results from our analysis will
hold in many real problem domains for agents with hard valuation problems.

Every agent i has an unknown true value vi for a good, and maintains a lower
bound v and upper bound v on its value, see Fig 1 (a). Agent i believes that its
true value is uniformly distributed between its bounds, v ∼ U(v, v). Given this
belief the expected value for the good is v̂ = (v + v)/2. As an agent deliberates
its bounds are refined and its belief about the value of the good changes, with
expected value v̂ converging to v over time.

Let Δ = v − v denote an agent’s current uncertainty about the value of
the good. Agents have a deliberation procedure that adjusts the bounds on
value, reducing uncertainty by a multiplicative factor α, where 0 < α < 1.
The new bounds are αΔ apart, and consistent with the current bounds (but
not necessarily adjusted symmetrically), see v′ and v′ in Fig 1 (a). For a small
α the uncertainty is reduced by a large amount, and we refer to (1 − α) as the
“computational effectiveness” of an agent’s deliberation procedure. Furthermore,
we model the new expected value v̂′ for the good after deliberation as uniformly
distributed v̂′ ∼ U(v+αΔ/2, v−αΔ/2), such that the new bounds are consistent
with the current bounds. After deliberation an agent believes the value of the
good is uniformly distributed between its new bounds. Agents incur a cost C for
each deliberation step, that we assume is constant for all steps, and independent
of the final outcome of the auction.

3 The Metadeliberation Problem

The metadeliberation problem is to determine how much deliberation to perform
before placing a bid. The decision is a tradeoff between reducing uncertainty
about the value of the good so that the bid is accurate, and avoiding the cost of
deliberation. An agent’s optimal metadeliberation strategy does depend on the
bids that other agents will make, even in incentive compatible auctions (unlike
an agent’s optimal bidding strategy).

Given our model of an agent’s valuation problem and decision procedure we
derive optimal metadeliberation strategies for agents within the general frame-
work of Russell and Wefald [22]. The key observation is that the value of delib-
eration is derived from the effect of deliberation on an agent’s bid. Deliberation
can only be worthwhile when: (1) it changes an agent’s bid; (2) the new bid has
greater expected utility than the old bid. For example, an agent should never
deliberate about its value for a good if its current upper bound on value is less
than the ask price, because further deliberation can never cause the agent to ac-
cept the price. Metadeliberation is hard because of uncertainty, about: the effect
of placing a bid b in an auction (this can depend on the bids of other agents); the
outcome of further deliberation (otherwise deliberation is unnecessary!), and the
value of goods. We describe normative metadeliberation strategies for agents in
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each auction below, but see [19] for derivations. We assume risk-neutral agents,
who receive utility vi − p for purchasing a good at price p.2

3.1 Second-Price Sealed-Bid

In a second-price sealed-bid (Vickrey) auction agents need distributional infor-
mation about the bids from other agents to make good metadeliberation deci-
sions. For example, if an agent does not have any information about the bids
from other agents it cannot know the probability of winning the auction with
a bid b, or its expected surplus if it wins (this depends on the second-highest
bid received). Uninformed agents are left to either follow a worst-case metade-
liberation strategy (don’t deliberate), a best-case strategy (that recommends
too much deliberation), or an ad-hoc strategy that makes implicit assumptions
about the bids from other agents. We do not consider the mechanism (for exam-
ple Bayesian learning) with which agents become informed, but provide agents
with approximately correct distributional information about the bids from other
agents.

Informed agents can follow expected-utility maximizing metadeliberation
strategies; agents compare the expected utility of placing an optimal bid after
deliberation with the expected utility of placing an optimal bid before delibera-
tion, given their beliefs about deliberation, the value of the good, and the bids
of other agents. The mapping from expected value v̂ to expected utility for an
agent’s optimal bid (b∗ = v̂) is non-linear, because an agent is more likely to win
the auction with a higher bid. Although an agent’s mean expected value v̂′ after
deliberation is equal to an agent’s expected value v̂ before deliberation, deliber-
ation can have positive utility because of this non-linear mapping. The number
of deliberation steps that an agent performs depends on the number of agents in
the auction, an agent’s current beliefs [v, v], and the computational effectiveness
and cost of its deliberation procedure. Agents with large uncertainty and high
expected values tend to deliberate more than other agents.

3.2 Posted-Price Sequential

In a posted-price sequential auction an agent that receives an ask-price p for
the good holds an exclusive offer until it accepts or rejects the price. The only
uncertainty in an agent’s metadeliberation problem is due to the agent’s own
uncertainty about the value of the good. There is no uncertainty from the actions
of other agents in the auction. Although agents that receive the offer can make
good metadeliberation decisions, the revenue and efficiency is often less than for
auctions that set the price dynamically.
2 The optimal bidding strategy for a risk-neutral agent with an uncertain value for

the good is “expected-value equivalent” to the optimal bidding strategy for an agent
that knows its value for the good. For example, when offered a good at a fixed price
p, an agent with beliefs [v, v] should buy the good for a price p < v̂. Similarly, in a
second-price sealed-bid auction an agent should bid v̂.
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The optimal expected-value metadeliberation and bidding strategy for an
agent that faces a fixed price p and has beliefs [v, v] is to deliberate while its
expected value v̂ is close to the ask price, and then accept a price p < v̂, and
reject the price otherwise, see Fig 1 (b). An agent deliberates while its expected
value v̂ is within γ∗Δ/2 of the price, for a threshold γ∗(α,C,Δ) that depends on
the computational effectiveness (1 − α) of its deliberation procedure, its cost C
for deliberation, and its current uncertainty Δ in value. The threshold decreases
as an agent deliberates, and eventually an agent will not deliberate for any ask
price (when γ∗ = 0).
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Fig. 1. (a) Valuation problem. Upper and lower bounds v and v on value before
deliberation, with uncertainty Δ = v − v; new bounds after deliberation v′ and v′

are αΔ apart and consistent with the initial bounds. Optimal Metadeliberation and
Bidding Strategies: (b) Posted-price auction; (c) Ascending-price auction.

3.3 Ascending-Price

The auctioneer in an ascending-price auction announces an initial ask price, p,
and increases the price a minimum bid increment ε whenever a bid is received.
The auction closes when no bids are received, with the good sold to the highest
bidder for the price that it bid. The optimal metadeliberation and bidding strat-
egy in the ascending-price auction is different than in the posted-price auction
because: (1) the price of the good can increase over time; (2) an agent that bids
for the good at price p cannot be sure that it will win the good. In addition to
choosing to deliberate or bid, it can also be useful for agents to wait because
the price can increase as the result of bids from other agents. Every agent hopes
that another agent will deliberate and place a new bid that increases the price.
Agents are locked into a deliberation “waiting game”. If the price increases above
an agent’s upper bound v on value the agent can avoid deliberation completely.

Agents can be in one of three states, depending on the relative position of the
ask price with respect to their beliefs [v, v] about the value of the good, see Fig
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1 (c). Agents in state s1 always bid, and therefore the ask price in the auction is
always ε (the minimum bid increment) above the second-highest lower threshold
on deliberation for all agents (after a bidding war between all agents in state
s1 ). Agents in state s3 leave the auction because the ask price is greater than
their upper thresholds on deliberation, and can only increase. Agents in state
s2 remain active, and are locked into a waiting game. Every active agent will
deliberate to prevent the auction closing, but prefers to wait for another agent to
deliberate. The unique symmetrical Nash equilibrium of the waiting game has all
active agents that are not currently winning the auction play a mixed strategy:
deliberate with probability 1/(Na − 1) when the auction is about to close, for
Na active agents (the active agent that is winning the good will not deliberate
because it is happy for the auction to terminate).3 When there is a single active
agent left the auction terminates, with that agent winning the auction.

4 Empirical Results

We model a simple market for a single good, with agents that have true values
vi for the good drawn from a uniform distribution, such that vi ∼ U(0, 10). We
implement the optimal bidding and metadeliberation strategies for agents in each
auction, and compare the performance of each auction, in terms of efficiency,
revenue and average utility from participation. Every agent has initial beliefs
v = 0 and v = 10, and a deliberation procedure with computational effectiveness
(1−α) and cost C . We simulate deliberation to match the agents’ simple model.
After assigning a true value for the good to each agent we use a stochastic
procedure to generate new bounds after deliberation such that: (1) the true
value remains between the bounds; (2) the true value is uniformly distributed
between the bounds over all possible stochastic sequences of deliberations.4

Efficiency is computed as the (true) value for the good of the agent that
wins the auction, as a fraction of the maximum value over all agents. Revenue is
computed as the price paid for the good, as a fraction of the maximum value over
all agents. Finally, the average utility to an agent for participation in the auction
is computed as the surplus (vi − p) to agent i that wins the auction for price p,
minus the total cost of deliberation for all agents, and divided by the number
of agents in the auction. Agents can lose utility from participation because of
assumptions made in deriving metadeliberation strategies, for example about

3 The agents need to know how many agents remain active to implement the Nash
equilibrium. We could ask the agents to pay a small “participation fee” in each round
of the auction to remain active, so that the auctioneer can report this information
in each round.

4 Actually, this requires that the new expected value for the good in simulation is not
uniformly distributed with respect to the current bounds, but favors more central
values.



Optimal Auction Design for Agents with Hard Valuation Problems 213

the bids of other agents and an agent’s own deliberation procedure.5 We check
that the utility for participation is positive to validate agent strategies.

We compare the performance of each auction as we vary the number of agents,
N , and the computational effectiveness (1−α) and cost C of agents’ deliberation
procedures. All results are averaged over at least 1000 trials. Efficiency is often
the primary performance measure of mechanism design, but if the auctioneer
is also the seller then revenue can be important. We write M1 � M2 if mecha-
nism M1 dominates M2 in terms of efficiency and revenue, or M1 ≈ M2 if the
mechanisms have conflicting ordering for revenue and efficiency, or very similar
performance; A denotes the ascending-price auction, S the sealed-bid auction,
and P the posted-price auction.

4.1 Adjusting the Number of Agents

Fig 2 (a) compares the performance of each auction mechanism as the number
of agents is varied between 5 and 100 (log scale). All agents have deliberation
procedures with α = 0.7, C = 0.1. We plot efficiency (i), revenue (ii), aver-
age computational-cost (iii), and average utility (iv). The bid-increment in the
ascending-price auction is set to enable agents to achieve positive expected utility
from participation in the auction, while maximizing performance.
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Fig. 2. (a) Auction performance: ‘x’ sealed-bid; ‘o’ posted-price sequential; ‘+’
ascending-price. Agents with α = 0.7, C = 0.1. Bid increment in the ascending-price
auction is adjusted to provide agents with positive expected utility from participation.
Averaged over 1000 trials. (b) Performance of ascending-price auction. N = 10 agents,
α = 0.7, C = 0.1.

For N < 10 we have A � S � P , with agents achieving positive expected
utility for participation in all auctions. For 10 < N < 35 it at first appears
5 Agents that deliberate in the ascending-price auction assume that they will win the

good for current ask price p if they bid. The auction actually remains open and other
agents can bid.
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that S � A, however the agents in the sealed-bid auction now have negative
utility for participation (iv).6 So, discounting the performance of the sealed-bid
auction, for 10 < N < 70 agents we have A � P � S. Finally, for large numbers
of agents, N > 70 we have P � A � S. Therefore, the ascending-price auction
performs best for small to medium numbers of agents (N < 70), and the posted-
price auction performs better than the sealed-bid auction for medium to large
numbers of agents (N > 10), and better than the ascending-price auction for
large numbers of agents (N > 70).

Although the surplus to the winning agent remains approximately constant
in all auctions as the number of agents increases (unlike in regular auctions,
where it falls), the average utility for participation can only remain positive if
the total computational cost also remains approximately constant (or increases
to no more than the surplus). The only auction that can sustain a fixed but
positive amount of deliberation as the number of agents increases is the posted-
price mechanism, because it isolates agents from the effect of more agents by
offering the good sequentially to each agent. Efficiency and revenue tend to
decrease as the number of agents increases, again contrary to the performance
markets with agents that have easy valuation problems. Performance decreases
because the surplus from participation is less able to support the amount of
deliberation that is necessary for high efficiency and revenue with large numbers
of agents.

Fig 2 (b) plots the performance of the ascending-price auction for α = 0.7,
C = 0.1 and N = 10, as the bid-increment ε is increased. Small bid increments
support more efficient allocations and higher revenue, but also lead to more
deliberation and can result in agents receiving negative utility from participation
in the auction. In this example the agents have positive utility for participation
with a bid increment ε > 0.25, see Fig 2 (b) iv, and the seller is able to achieve a
revenue that is almost as good as that possible with very small bid increments.

4.2 Adjusting the Complexity of the Valuation Problem

Fig 3 compares the efficiency (a), and revenue (b), for markets with N = 10
agents as the effectiveness (1−α) and cost C of deliberation changes. In a single
experiment all agents have the same α and C parameters. Equivalently, we model
agents with the same bounded resources, but easy local problems for large (1−α)
and relaxed time-constraints for small costs C .

In this market, with N = 10 agents, when agents have small deliberation costs
(C = 0.05) then A � S � P , and A ≈ S � P for C = 0.1. Auctions with dynamic
prices, such as the ascending-price or sealed-bid auctions, perform better than
the posted-price auction for small C . For medium deliberation costs (C = 0.5),
the sealed-bid auction fails and A ≈ P � S. For large deliberation costs (e.g.
6 This is because there are no homogeneous beliefs that agents can hold about the

distribution of bids from agents that are consistent with the actual distribution of
bids that occurs when agents hold the beliefs. The inaccuracy in agents’ models leads
to a loss in utility.
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Fig. 3. Auction performance for N = 10 agents with different levels of deliberation
effectiveness and cost. ‘+’ ascending-price; ‘x’ sealed-bid; ‘o’ posted-price sequential
auctions. Bid increment ε = 0.4, 1000 trials. (a) Efficiency; (b) Revenue.

C = 1) there is no deliberation in any auction, and auction design does not
matter. Efficiency and revenue increase as deliberation effectiveness increases,
and decrease as deliberation cost increases. The ascending-price and sealed-bid
auctions become approximately revenue equivalent for small deliberation costs
and high computational effectiveness (c.f. easy local problems), see Fig 3 (b) i,
C = 0.05, 1 − α = 0.7.
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Fig. 4. Performance of the sealed-bid ‘x’, ascending-price ‘+’, and posted-price ‘o’
auctions as the fraction of inexperienced agents in the system increases. N = 10, α =
0.3, C = 0.5. The results are computed over 2000 trials. Bid increment ε = 0.2.
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Finally, consider a market with a mixture of agents; some with hard valua-
tion problems (“inexperienced agents”), and some with easy valuation problems
(“experienced agents”). We assume a fraction f of inexperienced agents; and a
fraction 1 − f of experienced agents that know their value vi for the good. Fig
4 plots results for N = 10, and inexperienced agents with α = 0.3 and C = 0.5.
The ascending-price auction has the best performance, but the sealed-bid auc-
tion often outperforms the posted-price auction, even though the efficiency and
revenue comes only from experienced agents. For a small to medium fraction
of inexperienced agents, f < 0.4, the sealed-bid and ascending-price auctions
are approximately revenue equivalent, and A ≈ S � P . For a medium to large
fraction of inexperienced agents, 0.4 < f < 0.8, we have A � S � P , and with
many inexperienced agents the sealed-bid auction fails and A � P � S. The
posted-price auction performs badly for heterogeneous markets, e.g. f = 0.6, be-
cause the seller must choose an ask price to target one type of agent. The other
auctions are better able to involve both agent types. Also, we see that when
there are only a few experienced agents they are able to use their informational
advantage, and achieve high average utility from participation in the auction,
see Fig 4 (iv).

5 Related Work

In Parkes and Ungar [15] we introduce a formal definition for bounded-rational
compatible (BRC) auctions, to describe auctions in which agents can bid op-
timally with approximate values. Iterative auctions are a special class of BRC
auctions which can compute optimal allocations with enough agent computation.
Empirical results for a model of agents with limited computation highlight the
importance of BRC auctions in combinatorial allocation problems, with agents
that need bundles of items. Iterative bundle auctions, such as iBundle [16,18],
that allow agents to perform incremental value computation and adjust their bids
in response to bids from other agents, are particularly important in applications
to hard distributed optimization problems.

There is a growing literature on auctions for e-commerce, see [7] for an intro-
duction. Hard valuation problems are relevant in many online consumer auctions,
for example for collectibles and refurbished electronic goods. This provides an
appealing explanation for why many on-line auctions are ascending-price, while
few on-line auctions are sealed-bid. This explanation seems more probable than
alternative explanations in terms of risk-seeking agents that enjoy risk-taking in
iterative auctions [13].

We believe that this work is the first to compare the performance of auctions
with a normative deliberation model for agents with limited or costly compu-
tation. Early work in market-oriented programming [29] assumed that agents
were provided with closed-form solutions to their local valuation problems, so
minimizing agent valuation work was not important. Problems associated with
limited or costly computation in the auctioneer have received recent attention,
in particular with respect to the generalized Vickrey auction [27]. Interesting
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recent work explores methods to introduce approximate solutions but retain
the incentive-compatibility property (such that truth-telling remains optimal for
self-interested agents) [8,9,14]. However, these methods still require that agents
compute their values for all possible outcomes, which is often impossible. Shoham
and Tennenholtz [26] consider the communication complexity of auction mech-
anisms.

Sandholm [25] proposed Traconet, a decentralized system for dynamic task
reallocation via negotiation between agents, with an application to a transport
scheduling problem in which agents have hard local valuation problems. Safe and
opportunistic strategies are proposed for contracting strategies with approximate
valuations. Sandholm and Lesser [23] introduce decommitment to allow agents
that make early mistakes because of approximate values and uncertainty to back-
track, and increase allocative efficiency. The technique allows agents to integrate
local deliberation with negotiation between many other agents. The focus is on a
decentralized system, while our work considers techniques for auction systems—
with a centralized auctioneer.

Parunak et al. [20] describe a market-based constraint system for interactive
decision support between cooperative agents. The MarCon system aims to
reduce agents’ work; agents can express broad initial preferences and must only
refine preferences as necessary to compute a good system-wide solution.

Models of economic search with one-time participation costs have demon-
strated that posted-price sequential auctions can reduce agent uncertainty and
improve performance when agents are uninformed about the bids of other agents
[3,10]. Rothkopf and Harstad [21] argue that auction design should be consid-
ered in the context of a marketplace, with agents that take active participation
decisions. Although some auction models consider agents with one-time par-
ticipation costs [6,11], the models cannot distinguish between sealed-bid and
iterative auctions.

6 Conclusions

We have presented the results of an empirical comparison of the performance of
first-price ascending, second-price sealed and posted-price sequential auctions,
for a simple model of agents with hard valuation problems. The empirical re-
sults show clear support for the bounded-rational compatible [15] properties of
ascending-price and other iterative auctions, first identified by Parkes et al. [17]
as important for on-line auctions. It is interesting that the revenue-equivalence
theorem [12] fails when agents have hard valuation problems and limited or costly
computation.

The ascending-price auction dominates the sealed-bid auction, in terms of
allocative efficiency and revenue, when there are more than a few agents in
the market (e.g. N > 5). This holds even when agents are uninformed about
the values of other agents in the ascending-price auction but informed in the
sealed-bid auction. Iterative auctions do more than provide agents with useful
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information about the values of other agents, they can also reduce an agent’s
uncertainty about the outcome, i.e. about the final prices and allocation.

Posted-price auctions are often necessary with many agents (e.g. N > 50)
because they eliminate a bidder’s uncertainty about the outcome of the auction.
An agent knows that if it accepts the price of an item it will definitely receive
the item, and at that price. This simplifies an agent’s metadeliberation problem.
However, with small numbers of agents posted-price auctions are typically less
efficient than auctions with dynamic pricing unless the seller is very well informed
about agents’ values.

Agents with information about the likely outcome of an auction can deliber-
ate more efficiently about the values of different outcomes, for example quickly
eliminating from their possibility set all bundles of items that are very expensive.
Iterative auctions provide agents with this information dynamically during the
auction as bids are received. The “right” agents can deliberate for the “right”
amount of time, shifting deliberation away from agents with low values and to-
wards agents with high values, and towards values for bundles that fit into good
global solutions.

Another approach to improve deliberation efficiency could provide agents
with historical information about clearing prices from previous problem in-
stances, to allow agents to predict likely outcomes even before an auction begins.
This is a useful role for middleware in agent-mediated auctions.
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1 Introduction

Electronic commerce has become more and more important with the growth of the
Internet. In particular, auctioning has become one of most popular mechanisms of elec-
tronic trading, as we can see from the proliferation of on-line auctions on the Internet.
Multi-agent systems appear to offer a convenient mechanism for automated trading, due
mainly to the simplicity of their conventions for interaction when multi-party negoti-
ations are involved. AI researchers have been interested in two areas: auction market-
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trading, auctions are the most prevalent coordination mechanism for agent-mediated
resource allocation problems such as energy management [20,19], climate control[6],
flow problems[6], computing resources [4], public monopolies [1] and many others [2].

From the point of view of multi-agent interactions in auction-based trading, the
situation is deceptively simple. Trading within an auction house demands that buy-
ers merely decide an appropriate price to bid, and that sellers essentially only have to
choose the time to submit their goods.

The work related here is a continuation of the FishMarket (FM) project[17,16]. The
goal of FM is to develop means for the specification and design of electronic institu-
tions, where by electronic institution we mean an organization [12] where the agents
can interact following some protocols. Commonly, the institution is formed from a set
of connected scenes and the agents can move from one to another when they satisfy
some institution-defined conditions. The scenes are the basic elements of the institu-
tions and it is there where the interactions between agents take place. Each scene has
its own protocol that defines the interaction between the agents and the agents within a
scene have to observe this protocol.

As an example of an electronic institution a group at IIIA have implemented the
FishMarket[21]. The FM is an electronic auction house used as a test-bed for trading
agents. The FM has six scenes, two for admissions (buyers and sellers), one for the
staff, two for settlements and the auction room itself.

In this paper we focus on the auction room, and especially the process used for the
resolution of bids. In all the versions of the FM to date, this process has been carried in
a centralized manner. While that corresponds to the physical reality of auctions, it is not
necessarily an appropriate model in a computing context due to two problems that are
not common in physical situations (pace telephone bidders!): breakdown of processes
or communications — so-called stopping failures — and intermittently faulty processes
or communications, leading to unreliable messages — so-called Byzantine failures [7].
As a first step to addressing these problems we here present a distributed solution to
which other techniques may later be added to handle resilience issues, which effectively
does away with the auctioneer, thus removing a central single point of failure. In some
sense the interagents — the market interfaces for the buyers —, as we shall see later,
are really replications of the auctioneer, in common with the architecture proposed in
[3].

In the current FM all the bids are submitted to an agent called the auctioneer who
controls the whole auctioning process and determines the result of the round. From this
point of view, the resolution of the bidding protocol is centralized. What we do in this
new version is distribute this process among the buyers’ market interface agents (called
interagents) — see Figure 1. Thus, the auctioneer sends the buyers (via the interagents)
the information about the lot and then waits until one buyer interagent sends it the result
of the round. During the intervening period the buyer interagents resolve the bids using
a distributed protocol. Thus, the work of the auctioneer is reduced to:

– controlling which buyers participate in the auction,
– starting the rounds by sending the information on the lots
– waiting for the result of the round

We have two motivations: to have another way of applying auction protocols and to
have a way to avoid the auctioneer becoming a bottleneck. With this new mechanism,
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the load of messages is distributed between all the buyers. The idea is that this algorithm
can be applied to an existing auction house, providing an alternative way to deliver
different auction protocols.

The basis of the distributed approach is the Leader Election algorithm [8]. It can be
understood simply as an algorithm for choosing one processor in a network of many
and the version we have adapted here derives from that used in token ring networks,
where it is used to regenerate the token.

In the next section (2) we explain the new organization in the auction room in order
to apply the algorithm. In section 3 we give a brief summary of π-calculus. In section 4
we outline how to apply the Leader Election algorithm in auction protocols. Finally
(sections 5-9) we explain how to use this algorithm for a range of auction protocols and
give their specification in π-calculus too.

2 Organization of the Auction Room

On first looking at the auction room we can see that we have two kind of agents, the
auctioneer and the buyers. The auctioneer is an institutional agent who controls the
correct running of the auctions. It controls when buyers enter and leave, starts the round
and receives the result of it. Finally, it declares the end of the auctions when it has no
further lots to auction.

 I 1

 I 2  I n

  A 

 

 B 1

  I i 

 

Fig. 1. Organization of the agents in the auction room

We have added another kind of institutional agent, the so-called interagent, [9] an
autonomous software agent which mediates interactions between a buyer and the agent
society wherein it is situated. An interagent is connected to a buyer and abstracts it from
communication problems. Thus, each buyer only has to communicate with its interagent
so it can focus on its strategies for bidding. The use of an interagent also has advantages
for the institutions, because the interagent also forces the buyer to follow the auction
room protocol. For example, the interagent will prevent the buyer from making a bid
between rounds. The interagents also implement the resolution of the bidding protocol.
Previously, this task was done by the auctioneer, whereas now it is distributed among
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the interagents, which are linked in a ring in order to apply the particular version of
Leader Election we have chosen [8].

An important point here, is that the change in the process of bidding resolution does
not affect the buyers. It is an internal change of the system. This process is opaque to the
buyers which cannot see the information passed between interagents in order to resolve
the bidding protocols. In other words, from the point of view of the buyers there is no
difference between centralized bid resolution and the new scheme.

The buyers are the participants in the auctions. As we have said, each one is con-
nected to one interagent in order to communicate with the other agents. Of course, we
cannot specify the buyers here because each one is potentially unique. All we can define
are the channels with which the buyer will be supplied in order to communicate with
its interagent, the messages that it will receive and when it is allowed to submit a bid or
leave the system. Therefore, in the auction room there is one auctioneer, a set of buyers
and one interagent for each buyer (see Figure 1).

We will focus on the specification of the distributed resolution of the bidding proto-
col. We omit the specification of the auctioneer but note that its principal work now is
to send the information about the lots at the start of each round.

3 The π-Calculus in Brief

The main features of the π-calculus—and those necessary to read the remainder of
this paper—are the means to read and write information over channels, the creation of
channels, and parallel, alternative and sequential composition. Terms in the π-calculus
are described as prefixes followed by terms, which is intentionally a recursive definition.
Syntactic details are outlined below1.

3.1 Summary of π-Calculus Syntax and Semantics

In order to keep this paper to a reasonable length, we cannot provide a full introduction
to the π-calculus, limiting ourselves instead to this summary. For more information, the
interested reader is referred to Pierce’s excellent article [14] and subsequently to Milner
[10] and the wider literature [11].

x(y): Reads an object from channel x and associates it with the name y. This operation
blocks until the writer is ready to transmit. The scope of y is limited to the process
definition in which y occurs. Channel names, on the other hand may be local (see
ν below), parameters to process definitions (see below), or global.

x 〈y〉: Writes the object named by y to the channel x. This operation blocks until the
reader is ready to receive.

ν x ...: Creates a new channel named x. The scope of x is limited to the ν expression,
but the channel may be passed over another channel for use by another process.

1 A word of warning: this description should not be taken as definitive, since there are numerous
interpretations which vary slightly in details of syntax, and sometimes of semantics. It does
however represent π-calculus adequately for the purposes of the discussion in this paper.
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For example, a common idiom is to create a channel using ν , transmit it to another
process and then wait for a reply on that channel:

ν (x) y 〈x, question〉 . x(answer)

P | Q: The terms P and Q behave as if they are running in parallel. For example,
x 〈1〉 | y 〈2〉 outputs 1 on channel x and 2 on channel y simultaneously.

P + Q: Either one or the other (non-deterministic choice) of P and Q proceeds. Nor-
mally, the prefixes of P and Q are operations which could block, such as channel
transactions, and this operation allows us to express the idea of waiting on several
events and then proceeding to act upon one of them when it occurs. For example,
x(a) + y(a) waits for input on channels x and y, associating the information in both
cases with a. As soon as one branch of such an alternative succeeds, the others can
be considered to have aborted (see discussion in section 3.2).

P . Q: The actions of term P precede those of term Q. For example x(y) . z 〈y〉 reads y
from x then writes y on z.

In addition, we include an ability to associate a term with a name — that is a defini-
tion — and furthermore, that in so doing a global channel is declared with that name, as
in: P (x1, x2, x3) = ..., which defines a process P taking a three-tuple. In practice this
also means we have declared a channel P such that we may invoke the process P by
writing a three-tuple to the channel named P . We will use this convention to obtain a
form of parameterization, allowing us to pass processes as arguments (high-order pro-
cesses) by passing the channel by which they are invoked. This syntactic convenience
can be described primitively in the π-calculus but we omit these details here.

3.2 Events and Choice

Of the many variants of the π-calculus, we chose as a starting point, the basic syn-
chronous form as found in [10]. One of the essential properties of the kinds of markets
we want to model is liveliness, which in practical terms means an event-based model.
The non-deterministic choice (sum) operator has therefore been invaluable—although
it also raises some interesting questions. To quote [10]:

The summation form
∑

πi.Pi represents a process able to take part in one—but
only one—of several alternatives for communication. The choice is not made
by the process; it can never commit to one alternative until it occurs, and this
occurrence precludes the other alternatives.

When viewed as a mathematical description, for example, for the purpose of de-
termining bisimilarity, there is no problem. However, when viewed as a program to
run, there is an element of time and therefore sequence involved. Consider the process
c1.P1 + c2.P2. If a message arrives on c1 just before one arrives on c2, do we expect to
become P1, or do we expect a non-deterministic choice of P1 or P2? Certainly, we can
become P1, but most people (and the quote above can be interpreted to support this),
would say we should become P1. If not then the π-calculus would be a difficult tool
indeed, requiring many synchronizations to enforce this natural behaviour, and these
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synchronizations would generally have no counterpart in a “real” program. In the fol-
lowing descriptions we have assumed that the natural interpretation is the case, this is,
choices are determined as and when messages arrive on channels.

A further issue, of wanting to give priority to one channel over another, is addressed
by the definition of the test/0 process, which is much used later on. This process is used
to check if there is information waiting to be read on a channel but without blocking the
process attempting to read.

test/0(event, then, else) =

ν (c1, c2, c3)
c3 〈〉
| event() . c2() . c1 〈then〉 + c2() . c1 〈else〉
| c3() . c2 〈〉 . c1(x) . x 〈〉

The function tries to read from the channel event and if it succeeds writes on channel
then, otherwise writes on channel else. The version presented here does not read any
data from the channel event but we assume that we have other versions that do and
writes it to then. We will differentiate the number of arguments passed by adding arity
to the name of the process (following a Prolog convention). Then the function test/0
is the one that does not pass information, the process test/1 is the one that passes one
item and so on.

4 Leader Election

Leader election is a distributed algorithm used in some kinds of networks to elect a
leader. For example, it is used in a token ring network when the token is lost and it is
necessary to generate a new one. The algorithm assumes that all the nodes are identical,
except in each having an unique identifier and they have to select one node to generate
the token, but only one because there can only be one token in the ring.

There are different versions for solving the Leader Election problem and we have
based our work on the LCR version [8]. This algorithm uses only unidirectional com-
munication and does not rely on knowledge of the size of the ring. Other algorithms use
more knowledge (equals more constraints) to reduce the complexity of the algorithm,
but do not change it in essence.

It is presumed that the unique identifiers support an ordering so that the leader will
be the process with the largest identifier. First of all, each node sends a message with its
identifier around the ring. When a process receives a message there are three possible
actions:
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1. If the identifier in the message is greater than its own, it passes the message on.
2. If the identifier in the message is less than its own, it discards the message.
3. If the identifier in the message is equal to its own, it declares itself the leader.

Thus, only the process with the greatest identifier will receive again its message and
it will declare itself as a leader. We can see that all the other messages will be eliminated
because at some point they will arrive at a process with a greater identifier.

The important point of the algorithm that we have to bear in mind is that it only uses
local information in each process and all of them are identical except in their identifiers.
The processes do not have global information.

The next step is to see how we can apply this strategy to the auction protocols. The
first and obvious point is that we have to compare the bids submitted for the buyers. The
winner will be the buyer with the greatest bid. When a process receives a message, it
will have to compare the bid in the message with its bid. There is one aspect that makes
processing bids trickier than straight leader election: all the identifiers were different,
but it is quite possible there will be equal (highest) bids posted. Namely, there is a
collision if there is more than one bid at the greatest price.

We have to define first when the messages are generated and what they should con-
tain. When to generate is obvious, the interagents will send a new message when the
buyer makes a bid. For the second point is not enough just to send the bid: we need to
know who has generated the message because it can be that more than one buyer makes
the same bid and whether there are more buyers that have made a bid at the same value.

Thus the messages will have two fields:

1. a list of the identifiers of the buyers that have bid at price bid,
2. the bid itself.

From the list we can learn who has contributed to the message and if there is more
than one buyer bidding at that price.

Now we have to analyze what happens when an interagent receives a message from
its neighbour. When the bid in the message is different from its own, it acts as in the
Leader Election algorithm: it passes the message on if the bid is greater and discards it
if it is lower than its own.

The important point is what happens when it receives a message with a bid equal to
its own. There are two possibilities:

1. This is the message generated by itself which implies that this interagent’s buyer
has made the greatest bid. However, this is not enough to elect itself as a winner
because another buyer could have made a bid at the same value. To distinguish this
case, it has to look at the list of identifiers in the first field of the message, and if
there is only its identifier, it can declare itself the winner, otherwise there has been
a collision, in which case it will generate a collision message in order to inform the
other interagents. We will explain later how to use collision messages.

2. Or, it is a message generated by another interagent which indicates that other buyer
has made a bid at the same price and it could be a collision. This is not enough for
declare a collision yet because another interagent, further round the ring, could have
made a greater bid. It will only be a collision if this is the greatest bid. The problem
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is that the interagent has only local information and it only knows that it could be a
collision. The interagent can only declare the collision when the message has made
one complete round and it so it is sure that this is the greatest bid. All it can do is
add its identifier to the list and pass on the message.

As we can see, no interagent eliminates a message with a bid equal to its own. Thus
when there is a collision, this will be detected for all the interagents involved in it and
each one of them will generate a collision message. Thus, after a collision, there will
be one collision message for each buyer involved in the collision. In the version that
we propose here, the interagents restart the round after a collision. Important remaining
issues are how the collision messages are eliminated and how to ensure that each inter-
agent receives only one collision message. The solution is that each collision message
travels over the part of the ring from the interagent generating the message to the next
interagent involved in the collision. Thus each interagent will receive one and only one
collision message.

Another point is what should an interagent do when it knows that it has won a
round. The answer is that it has to send a message around the ring in order to inform
all the other interagents that the round is finished. An issue to note is what information
should be passed on to the buyers. They could just be notified of the end of the round,
but more likely they could be sent some information about the result, such as the price
and/or the identity of the winner. Precise choices here depend on the conventions of
the institution being modelled, but are not important otherwise to the discussion here.
This message synchronizes all the interagents and subsequently the winner’s interagent
sends a message to the auctioneer to inform it of the result of the round and also that
the round is finished.

Now we have described all the possible cases when an interagent receives a mes-
sage. Hence, we can give a generic variant of the Leader Election for the resolution of
bidding protocols (see Figure 2).

The last difficulty to address is what to do when no buyers make a bid. In this
situation, no messages would be generated, so leading to deadlock, because each of
the interagents will be waiting for messages. To avoid this, each interagent is required
to generate a message for each round unless its buyer has not submitted a bid. These
messages have a bid value of the negation of the identifier of the interagent. Thus if
no one has submitted a bid, only the interagent with the lowest identifier will receive
its message back. It will then detect that there have been no bids and it will notify the
auctioneer that the lot is withdrawn.

Before explaining the duties of the interagent, we present an example in Figure 3. In
this example there are three interagents, two of them which bid 10 and another which
bids 8. This provokes a collision which is detected by both when the interagents re-
ceived back their messages with more than one identifier. Then they generate a colli-
sion message, which has identifier −1. We can see that each interagent receives only
one of them. The interagents which have participated in the collision wait until they
receive another collision message. At that point, they eliminate the collision message
and restart the round. The example finishes at that point but after that the interagents
will restart the round.
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1. If the interagent receives an end of round message which it did not generate,
it passes the message to the next interagent.

2. If it receives an end of round message which it did generate, eliminate the
message and send the result of the round to the auctioneer.

3. If it receives a collision message in which it was not involved, it passes the
message to the next interagent and restarts the round.

4. If it receives a collision message in which it was involved, it eliminates the
message and restarts the round.

5. If it receives a message with a bid greater than its own, it passes the message
to the next interagent.

6. If it receives a message with a bid equal to its own and it is not its message
it adds its identifier to the message and passes it to the next interagent.

7. If it receives its own message back and it only contains its identifier in the
first field, it is the winner of the round and it sends an end of round message.

8. If it receives its own message back but there is more than one identifier in the
first field, there is a collision and it generates a collision message.

9. If it receives a message with a bid lower than its own, it eliminates the message.

Fig. 2. Specification of the generic bidding resolution protocol

  I 1

  I 2   I 3

id ={1}, bid = 10              

id ={2}, bid = 10             

id ={3}, bid =8
  I 1

  I 2   I 3

id ={1,2}, bid = 10             

id ={2} bid =10
  I 1

  I 2   I 3

id ={2,1}, bid = 10              id ={1,2} bid =10

  I 1

  I 2   I 3

id ={-1}, bid = 10              

id ={-1}, bid = 10       

  I 1

  I 2   I 3

id ={-1} bid =10

Fig. 3. Example of collision resolution

In the next section we will give the specification of the interagent in each proto-
col. We will explain how to apply the algorithm outlined above to each one and the
modifications to take account of their individual characteristics.

5 The Interagent

As we have said earlier, the interagent has two important functions, handling communi-
cation between buyers and the institution (external) and resolving the bidding protocols
(internal).

The first function gives the buyer the communication infrastructure to enable par-
ticipation in the auctions by passing to the buyer the information that it needs about
the state of the auctions. For example, when a round starts, the characteristics of the
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lot offered, if he has won a round, etc.. Furthermore, it passes the buyer messages to
the other institution agents. These are the bids of the buyer and when it wants to leave
the system. It also checks that the messages of the buyer follow the protocol. For ex-
ample it does not allow to the buyer to make a bid at the wrong time. The idea is to
abstract buyer developers from communication problems, allowing them to concentrate
on bidding strategies.

The second function which is independent of the buyers, consists of deciding who
won a round or whether a lot is withdrawn, using the modified Leader Election protocol
with some variations depending on the auction protocol. As we have said before the
buyers are not allowed to see the information passed between interagents in order to
resolve a round. The interagents have to be robust and have to incorporate security
measures in order to protect them from malicious buyers. Otherwise, buyers could read
the messages with the bids of the others buyers and then generate new bids out of
sequence with help of additional information. This is a point to be borne in mind but
here we focus just on the algorithm.

From the point of view of an interagent, a round is divided in four steps as we can
see in Figure 4.

Start Round

 Waiting for bids

Waiting for msg

Resolve bids

auc(new_lot)

buyer(exit)

   buyer(bid)

interagent(msg)

  buyer(bid)

auc(result)

Fig. 4. The four steps of a bidding round

1. Start Round: This step corresponds to the period between two rounds. In that
period, new buyers are added to the auction and existing participants can leave.
The step finishes when the interagent receives from the auctioneer the information
of the next lot to be auctioned. This step is the same for each protocol.

2. Waiting for Bids: This step can be seen as an initialization step. For each round
it has a pre-determined time expressed in the lot information. The buyers have that
time to make their first bid. Except in the English auction, that is the only moment
that buyers are allowed to submit bids. When this step is finished we can be sure
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that each interagent has sent its neighbour a message. It is for that reason that we
say that it is an initialization period.

3. Waiting for Next Message: In this step an interagent waits for a message from its
source interagent (the previous one in the ring) or for a message from the buyer
with a new bid. In the first case it passes to the next step in order to handle that
message. If it receives a message from the buyer for a new bid it generates a new
message and sends it to its destination interagent (the next one in the ring). In the
protocols that we specify here, only in the English auction are the buyers allowed
to submit bids at that moment. In the other three they can only submit bids at the
second step and this step only consists in waiting for a message from the source
interagent.

4. Resolve Bids: This is the important point of the algorithm when an interagent uses
the cases explained before with the last message received and its information to
decide what it has to do. Subsequently, it returns to the previous step to handle the
message.

As we can see, the first step is common for all the protocols and the others present
some differences between each one. The interesting thing is that all of them follow the
same pattern unless they have their own characteristics. We will focus on these three
steps for each protocol.

The first step receives the information of the next lot from the auctioneer and calls
the WaitingBid function of the corresponding protocol. This is when the buyers can
leave the auction and new buyers can join in.

Before presenting the specification in π-calculus of each protocol we define the
channels used for communication between one interagent and the others. These are:

– in: Receipt of messages from its predecessor in the ring.
– out: Transmission of messages to its successor in the ring.
– b/int bid: Receipt of the bids from the buyer.
– int/auc res: Transmission of the result of the round to the auctioneer.
– int/b: Transmission of information to the buyer.
– b/int exit: Receipt of message from buyer of desire to leave the auction room.

Apart from the channels, the interagent also keeps information in order to compare
it with that in the incoming messages and the parameters of the actual lot in case there
is a collision and it has to restart the round. Normally in the first case it keeps the last
bid submitted by the buyer — but in the English auction more information is needed:
we will explain this later.

First we give the specification of the protocols. We will begin with the complete
specification of First-Price/Sealed-Bid, being the simplest. Then we will explain the
changes, by reference to that for the Vickrey and Dutch protocols, because they are so
similar to the first one. Finally we will explain in more detail the last and more complex
English auction.
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FP-WaitingBid(id, in, out, b/int bid, int/auc res, int/b, time) =

ν (done, then, else)
int/b 〈time〉
. FP-bid(b/int bid, time, done)
| done(bid)

. out 〈bid〉

. FP-WaitingMessage(id, bid, in, out, b/int bid, int/auc res, int/b, time)

FP-bid(id, b/int bid, time, done) =

ν (then, else, done2)
delay(time, done2)
| done2()

. test/1(b/int bid, then, else)
| then(bid) . done 〈bid〉 + else(junk) . done 〈−id〉

FP-WaitingMessage(id, bid, in, out, b/int bid, int/auc res, int/b, time) =

in(idi, n bid)
. FP-ResolveBids(id, bid, idi, n bid, in, out, b/int bid, int/auc res, int/b,

time)

6 First-Price/Sealed-Bid

The main characteristic of this kind of auctions is that you can divide it in two phases.
There is a time for submission of bids and afterwards, analyzing the bids to choose a
winner. For each lot there is given a time for the buyers to submit their bids and after
that the interagents decide who is the winner. The winner will be the buyer who has
submitted the greatest bid and this is the price that he will pay for the lot. The lots
auctioned in this protocol are defined with one parameter which indicates the time that
the buyers have to submit bids. The lots auctioned in this protocol are defined with one
parameter which indicates the time that the buyers have to submit bids.

1. Waiting for Bids: This step corresponds to the time that the buyers have for sub-
mitting bids. This process uses an auxiliary process called FP-bid to check if the
buyer has submitted a bid in the time given. It will generate a message with the
value returned from this process and then passes to the next step of waiting for a
message from its predecessor.
The FP-bid process first waits for the time specified using the delay process (defi-
nition not given here) which waits for the units of time that it receives as a param-
eter. After that it uses the function test/1 in order to see if the buyer has made a
bid. If it has, it returns the value of the bid, otherwise it returns the value −id which
indicates that the buyer has not submitted a bid.
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2. Waiting for Next Message: In this protocol this step only waits for one mes-
sage from its predecessor in the ring because the buyers are not allowed to sub-
mit multiple bids. After reading from channel in it sends a message to the process
FP-ResolveBids for further processing.

3. Resolve Bids: This is the most complex and interesting function. It applies the algo-
rithm explained before with its own bid and the last message received for the inter-
agent. The algorithm here is exactly the same as explained above without changes.

FP-ResolveBids(id, bid, idi, n bid, in, out, b/int bid, int/auc res, int/b, time) =⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

if car(idi) = −2⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

if n bid = bid⎧⎪⎨
⎪⎩

if bid < 0

int/auc res 〈0, 0〉
otherwise

int/auc res 〈id, bid〉 | int/b 〈“Winner”〉
otherwise
int/b 〈“End of round”〉
| out 〈−2, n bid〉

elseif car(idi) = −1⎧⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎩

if n bid = bid
int/b 〈“Collision”〉
| FP-WaitingBid(id, in, out, b/int bid, int/auc res, int/b, time)
otherwise
int/b 〈“Collision”〉
| out 〈−1, n bid〉
| FP-WaitingBid(id, in, out, b/int bid, int/auc res, int/b, time)

otherwise⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

if n bid = bid⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

if car(idi) = id⎧⎪⎪⎪⎨
⎪⎪⎪⎩

if |idi| = 1
out 〈−2, bid〉
otherwise
out 〈−1, bid〉
| FP-WaitingMessage(id, bid, in, out, b/int bid, int/auc res, int/b, time)

otherwise
out 〈idi ∪ {id}, bid〉
| FP-WaitingMessage(id, bid, in, out, b/int bid, int/auc res, int/b, time)

otherwise⎧⎪⎪⎪⎨
⎪⎪⎪⎩

if n bid > bid
out 〈idi, n bid〉
| FP-WaitingMessage(id, bid, in, out, b/int bid, int/auc res, int/b, time)
otherwise

FP-WaitingMessage(id, bid, in, out, b/int bid, int/auc res, int/b, time)
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7 Vickrey’s Auction

This protocol is very similar to the one before in the sense that it is also divided in two
phases and with the same processes as the previous one. The sole difference is that the
winner is the buyer who has submitted the highest bid but the price that he has to pay
corresponds to the second highest bid. That implies adding a field to the messages to
contain information about the second highest bid.

We do not give the specification because the only change from first-price is that
the messages have one additional field. This field, corresponding to the second highest
bid, is initialized to zero when an interagent generates a message. When an interagent
passes a message on it has to compare this field with its bid and it updates it, if its own
is higher. The only other change is when an interagent is the winner of the round. In
that case it has to send the second bid to the auctioneer.

8 Dutch Auction

The main characteristic of this protocol is that it is a descending price auction. The
round starts with a high price descending until one buyer submits a bid. In real Dutch
auctions it is the auctioneer who calls out the offers until one buyer bids. Here, each
interagent sends independently the offers to its buyer2. While this confers several ad-
vantages in a distributed setting that cannot arise in the physical scenario, it does have
the drawback that in contrast to a real auction, where when a buyer sees a offer he
knows that no one has submitted a bid at a higher price, whereas here the buyer cannot
be sure of this because each interagent is running independently from the others. This
could change the bidding strategy of the buyers.

DA-bid(id, b/int bid, actual price, decrement, reserve price, done) =

ν (then, else, done2)
int/bid 〈actual price〉 . delay(1, done2)
| done2()

. test/0(b/int bid, then, else)
| then() . done 〈bid〉
+ else()

.

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

if actual price − decrement > reserve price
DA-bid(id, b/int bid, actual price − decrement, decrement,

reserve price, done)
otherwise

done 〈−id〉

2 This technique and its justification are presented in [13]
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The parameters of this kind of auction are slightly different, being:

– start price: The starting price at which the interagents start sending offers to the
buyers.

– reserve price: The minimum price at which the lot may be sold. If that price is
reached the buyer loses the opportunity to for bid for it. If all the interagents reach
this price without a bid being made, then the lot is withdrawn.

– decrement: The difference between successive offers.

The process that is different from First-Price/Sealed-Bid auction is FP-bid. All the
other processes are identical except that the time parameter is replaced by the three
parameters that capture the state of this protocol (given above).

The DA-bid process sends an offer to the buyer, then waits one unit of time and
checks whether the buyer has submitted a bid. In that case it returns the actual price
as the buyer bid, otherwise it repeats the process again. This function stops when the
buyer submits a bid or the reserve price is reached.

9 English Auction

This protocol is the most complex that we have specified and the one that presents the
most differences with the others. Here bidding starts at a minimum price and the buyers
submit increasing bids until all of them stop. Each buyer can submit as many bids as
it wants before a winner is declared. In the real auctions the auctioneer says going,
going, gone after a bid before declaring a winner. In order to model that here, before
an interagent either declares itself the winner or detects a collision, its message has to
make three rounds of the interagent ring.

EA-WaitingMessage(id, bid, in, out, b/int bid, int/auc res, int/b, l id, l bid, count,
start price, decrement, reserve price) =⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

if l bid < 0 ∨ counter = 2
in(idi, n bid)
. EA-ResolveBid(id, bid, idi, n bid, in, out, b/int bid, int/auc res, int/b,

l id, l bid, count, start price, decrement, reserve price)
otherwise
in(idi, n bid)
. EA-ResolveBid(id, bid, idi, n bid, in, out, b/int bid, int/auc res, int/b,

l id, l bid, count, start price, decrement, reserve price)
+ b/int bid(n bid)

. out 〈{id}, n bid〉

. EA-WaitingMessage(id, n bid, in, out, b/int bid, int/auc res, int/b, id,
n bid, 0, start price, decrement, reserve price)

This protocol starts with a descending bidding protocol as in the Dutch auction until
one buyer submits a bid. After that the auction follows the pattern just described, with
the bids going up.
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In order to count the laps of the message with the greatest bid received, each inter-
agent has to keep more information. It has to keep the last message that it has passed
on because it is the one with the greatest bid so far, and the number of times that it has
received it in order to count the laps.

EA-ResolveBid(id, bid, idi, n bid, in, out, b/int bid, int/auc res, int/b, l id, l bid, count, start price,
decrement, reserve price) =⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

if car(idi) = −2⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

if n bid = bid⎧⎨
⎩

if bid < 0

int/auc res 〈0, 0〉
otherwise

int/auc res 〈id, bid〉 | int/b 〈“Winner”〉
otherwise
int/b 〈“End of round”〉
| out 〈−2, n bid〉

elseif car(idi) = −1⎧⎪⎨
⎪⎩

if n bid = bid
EA-WaitBid(id, in, out, b/int bid, int/auc-res, int/b, start price, decrement, reserve price)
otherwise
out 〈−1, n bid〉
| EA-WaitBid(id, in, out, b/int bid, int/auc-res, int/b, start price, decrement, reserve price)

elseif car(idi) = l id ∧ n bid = l bid⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

if n bid > bid
out 〈idi, n bid〉
| EA-WaitingMessage(id, bid, in, out, b/int bid, int/auc-res, int/b, l id, l bid, count + 1,

start price, decrement, reserve price)
elseif count = 2⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

if |idi| = 1
out 〈−2, bid〉
| EA-WaitingMessage(id, bid, in, out, b/int bid, int/auc-res, int/b, l id, l bid, count,

start price, decrement, reserve price)
otherwise
out 〈−1, bid〉
| EA-WaitingMessage(id, in, out, bid, bm nbi2, b/int bid, int/auc-res, int/b, l id, l bid, count,

start price, decrement, reserve price)
otherwise
out 〈idi, n bid〉
| EA-WaitingMessage(id, bid, in, out, b/int bid, int/auc-res, int/b, l id, l bid, count + 1,

start price, decrement, reserve price)
elseif n bid = l bid ∧ count > 0
out 〈idi, n bid〉
. EA-WaitingMessage(id, bid, in, out, b/int bid, int/auc-res, int/b, l id, l bid, count,

start price, decrement, reserve price)
elseif n bid > bid
out 〈idi, n bid〉
. EA-WaitingMessage(id, bid, in, out, b/int bid, int/auc-res, int/b, car(idi), n bid, 0,

start price, decrement, reserve price)
elseif n bid = bid
out 〈idi ∪ {id}, bid〉
. EA-WaitingMessage(id, bid, in, out, b/int bid, int/auc-res, int/b, l id, l bid, count,

start price, decrement, reserve price)
otherwise

EA-WaitingMessage(id, bid, in, out, b/int bid, int/auc-res, int/b, l id, l bid, count,
start price, decrement, reserve price)

There is another important point in which it differs from real auctions. There are
two situations where the buyer is not allowed to submit bids but where they can be
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allowed later. The first one is when the buyer has not made a bid at the waiting for bids
step. After that the buyer will be allowed to make bids if the interagent receives a bid
from another one. The second situation is when the interagent receives a message for
the third time. From the point of view of the interagent the round is over. Although
there is one possibility it may not be: if another buyer submits a greater bid before it
has received the message three times. In the real auctions this does not happen because
the auctioneer declares the end of the rounds in a centralized way. When the auctioneer
declares that a lot is withdrawn or there is a winner there is no possibility of continuing
the round.

So, when an interagent receives a new message it has to compare it with the one that
it has kept. If the bid is lower it discards the new message. If the bid in the new message
is greater then it keeps it, it sets the counter to zero and it passes the message on.

We have to bear in mind that there can be more than one message in the ring with
the same bid value because no interagent discards any message with a bid equal to its
own. So, when an interagent receives a message with a bid equal to that in the message
that it has kept it compares the identifiers to see if they are the same message. If not it
passes the message on and waits for another one. If they are the same and the counter is
less than two it passes the message on and increments the counter by one. If the counter
is equal to two it checks if it is its own message. In that case it declares itself as a winner
if there is only its identifier and the bid is greater than zero. It declares the lot withdrawn
if the bid is lower than zero and a collision if there is more than one identifier in the
message. If it is not its message then it passes the message on but its buyer will not be
allowed to make more bids unless it receives a new message with a greater bid as we
have explained above.

One point here is that the identifiers in the list are always added at the end. So, in
order to determine if two messages with the same bid are from the same buyer, it is
enough to compare the first identifier of each one.

The last point to consider is that a buyer has always to submit a greater bid than
the last that it received. Given this constraint, an interagent can only possibly receive a
message that it has not generated with an equal bid to its own when its message is in
the first lap around the ring. In this situation it has to add its identifier to the list in the
first field of the message.

The first step is the same as in the Dutch auction, starting at one price and going
down. Therefore, we will just specify the other two.

10 Related and Future Work

As we proposed at the beginning, we have presented a distributed method for the resolu-
tion of the classic bidding protocols. For that purpose we have distributed the task from
the auctioneer to the interagents. Thus the load of messages is also distributed because
in the centralized versions all the messages go from the auctioneer to each interagent or
from each of them to the auctioneer.

With the use of interagents this very significant change can be done without af-
fecting the buyers which can run without any knowledge of the way in which the bids
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are resolved. The interagents also define the communication infrastructure and thus the
buyers can focus on bidding strategies.

The specification given has been satisfactorily implemented using Pict [15], a π-
calculus interpreter, giving some confidence in the validity of the method, although
without a directly executable specification, it does nothing to verify the specification.

We have given the specification of four protocols but we have defined the general
steps in order to resolve bidding protocols in a distributed way. Thus it may simplify
the specification of new auction protocols in a distributed manner. All that is necessary
is the definition of the three steps for the new protocol.

Another important point is that the fact that in basing our algorithm on the Leader
Election, we can use the theoretical results established for Leader Election. This in-
cludes the algorithmic improvements mentioned in the introduction and, more impor-
tantly, its combination with techniques for termination detection and handling of stop-
ping and Byzantine failure, which is an important aspect of our future (implementation)
work.

Our plans for the immediate future are an implementation in the framework of the
FishMarket, so that we will have two ways of resolve the bidding protocols in our
electronic auction house. The FM already uses interagents for communication with the
buyers and with the other agents and so all have to do is modify them to handle bid
resolution as outlined here. In consequence we can take benefit from all the other in-
frastructure of the FM in order to get our specification running easily.
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